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Chapter 1: Introduction

OpenVPN Access Server is a full featured SSL VPN software solution that integrates OpenVPN
server capabilities, enterprise management capabilities, simplified OpenVPN Connect Ul, and
OpenVPN Client software packages that accommodate Windows, MAC, Linux, Android, and iOS
environments. OpenVPN Access Server supports a wide range of configurations, including secure
and granular remote access to internal network and/ or private cloud network resources and
applications with fine-grained access control.

An OpenVPN Access Server deployment consists of one server, many clients and many users, as
depicted in Figure 1.1. Each client machine in this topology uses the public IP network (the Internet)
to communicate with the OpenVPN Access Server and thereby gains VPN-protected access to the
private IP Network connected (if present).

PRIVATE IP
NETWORK
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Figure 1.1: The OpenVPN Access server topology

If adequate licenses are not available in the OpenVPN Access server, then the users will not be able
to connect to the Private IP Network. Also sometimes, a particular user may hog the bandwidth of
the network by transmitting/ receiving large chunks of data through the server. It is therefore



Chapter 1: Introduction

imperative that the OpenVPN Access server is monitored periodically for assessing the license
utilization and the user details. This can be achieved using eG Enterprise.
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Chapter 2: How to Monitor OpenVPN Access server Using
eG Enterprise?

eG Enterprise monitors the OpenVPN Access server in both agent-based and agentless manners.
To monitor the OpenVPN Access server in the agentless manner, you should install a single
eG agent on any remote Windows host in the environment. To enable the eG agent to communicate
with the OpenVPN Access server, a set of pre-requisites should be fulfilled. These requirements
have been discussed in the below section.

2.1 Pre-requisites for monitoring the OpenVPN Access server

To monitor the OpenVPN Access server, you should provide certain user privileges that are required
to execute the commands for monitoring the OpenVPN Access server. To provide the user with the
necessary privileges, do the following:

1. Login to the OpenVPN Access server host through putty.exe.

B2 PuTTY Configuration

Category:
- Session Basic options for your PUTTY session
L.ogglng Specify the destination you want to connect to
[=- Teminal
Host Mame [or IP address) Port
Keyboard
Bell 192.163.859 2
Features Connection type:
(=) window O Raw (O Telnet O Rlogin & 55H (O Serial
A
PpREAAncE Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection
Colours :
Drefault Settings
[=- Connection
Ciata Gl
D
FRilogin
SSH
Serial Close window o exit:
O dhways O Mever () Only on clean exit
(o) o

Figure 2.1: Login to Putty

2. Upon logging in, navigate to the /etc/sudoers file of the OpenVPN Access server. By default,
certain user privileges are required to execute the commands for monitoring the OpenVPN
Access server. The default user privileges to the server will be “ALL” (see Figure 2.2).
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3.

£ root@OVPNAS

Figure 2.2: The default user privileges

If the target environment does not allow the eG Enterprise suite to use the default user for
monitoring, then you need to create a new user with the default user privileges. You can do so by
including the new user below the default user available under the User privilege specification
section (see Figure 2.2). If you wish to create a new user for e.g., eguser with the default user
privileges, then do so as shown in Figure 2.3.
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# root@0VPNAS20: fetc

abhle.
to upgrade to it.

11 01:41:25 2014 from 19

fALL) ALL

Figure 2.3: Creating a new user with the default user privileges

4. By providing the default user privileges, eguser acquires the entire monitoring rights of the
OpenVPN Access server.

5. If the administrator of the target environment does not wish to provide the default user privileges
to the eguser , then you can limit the user privileges to monitor only the tests that need to be
executed by the eG Enterprise suite. To do so, specify the following command (see Figure 2.4).

eguser ALL= (ALL:ALL) NOPASSWD: /usr/local/openvpn as/scripts/sacli
VPNSummary, /usr/local/openvpn as/scripts/sacli VPNStatus
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> root@0OVPNAS20: fetc

acli VPHNSummary, /usr/local/openvpn = ripts/ liman info, fusr/lo

Figure 2.4: Creating a new user with limited user privileges required for monitoring the server

6. Once the necessary user privileges are provided, the target OpenVPN Access server is ready for
monitoring by the eG Enterprise suite.

2.2 Managing the OpenVPN Access Server

The eG Enterprise cannot automatically discover the OpenVPN Access Server. This implies that
you need to manually add the component for monitoring. Remember that the eG Enterprise
automatically manages the components that are added manually. To manage a OpenVPN Access
Server component, do the following:

1. Loginto the eG administrative interface.

2. Follow the Components -> Add/Modify menu sequence in the Infrastructure tile of the Admin

menu.

3. In the COMPONENT page that appears next, select OpenVPN Access Server as the
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Component type. Then, click the Add New Component button. This will invoke 2.2.

COMPONENT 4 BACK

eThis page enables the administrator to provide the details of a new component

Category Component type
All ~ OpenVPN Access Server ~
Component information

Host IPfName 192.168.10.1

Nick name Wphaccess

Monitoring approach
Agentless

Internal agent assignment . Auto Manual

External agents 192.168.8.202

Figure 2.5: Adding an OpenVPN Access server

4. Specify the Host IP/Name and Nick name for the OpenVPN Access Server (see Figure 2.5).
Then, click on the Add button to register the changes.

5. Next, try to sign out of the eG administrative interface. Now, you will be prompted to configure the
Processes test. To know how to configure this test, refer to Monitoring Unix and Windows
Servers document.

6. Finally, signout of the eG administrative interface.
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Chapter 3: Monitoring the OpenVPN Access Server

eG Enterprise has designed a specialized OpenVPN Access server monitoring model (see Figure
3.1), which periodically monitors the server and reports the administrators with effective pointers to
the utilization of the licenses, and the users who are currently connected to the server and their data
transmission. The following queries too can be easily clarified by monitoring the server:

« How many users are actually connected to the OpenVPN Access server?

« Are there adequate licenses available for users? If so, How many are available totally and how
many are left for users in future?

« How long has a user been active over the network through the OpenVPN Access server? Which
user is hogging the bandwidth of the network when data is transmitted/received?
&, openvpn

(£4 Open¥PN Service

@ Application Processes

AR

(22 Network

(44 Operating System

Figure 3.1: The layer model of the OpenVPN Access server

Since the tests pertaining to the Operating System, Network, TCP and Application Processes
layer of the OpenVPN Access Server model have been dealt with in the Monitoring Unix and Windows
Servers document, Section 3.1 focuses on the tests associated with the OpenVPN Service layer
alone.

3.1 The OpenVPN Service Layer

This layer tracks the number of users who are concurrently connected to the server, the license
utilization of the server, the time duration for which a user was active and the amount of data that is
transmitted/received by the user. Figure 3.2 lists the tests that are currently mapped to the
OpenVPN Service layer.



Chapter 3: Monitoring the OpenVPN Access Server

@OpenVPN User Detail s

@Open"v"PN dser License
@Open\-"F‘N dsers

Figure 3.2: The tests mapped to the OpenVPN Service layer
3.1.1 OpenVPN Users Test

Administrators may constantly wish to be alerted on the number of users who are currently
connected to the OpenVPN Access server so that they can monitor the user login patterns at any
given time. The OpenVPN Users test exactly does the same! This test continuously tracks the
number of users who are currently connected to the server so that the administrator can rapidly
detect a sudden surge in the number of users connecting to the server.

Target of the test : An OpenVPN Access Server
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for the OpenVPN Access server that is to be monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed.

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to. By default, this is NULL.

Measurements made by the test

Measurement Description w::?tsurement Interpretation

Active users Indicates the number of Number An abnormally high value for this
users who are currently measure indicates a malicious attack
connected to the server. on the server which is a cause of

concern.
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3.1.2 OpenVPN User License Test

A license is always required for the OpenVPN Access server installation. It can either be a free
license or a purchased license. Once the server is installed, each license carries a maximum number
of concurrent users who will be able to connect to the server. Depending on the number of users
connecting to the OpenVPN Access servers, multiple licenses can be obtained. In case of
purchased licenses, the maximum number of concurrent user count is additive and in the case of
free licenses, the user count is not additive. If multiple free licenses are activated, then the user count
will be the maximum of the individual user counts for each free license. Administrators may
constantly need to track the utilization and availability of the licenses so that end user experience in
connecting to the OpenVPN Access server would not be affected at all! This is where the OpenVPN
User License test helps! This test monitors how well the licenses are managed by the OpenVPN
Access server. This way, the administrators can figure out from a single glance the total number of
licenses, the licenses that are already exhausted and the licenses that are available for future use.

Target of the test : An OpenVPN Access Server
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for the OpenVPN Access server that is to be monitored.

Configurable parameters for the test

Parameter Description

Test period How often should the test be executed.

Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to. By default, this is NULL.

Measurements made by the test

Measurement Description m«:iatsurement Interpretation

Total licenses Indicates the total number | Number The value of this measure is the sum
of licenses that are of the Licenses used and the
available for this server. Available licenses measure.

Licenses used Indicates the number of Number If the Licenses used measure is
licenses that are currently equal to the Total licenses measure,
in use. then the Available licenses measure

10
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Measurement
Unit

Measurement Description

Interpretation

would be 0 which clearly indicates that
all the licenses are already exhausted.
This would terribly affect the user
experience with the OpenVPN Access
server. Therefore, administrators may
want to be alerted when the Licenses
used measure reaches close to the
Total licenses, so that they may
marginally increase the number of
licenses.

Available licenses Indicates the number of Number
licenses that are currently
available for use.

3.1.3 OpenVPN User Details Test

In secure environments where users connect to the target IP network through the OpenVPN Access
server, administrators may want to figure out the duration of the time a user has spent over the
network accessing the network resources. Similarly, administrators may also want to monitor the
data transmission for each user through the server so that they can figure out the user who has
hogged the bandwidth limit of the network while transmitting/receiving the maximum amount of data.
This is where the OpenVPN User Details test helps! For each user accessing the OpenVPN
Access server, this test monitors the data transmitted and received by the user while accessing the
resources of the network through the OpenVPN Access server and the time duration for which the
user was active on the network. This way, administrators can figure out the user who has been very
active over a period of time!

Target of the test : An OpenVPN Access Server
Agent deploying the test : Aninternal/remote agent

Outputs of the test : One set of results for each user of the OpenVPN Access server that is to be
monitored.

Configurable parameters for the test

Parameter Description
Test period How often should the test be executed.
Host The host for which the test is to be configured.

Port The port number at which the specified Host listens to. By default, this is NULL.

11
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Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

duration

duration for which this
user was active.

Data transmitted Indicates the amount of KB Comparing the value of these measures
data transmitted by this across the users helps you in
user. identifying the VPN user who is hogging
the bandwidth of the network by
Data received Indicates the amount of KB transmitting/receiving the maximum
. . amount of data.
data received by this user.
Active session Indicates the time Mins Comparing the value of this measure

across the users reveals the most
active user on the server.
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About eG Innovations

eG Innovations provides intelligent performance management solutions that automate and
dramatically accelerate the discovery, diagnosis, and resolution of IT performance issues in on-
premises, cloud and hybrid environments. Where traditional monitoring tools often fail to provide
insight into the performance drivers of business services and user experience, eG Innovations
provides total performance visibility across every layer and every tier of the IT infrastructure that
supports the business service chain. From desktops to applications, from servers to network and
storage, from virtualization to cloud, eG Innovations helps companies proactively discover, instantly
diagnose, and rapidly resolve even the most challenging performance and user experience issues.

eG Innovations is dedicated to helping businesses across the globe transform IT service delivery into
a competitive advantage and a center for productivity, growth and profit. Many of the world’s largest
businesses use eG Enterprise to enhance IT service performance, increase operational efficiency,
ensure IT effectiveness and deliver on the ROI promise of transformational IT investments across
physical, virtual and cloud environments.

To learn more visit www.eginnovations.com.

Contact Us

For support queries, email support@eginnovations.com.

To contact eG Innovations sales team, email sales@eginnovations.com.

Copyright © 2018 eG Innovations Inc. All rights reserved.

This document may not be reproduced by any means nor modified, decompiled, disassembled,
published or distributed, in whole or in part, or translated to any electronic medium or other means
without the prior written consent of eG Innovations. eG Innovations makes no warranty of any kind
with regard to the software and documentation, including, but not limited to, the implied warranties of
merchantability and fithess for a particular purpose. The information contained in this document is
subject to change without notice.

All right, title, and interest in and to the software and documentation are and shall remain the
exclusive property of eG Innovations. All trademarks, marked and not marked, are the property of
their respective owners. Specifications subject to change without notice.
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