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Chapter 1: Introduction

Citrix XenDesktop is a desktop virtualization system that centralizes and delivers virtual Windows
desktops as a service to users anywhere. Virtual desktops are dynamically assembled on demand,
providing users with personalized desktops each time they log on. XenDesktop delivers a high
definition user experience over any connection including high latency wide area networks. The open
architecture of XenDesktop offers choice and flexibility of virtualization platform and endpoints.

Figure 1.1 depicts the core architecture and operations of the Citrix XenDesktop solution.

XenDesktop 2.0 Core Architecture

/ Desktop Delivery Controller \ .
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Figure 1.1: How the Citrix XenDesktop works?

With virtualization, users can access their virtual desktops from almost any computer. Typically, the
connection will be from either a desktop appliance in the office or from a PC from home for remote
desktop access. When connecting to the virtual desktop from a desktop appliance at work, users
simply switch the device on and they are presented with an authentication request. If they are
connecting to the virtual desktop from a home PC for remote desktop access, they will navigate to a
Web page that looks identical to the desktop appliance authentication page. At this point, the users
enter their credentials, and the next thing they will see is the virtual desktop which is identical to their
corporate desktop in the office.

After authentication, a core component named the Desktop Delivery Controller (DDC), later
renamed as the Delivery Controller, manages the assembly of users’ virtual desktop environments,
and brokers connections between users and their virtual desktops. This component further controls
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the state of the desktops, starting and stopping them based on demand and administrative
configuration.

Any issue related to the broker, no matter how miniscule — say, a split-second break in the availability
of the DDC, or a marginal delay in user authentication by the DDC - can severely hamper the
delivery of the XenDesktop solution, and significantly degrade the user experience with the virtual
desktops. Since the XenDesktop technology assures virtual desktop users of the same quality of
service that can be expected from local desktops, such anomalies, if allowed to recur, can damage
both the reputation and revenue of the service providers. To avoid such adversities, the DDC should
be continuously monitored.

eG Enterprise provides three specialized models for monitoring the Delivery Controller — 3/4;, the
Delivery Controller 5, and the Delivery Controller model (for Delivery Controller v7 and above). As is
evident, each of these models caters to the monitoring requirements of the different versions of the
Xen DDC. These models closely monitor the availability and all-round performance of the DDC;
using these models, administrators can be proactively alerted if the service-levels desired from the
broker are even slightly compromised — this way, the underlying issues can be resolved before
performance of the broker and the XenDesktop service it delivers, nose-dives. Refer to the following
chapters for the detailed discussion on each model:

« Citrix Delivery Controller v3-4 Monitoring Using eG Enterprise
« Citrix Delivery Controller v5 Monitoring Using eG Enterprise

« Citrix Delivery Controller v7 Monitoring Using eG Enterprise?
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Chapter 2: Citrix Delivery Controller v3-4 Monitoring Using
eG Enterprise

Figure 2.1 is a high level view of the architecture of XenDesktop 3.
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Figure 2.1: A high level view of the XenDesktop 3 architecture

As can be inferred from Figure 2.1, the Delivery Controller farm serves as the hub for the
XenDesktop Architecture. The controllers in the farm are responsible for managing the pools of
available virtual desktops as well as directing and monitoring user connections to the virtual
desktops. Versions 3/4 of DDC are based on the CPS (XenApp) technology. It uses
MFCOM/IMAProxy to communicate with the Access Management Console (AMC), which uses
DCOM and Windows Communication Foundation (WCF). It communicates with the Web Interface
using the XML service, just as XenApp does. The IMA service is used to communicate with other
DDCs in the farm, with the License server, and the Datastore, just as with XenApp. The DDC also
includes a Pool Manager, which is responsible for choosing a VM from the Desktop Group and
assigning it to a user. Once the appropriate desktop operating system is identified, the Controller
service of the DDC queries the Active Directory for user authorization and then sets up the PortICA
user connection to the target VM. The DDC also includes a User Profile Manager, to manage user
personalization settings in virtualized or physical Windows environments.

The DDCs use a central DataStore that contains static configuration information, such as desktop
pool configuration, DDC membership and farm settings. VDA configuration data is also stored in the
datastore.

In summary, the DDC integrates the following core technologies:
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« Dynamic pooling, on-demand assignment, and pre-assignment of virtual desktops to users,
based on appropriate policies, roles, or other criteria

« Fast, resilient connections, even over high-latency or bandwidth-constrained networks, using the
ICA protocol, which includes SpeedScreen technologies

« Integration with virtualization infrastructures, enabling administrators to dynamically manage the
state of virtual desktops to make best use of resources, deliver instant-on experience for the user,
and enable the reversion to a known state of pooled desktops after each use

« A central management interface for all virtual desktops, whether they are VM-based, blade-
based, or PC-based

Failure of any of these core functionalities may not only affect the performance of the broker, but can
even temporarily/permanently suspend the XenDesktop service as a whole. If such adversities are
to be averted, the Delivery Controller has to be monitored 24x7.
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Chapter 3: How to Monitor the Citrix Delivery Controller v3/4
Using eG Enterprise?

eG Enterprise adopts an agent-based approach to monitoring the Citrix Delivery Controller v3/4.
This approach requires that the eG agent be installed on any DDC in a DDC farm. This agent should
then be configured to periodically execute tests, which use the PowerShell SDK of the DDC to
collect a wide variety of performance statistics pertaining to that DDC/farm.

To enable the eG agent to use this SDK, the following pre-requisites need to be fulfilled:

« To monitor a 32-bit version of the Xen Desktop Controller, ensure that the Citrix Desktop
Delivery Controller PowerShell SDK is available on the admin/master server of the DDC farm.
You will find the SDK as an msi file in the \support\ddcsdk folder of the install media. Once the
SDK s installed, follow the steps below:

« Follow the Start -> Run menu sequence on the admin/master server of the DDC farm.
« Inthe Run dialog box, type the command cmd.exe.

o Once the command prompt appears, issue the command: powershell.exe

« Thiswill launch the Powershell prompt window. Here, issue the following command:

set-executionpolicy unrestricted

« Next, close the Powershell prompt window.

To monitor a 64-bit version of the Xen Desktop Delivery Controller, you may want to use a 64-bit
SDK. For that, install the DDC SDK available in the x64 folder in the /support/ddcsdk folder of the
install media. Then, follow the steps discussed below:

« Follow the Start -> Run menu sequence on the admin/master server of the DDC farm.
« Inthe Run dialog box, type the command C:\windows\syswow64\cmd.exe.

« Once the command prompt appears, issue the command: powershell.exe

« This will launch the Powershell prompt window. Here, issue the following command:

set-executionpolicy unrestricted
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« Next, close the Powershell prompt window.

o Return to the Run dialog box (by following the Start -> Run menu sequence), and enter
c:\windows\syswow64\cmd.exe therein.

« Inthe command prompt that appears, issue the following command:

powershell —psconsolefile “c:\program files (x86)\citrix\desktop delivery
controller\powershell\xdcommands.psc1” —command c:\egurkhal\lib\xenddcall.ps1 <ip
address of ddc machine>

« If the above command executes successfully, install the 32-bit version of the eG agent and
proceed to monitor the DDC server.

« Make sure that the Microsoft .NET 3.5 framework is installed on the admin/master server of the
DDC farm. If not available, then, connect to the URL:
http://www.microsoft.com/downloads/details.aspx?Familyld=333325FD- AE52- 4E35- B531-
508D977D32A6&displaylang=en, download the installable, and then install the framework on the
target host.

o Make sure that the Microsoft PowerShell SDK 1.0 pre-exists on the admin/master server of the
DDC farm. If not available, then, connect to the URL:
http://www.microsoft.com/windowsserver2003/technologies/management/powershell/download
.mspx, download the installable, and then install the SDK on the target host.

Once this is done, the eG agent begins collecting the required metrics from the DDC, and presents
them to users with the help of the monitoring model of Figure 4.1. To start monitoring the DDC, first
you have to manage the DDC component using the procedure discussed in the following section.

3.1 Managing the Citrix Delivery Controller v3/4
To achieve this, follow the steps given below:

1. Loginto the eG administrative interface.

2. eG Enterprise cannot automatically discover the Citrix Delivery Controller v3/4. You need to
manually add the server using the COMPONENTS page (see Figure 3.1) that appears when the
Infrastructure -> Components -> Add/Modify menu sequence is followed. Remember that
components manually added are managed automatically.


http://www.microsoft.com/downloads/details.aspx?FamilyId=333325FD-AE52-4E35-B531-508D977D32A6&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=333325FD-AE52-4E35-B531-508D977D32A6&displaylang=en
http://www.microsoft.com/windowsserver2003/technologies/management/powershell/download.mspx
http://www.microsoft.com/windowsserver2003/technologies/management/powershell/download.mspx
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COMPONENT & BACK
eThis page enables the administrator to provide the details of 2 new component

All w Citrix XenDesktop Broker w3 /4 v

Component information

Host IP/Name 192.168.10.1
Nick name xendtbro
Port number 20

Monitoring approach

Agentless

(*) Auto Manual

192.168.9.70

Internal agent assignment

External agents

Figure 3.1: Adding a Citrix Delivery Controller v3/4

3. Specify the Host IP and the Nick name of the Citrix Delivery Controller v3/4 server in Chapter 3.
Then click the Add button to register the changes.

4. The tests for this component will be configured automatically. Once you add the component, sign
out of the eG administrative interface.
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eG Enterprise provides a Citrix Delivery Controller — 3/4 model that can be used for monitoring
version 3/4 of the Xen DDC.

Virtual Desktops

Desktop Groups

ooC Farm

Desktop Controllers

WM Platform

Xenhfpp Server

windows Service

Application Processes

Tcp

Network:

FINIIIIPRND

1T 1T 11 11 1+ 1 1113

Operating System

Figure 4.1: Layer model of the DDC

The metrics mapped to every layer of this model enable administrators to find quick and accurate
answers to the following performance queries:

o Is the IMA communication between the DDC and the other servers in the farm ( i.e., other
DDCslthe License server/datastore), normal?

o Isthe DDC able to connect to the datastore?

« Are any hosts unavailable in a desktop group? Which are the unavailable hosts and which
desktop group do they belong to?

« Isthe DDC healthy or has the alert logs of the DDC captured any critical errors/warnings?
« Isthe DDC port available? If so, how quickly is the DDC responding to requests?

« How many desktops exist within a desktop group? On which hosting infrastructure are these
virtual desktops operating? How many more desktops on the hosting infrastructure are yet to be
allocated to a desktop group?
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Since the last 5 layers of the monitoring model have already been dealt with in the Monitoring Unix
and Windows Servers document, let us proceed to look at the remaining layers of Figure 4.1 in the

Are there any powered off desktops within a desktop group?

Which desktops in a desktop group are currently in use?

Are there idle desktops within a desktop group?

Does any desktop group have desktops that are currently in an 'Unknown' powerstate?
Which users to DDC have administrator rights?

Isthe DDC the farm master?

How many DDCs are in the farm? Which ones are these?

How many desktop groups have been configured on the farm?

How many of the desktop groups are currently unavailable? Which farms do they belong to?
Is the license server currently available?

Is the virtual desktop agent unavailable on any virtual desktop?

Is any virtual desktop in the maintenance mode currently?

Is any virtual desktop disabled?

Is any virtual desktop unavailable?

Is any virtual desktop currently in an 'Unknown' power state?

Is any VD unavailable over the network? which one is it?

Are too many sessions to virtual desktops logging out?

forthcoming sections.

4.1 The XenApp Server Layer

As already mentioned, the DDC is based on the Citrix Presentation Server (i.e., XenApp)
technology. This component uses the IMA service of XenApp to communicate with other DDCs in
the farm, with the License server, and the Datastore. The use of the XenApp technology also
ensures that the XenDesktop deployment benefits from the efficiencies associated with application

streaming and virtualization.

Using the tests mapped to XenApp Server layer, you can be promptly alerted to unusually high IMA

traffic, and slowdowns in application enumerations/resolutions.
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ZenfApp Server Search I:le v all

f citrikEnumerations
- CitrixIma
B _Total
F  citrixServer
f  serverworklterms

Figure 4.2: The tests mapped to the XenApp Server layer

4.1.1 Citrix Enumerations Test

This test reports the number of filtered application enumerations per second.
Target of the test : A Citrix Delivery Controller v3/4

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every Citrix server being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Measurements made by the test

Measurement
Unit

Measurement Description

Interpretation

Filtered application | Indicates the number of WI | Enums/Sec The value of this measure enables

enumerations logons/ application administrators to accurately assess
enumerations handled by the impact of growth / stress on the
an XML Broker per second. XML brokers and zone data collectors.

10



Chapter 4: Monitoring the Citrix Delivery Controller v3/4

4.1.2 Citrix IMA Test

This test reports various statistics relating to the Citrix Independent Management Architecture (IMA).
Citrix IMA is an architectural model and a protocol for server to server communications.

This test reports the IMA-related communications from this DDC. One set of results is reported for
each communication initiated by the DDC.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every IMA communication initiated by the Citrix Delivery
Controller v3/4 being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the DDC listens to.

Measurements made by the test

Measurement Description ﬁ:?tsurement Interpretation

Data received rate Represents the rate at KBytes/sec Evaluate the IMA traffic periodically to
which datais received by explore alternative configurations
this DDC from another (e.g., splitting a farm) to minimize
server (i.e., aDDC/License network overheads. The IMA traffic
server/datastore) in the between servers can be high if the
farm. indirect mode of data store access is

used - in this case, only one serverin
the farm directly accesses the data
store. All other servers rely on this
server to access the data store

Data transmit rate Represents the rate at KBytes/sec
which IMA data is sent by
this DDC to server (i.e., a

11
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Measurement

Description

Measurement
Unit

Interpretation

DDCl/License
server/datastore) in the
farm.

Network connections | Number of active IMA

network connections from
this DDC to another server
(i.e., aDDCl/License
server/datastore).

Number

4 1.3 Citrix Server Test

This test generates statistics relating to the application streaming capability of the Citrix XenApp
technology used by the Delivery Controller.

Target of the test : A Citrix Delivery Controller v3/4

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every server being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

Application
enumerations

Represents the number of
application enumerations
per second.

Enums/Sec

The DDC allows a user to get a listing
of all available applications published
in the farm. This enumeration of
resources takes place automatically
every time the user launches the Citrix
XenDesktop solution. This metric

12
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Measurement

Description

Measurement
Unit

Interpretation

reflects the rate of application
enumerations. An unusually high
number of enumerations can slow
down the XenDesktop.

Application
resolutions

Represents the number of
application resolutions per
second

Resolutions/sec

When the user clicks the link to a
published application, the link is
resolved to an application. This metric
reflects the workload on the serverin
terms of application accesses. The
rate of application resolutions depends
on the number of users connecting to
the farm, duration for which the
average user stays logged on, and the
number of published applications. If
the rate of application resolutions is
excessively high, consider creating
multiple zones in the farm to reduce
the load on the data collector.

Datastore
connection failure

Indicates how long the
DDC was disconnected
from the datastore.

Mins

The data store of the DDC hosts
centralized configuration data for a
server farm. The data store is critical
for central administration of the server
farm. Hence, any loss of
communication between a DDC and
its data store can result in
inconsistencies in the configuration
data. A high value of this measure is
hence a cause for concern as it
indicates that the DDC has been
disconnected from the datastore fora
long time.

Datastore reads

The rate of data read from
the IMA data store.

KBytes/Sec

This metric reports the workload on
the data store. Since it is a central
repository for a farm, slowdown of the
data store can impact the performance
of the farm. Data store traffic is
usually high during server startup.

Datastore writes

The rate of data written

KBytes/Sec

This metric reports the workload on

13
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Measurement

Description

Measurement
Unit

Interpretation

into the IMA data store.

the data store. Since it is a central
repository for a farm, slowdown of the
data store can impact the performance
of the farm.

Dynamic store reads

The rate of data reads from
the IMA Dynamic store

KBytes/Sec

The dynamic store maintains
information that changes frequently
such as current sessions,
disconnected sessions, server load,
etc. This metric denotes the read rate
of data from the dynamic store.

Dynamic store writes

The rate of data written
into the IMA Dynamic
store.

KBytes/Sec

The dynamic store maintains
information that changes frequently
such as current sessions,
disconnected sessions, server load,
etc. This metric denotes the rate at
which data is written to the dynamic
store.

LH cache reads

The rate of data read from
the IMA Local Host Cache

KBytes/Sec

Each server has a subset of the data
store called the local host cache. The
local host cache performs two
functions:

« It permits the server to functionin
the absence of a connection to the

data store.

« Improves performance by caching
information used by ICA clients for
enumeration and application

resolution.

The larger the cache, greater the hits
to the cache and fewer data store
accesses. Comparing the read rate
from the local host cache and the data
store, the administrator can assess
the cache efficiency.

14
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Measurement Description g::;surement Interpretation

LH cache writes The rate of data written KBytes/Sec
into the IMA Local Host
Cache written/sec.

Zone elections Indicates the number of Number Zones ina DDC farm serve two
zone elections that have purposes - (a) to collect data from
occurred. member servers in a hierarchical

structure; (b) efficiently distribute
changes to all servers in the farm. The
first serverin afarm is the data
collector of the farm by default.
Elections within a zone are used to
determine the data collector for the
zone. Frequent zone elections in a
zone can result in increased network
traffic.

Zone elections won | Indicates the number of Number
times a DDC has won a
zone election.

4.1.4 Server Work ltems Test

This test reports critical statistics related to the status of work items.
Target of the test : A Citrix Delivery Controller v3/4

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every Citrix server monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

15



Chapter 4: Monitoring the Citrix Delivery Controller v3/4

Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

Resolution work Reports the number of Number
items currently being | resolution work items that
executed are currently being
executed.
Resolution work Indicates the number of Number
items ready for resolution work items that
execution are currently ready to be
executed.
Work items currently | Indicates the number of Number
being executed work items that are
currently being executed.
Work items pending | Indicates the current Number
execution number of work items that
are not yet ready to be
executed.
Work items ready for | Indicates the number of Number Attention is needed if this measure is
execution work items that are ready sustained at 2 for one minute.
to be executed currently by
IMA Threads.

4 1.5 Citrix License Stats Test

This test shows the statistics of the license server while it is being accessed by the DDC. This test is
disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using the menu
sequence: Agents -> Tests -> Enable/Disable, pick the Deliver Controller- 3/4 as the Component
type, set Performance as the Test type, choose this test from the DISABLED TESTS list, and click
on the < button to move the test to the ENABLED TESTS list. Finally, click the Update button.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every server being monitored.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Measurements made by the test

Measurement Description x:iatsurement Interpretation
Avg license checkin | Indicates the average Secs
response time license check-in response
time.
Avg checkout Indicates the average Secs
response time license check-out

response time.

Last recorded Indicates the last recorded | Secs
checkin time license check-in response

time.
Last recorded Indicates the last recorded | Secs
checkout time license check-out

response time.

License server Indicates the duration for | Mins Any value greater than 0 implies that
connection failure which the DDC server was the DDC is having trouble connecting
disconnected from the to the license server.
License server.

4.1.6 Citrix XML Threads Test

This test monitors the usage of XML threads, and reports whether or not the XML service has
adequate threads for processing requests. This test is disabled by default. To enable the test, go to
the ENABLE / DISABLE TESTS page using the menu sequence : Agents -> Tests ->
Enable/Disable, pick the desired Component type, set Performance as the Test type, choose the
test from the DISABLED TESTS list, and click on the < button to move the test to the ENABLED
TESTS list. Finally, click the Update button.

Target of the test : A Citrix Delivery Controller v3/4
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Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every Citrix server monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Measurements made by the test

Measurement Description l\Jnﬁ?tsurement Interpretation

Max XML threads Indicates the maximum Number
number of XML threads.

Busy XML threads Indicates the number of Number By default, the maximum number of
units of work the XML requests that the XML service can
service is currently process at any one time is 16. If this
processing. measure is sustained at 16 for one

minute or longer, it indicates that all
the XML threads have been used up
and the XML service cannot service
any more requests.

Current XML threads | Indicates the current Number
number of XML threads.

4.2 The VM Platform Layer

Virtual desktop groups consist of virtual desktops that are pooled, pre-assigned, or assigned on first
use. Each group can contain only one type of desktop. These virtual desktops can run on PCs,
blades, or virtual machines (VMs) provided through a virtualization infrastructure. For every group,
this layer reports the availability of the server that hosts the virtual desktops in the group.
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VM Platform sesrch[ | ¥ All
® wM Platform Status O
B HR
W Testing
B xenDDC1

Figure 4.3: The tests mapped to the VM Platform layer
4.2.1 VM Platform Status Test

This test auto-discovers the desktop groups configured on the DDC, and reports the availability of
the server that hosts the virtual desktops in each group. Whenever a user is unable to access his/her
desktop, this test will enable administrators to determine whether it is owing to the hosting
infrastructure (i.e., the host server) being unavailable.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every desktop group configured on the Citrix Delivery
Controller v3/4being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The host for which the test is to be configured.

Port Refers to the port at which the specified host listens to.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for

this test. The default is 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

19



Chapter 4: Monitoring the Citrix Delivery Controller v3/4

Parameter Description

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description Il\Jllﬁiatsurement Interpretation

Host infrastructure Indicates whether the Percent If the value of this measure is 100, it

availability server hosting the virtual indicates that the server is available.
desktops in this group are The value 0 on the other hand,
currently available or not. indicates that the serveris not

available. To know more details about
the server, use the detailed diagnosis
of this measure.

The detailed diagnosis of the Host infrastructure availability measure reveals the IP address of the
server that hosts the virtual desktops in a desktop group, the platform on which the server operates,
and the name of the user who has access to the server.

Component ooc:20 Measured By {o]n]od
Test VM Platform Status Description Testing

Measurement | Host infrastructure availability L~:|
Timeline  [1nowr K4 o B[ioooe 5059 wrlo il e | 7o [ [Fs o5 509 bl 1o v Juim i Coie 0 O

Time User Name IP Address Provider

Aug 06, 2009 05:53:24 | roct 192.168.10.164 Citrix ¥en VM infrastructure (included with
XenDesktop)

Figure 4.4: The detailed diagnosis of the Host infrastructure availability measure

4.3 The Desktop Controllers Layer

Using the tests mapped to this layer, you can determine the following:
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« Whether a connection to the DDC is available or not;
o The overall health of the DDC in terms of how error-prone it is;

« The availability and responsiveness of the DDC to web-based virtual desktop requests from
users;

u LESKIOp LONTFOIIErs Search L WAL
w DDC Time Sync with Domain
H Mas.eGinnovations.com
Fi+ Controller Services L1
Click here for the cormplete list ...
B8 ©oC Controler Status
H S0
Bd oNs Check
B eqctxpvsry . Mas.eGinnovations.com
B HTTP
B HomePage
M 11swebsites
B Default Web Site
P4+ WCF EndPoints G
B Citrix.Cds.Protocol.Controller.IDynamicDataSink
B Citrix.Cds Protocol . Controller. IRegistrar
B Citrix.Cds Protocol.Controller. ITicketing
webServer

Figure 4.5: The tests mapped to the Desktop Controllers layer
4.3.1 Time Sync with Domain Test

DDC will not be able to launch VMs that are in an unregistered state. The virtual desktop agent
executing on a VM might be unable to register the desktop with the DDC (hence, the unregistered
state) owing to many reasons; the most important of them is the lack of time synchronization
between the DDC and the Active Directory server it integrates with for authenticating user logins.

If virtual desktops are found to be in an unregistered state, you can use this test to check whether the
DDC time-syncs with the AD server. If this test reports an error in time synchronization, then, you
can easily conclude that this is the cause for the unregistered state of the virtual desktops.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the domain name of the AD server with which the DDC
integrates.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description ﬁ:iatsurement Interpretation

Domain time Indicates whether the This measure reports the value Ok if
synchronization DDC time syncs with the the DDC time-syncs with the AD
status: domain controller. server. The value Error, on the other

hand, is reported if the DDC time does
not sync with the AD server’s time
stamp. The numeric values that
correspond to the above-mentioned
states are as follows:

State Numeric Value
Ok 1
Error 0

Note:

By default, this measure reports the
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Measurement
Unit

Measurement Description

Interpretation

above-mentioned states while
indicating the time sync status of the
DDC with the domain controller.
However, the graph of this measure
will represent states using the
corresponding numeric equivalents
only —i.e., 0Oand 1.

If this measure reports the value
Error, then, you can use the detailed
diagnosis of this measure to know the
time stamp of the AD server when the
problem occurred.

If the Domain time synchronization status measure reports the value Error, then, you can use the
detailed diagnosis of this measure to know the time stamp of the AD server when the problem
occurred.

Detailed Diagnosis | Measure Graph  Summary Graph Trend Graph  Fix History  Fix Feedback

Component ®D4_200:20 Measured By WO _200

Test Domain Time Sync Description Mas.e@innovations. com

Measurement |Domain time synchronization status Vl

Domain Controller(s) Time

Time | DL Time

Jan 10, 2011 15:45:02 Date/Tirne from Mas.eGinnovations.com ¢+ 1/1/0001 5:30:00 AM

Figure 4.6: The detailed diagnosis of the Domain time synchronization status measure
4.3.2 DNS Check Test

To be able to successfully register with the DDC, the virtual desktop agent executing on the virtual
desktops should be able to see the correct IP address of the DDC. If the DNS server is incorrectly
configured, then it will not be able to resolve the IP address of the DDC to its domain name, thereby
causing desktop registration to fail; as a result, DDC will not be able to deliver virtual desktops on-
demand to users.

This test brings DNS misconfigurations to light by reporting whether the DNS server is able to
resolve the IP address of the DDC to its fully qualified domain name. If this test reports an error, then
you can easily conclude that this is the reason why registration failed.

Note:
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This test integrates with XDPing to report metrics. The XDPing tool is a command-line based
application which automates the process of checking for the causes of common configuration issues
in a XenDesktop environment. The tool can be used to verify configuration settings on both the
XenDesktop Broker and VDA machines, both from the console and remotely.

To enable the eG agent to integrate with XDPing, you need to download the XDPing tool from the
URL: http://support.citrix.com/article/CTX123278, and then, copy it to the <EG_INSTALL_
DIR>\eGurkha\bin directory on the agent host.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the DNS server that the DDC uses.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement
Unit

Measurement Description Interpretation

DNS lookup status | Indicates whether the ‘ ‘ This measure reports the value Ok if
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Measurement Description g::iatsurement Interpretation
DNS serveris able to the DNS server is able to resolve the
resolve the IP address of IP address of the DDC to its domain
the DDC toiits fully name. The value Error, on the other
qualified domain name. hand, is reported if the DNS serveris

not able to resolve the IP address of
the DDC to its domain name. The
numeric values that correspond to the
above-mentioned states are as

follows:
State Numeric Value
Ok 1
Error 0
Note:

By default, this measure reports the
above-mentioned states to indicate
whether the DNS is properly
configured or not. However, the graph
of this measure will represent the
states using their corresponding
numeric equivalents only —i.e., 0 and
1.

4.3.3 Data Store Check Test

When a controller farm is deployed, it must have an associated data store. The farm data store is
where persistent information about the farm, such as configuration information and administrator
account information, is stored. By default, a database for this is created locally when you create your
server farm, but you can choose to use a database on a separate server.

Controllers in a farm query the data store for configuration information when attempting to come
online. If the data store is unavailable or is inaccessible for long hours, controllers in the farm will
remain offline the whole time, thus denying users access to virtual desktops. To avoid this,
administrators can run the Data Store Check test at frequent intervals, check whether/not the
controller is able to connect to the data store, and in this way, detect connection failures before farm
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users complain. In the event of a connection failure, administrators can also use the detailed metrics
collected by this test to determine the reason for the connection failure and resolve it.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : An internal/remote agent

Outputs of the test : One set of results for the Delivery Controller that is being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to.

DSCheckPath This test uses Citrix's Data Store Checker tool to verify whether/not the monitored

DDC is able to connect to the data store. To enable the test to use this tool, you need
to specify the full path to the location of DSCheck.exe in the DSCheckPath text box.
Forinstance, your path can be: C:\Program Files (x86)\Citrix\system32.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description gziatsurement Interpretation

Connectivity status | Indicates whether the The values that this measure can take
DDC succeeded or failed and their corresponding numeric values
in establishing a are as follows:
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o Measurement .
Measurement Description Unit Interpretation
connection with the data Measure
Numeric Value
store. Value
Failure 0
Success 1

If the value reported is Failure, you can
use the detailed diagnosis of this test to
determine the reason for the connection
failure.

Note:

By default, this measure reports the
above-mentioned Measure Values to
indicate the connectivity status of the
data store. However, the graph of this
measure will represent the same using
the numeric equivalents only.

4.3.4 \WCF EndPoints Test

The Windows Communication Foundation (or WCF) is an application programming interface (API)
in the .NET Framework for building connected, service-oriented applications.

WCF is designed in accordance with service oriented architecture principles to support distributed
computing where services are consumed by consumers. Clients can consume multiple services and
services can be consumed by multiple clients. Services are loosely coupled to each other. Services
typically have a WSDL interface (Web Services Description Language) which any WCF client can
use to consume the service, irrespective of which platform the service is hosted on. WCF
implements many advanced web services (WS) standards such as WS- Addressing, WS-
ReliableMessaging and WS-Security.

A WCF client connects to a WCF service via an Endpoint. Each service exposes its contract via one
or more endpoints. An endpoint has an address, which is a URL specifying where the endpoint can
be accessed, and binding properties that specify how the data will be transferred.

Communication between virtual desktop machines and DDC controllers uses Microsoft's WCF. If
virtual desktops are unable to connect to the WCF endpoints or cannot consume the services

27



Chapter 4: Monitoring the Citrix Delivery Controller v3/4

provided by the endpoints, then virtual desktop registration will fail; consequently, users may be
denied access to critical desktops.

Using this test, you can be promptly alerted to the unavailability of any WCF endpoint or the inability
of virtual desktops to consume services provided by any endpoint.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each WCF endpoint providing communication services
between the DDC and virtual desktops.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Measurements made by the test

Measurement Description grt:iatsurement Interpretation

Connection status Indicates whether This measure reports the value Ok if
connection to this endpoint the connection to the endpoint is
is available or not. available. The value Error, on the

other hand, is reported if the
connection to the endpoint is
unavailable. The numeric values that
correspond to the above-mentioned
states are as follows:

State Numeric Value
Ok 1
Error 0

Note:

By default, this measure reports the
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Measurement

Unit Interpretation

Measurement Description

above-mentioned states to indicate
whether connection to the endpoint is
available or not. However, the graph of
this measure will represent the states
using their corresponding numeric
equivalents only —i.e., 0 and 1.

Service status Indicates whether virtual This measure reports the value Ok if
desktops are able to the endpoint services are available for
consume services consumption. The value Error, on the
provided by this endpoint. other hand, is reported if the endpoint

services cannot be consumed. The
numeric values that correspond to the
above-mentioned states are as

follows:
State Numeric Value
Ok 1
Error 0
Note:

By default, this measure reports the
above-mentioned states to indicate
whether endpoint services can be
consumed or not. However, the graph
of this measure will represent the
states using their corresponding
numeric equivalents only —i.e., 0 and
1.

Note:

This test integrates with XDPing to report metrics. The XDPing tool is a command-line based
application which automates the process of checking for the causes of common configuration issues
in a XenDesktop environment. The tool can be used to verify configuration settings on both the
XenDesktop Broker and VDA machines, both from the console and remotely.
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To enable the eG agent to integrate with XDPing, you need to download the XDPing tool from the
URL: http://support.citrix.com/article/CTX123278, and then, copy it to the <EG_INSTALL
DIR>\eGurkha\bin directory on the agent host.

4.3.5 Controller Services Test

This test auto-discovers the critical services executing on the Xen Delivery Controller, and reports
the status of each service. With the help of this test, you can promptly detect which services are not
running currently.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each service auto-discovered from the Delivery
Controller.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.
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Measurements made by the test

Measurement Description gﬁiatsurement Interpretation

Service status Indicates whether this This measure reports the value Ok if
service is currently the service is running. The value Error,
running or not. on the other hand, is reported if the

service or any of its dependent
services is not running. The numeric
values that correspond to the above-
mentioned states are as follows:

SEEEITD Numeric Value
Value
Ok 1
Error 0

Note:

By default, this measure reports the
above-mentioned states to indicate
service availability. However, the graph
of this measure will represent the
states using their corresponding
numeric equivalents only —i.e., 0 and 1.

If this measure reports the value Error,
then, you can use the detailed
diagnosis of this test to figure out what
is causing the error.

Note:

This test integrates with XDPing to report metrics. The XDPing tool is a command-line based
application which automates the process of checking for the causes of common configuration issues
in a XenDesktop environment. The tool can be used to verify configuration settings on both the
XenDesktop Broker and VDA machines, both from the console and remotely.

To enable the eG agent to integrate with XDPing, you need to download the XDPing tool from the
URL: http://support.citrix.com/article/CTX123278, and then, copy it to the <EG_INSTALL_
DIR>\eGurkha\bin directory on the agent host.
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4.3.6 Xen DDC Alerts Test

This test monitors the log files of the DDC to capture errors/warnings of configured patterns.

Target of the test : A Citrix Delivery Controller v3/4

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every alertfile and searchpattern combination.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port The port at which the server listens.

AlertFile Specify the path to the alert log file to be monitored. For eg., C:/cds/controller.log.

Multiple log file paths can be provided as a comma-separated list - eg.,
c:/cds/pool.log, C:/cds/controller.log.

Also, instead of a specific log file path, the path to the directory containing log files can
be provided - eg., c:/cds. This ensures that eG monitors the most recent log files in the
specified directory. Specific log file name patterns can also be specified. For example,
to monitor the latest log files with names containing the string 'pool’, the parameter
specification can be, c:/cds/*pool*. Here, '*' indicates leading/trailing characters (as
the case may be). In this case, the eG agent first enumerates all the log files in the
specified path that match the given pattern, and then picks only the latest log file from
the result set for monitoring.

You can also configure the path in the following format: Name@logfilepath. Here,
Name represents the display name of the path being configured. Accordingly, the
parameter specification for the 'pool' example discussed above can be:
pool@/tmp/db/*pool*. In this case, the display name poo/ will alone be displayed as
the descriptor of this test.

Every time this test is executed, the eG agent verifies the following:

« Whether any changes have occurred in the size and/or timestamp of the log files

that were monitoring during the last measurement period;

« Whether any new log files (that match the AlertFile specification) have been newly

added since the last measurement period;
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Parameter

Description

SearchPattemn

Lines

ExcludePattern

If a few lines have been added to a log file that was monitored previously, then the eG
agent monitors the additions to that log file, and then proceeds to monitor newer log
files (if any). If an older log file has been overwritten, then, the eG agent monitors this
log file completely, and then proceeds to monitor the newer log files (if any).

Enter the specific patterns of alerts to be monitored. The pattern should be in the
following format: <PatternName>:<Pattern>, where <PatternName> is the pattern
name that will be displayed in the monitor interface and <Pattern> is an expression of
the form - *expr* or expr or *expr or expr*, etc. A leading "™ signifies any nhumber of
leading characters, while a trailing "' signifies any number of trailing characters.

For example, say you specify XenFactory:*XenFactory*, in the SearchPattern text
box. This indicates that "XenFactory" is the pattern name to be displayed in the monitor
interface. "*XenFactory™ indicates that the test will monitor only those lines in the log
which contain the term "XenFactory".

A single pattern may also be of the form e1+e2, where + signifies an OR condition.
That is, the <PatternName> is matched if either e1 is true or e2 is true.

Multiple search patterns can be specified as a comma-separated list. For example:
XenFactory:*XenFactory* LicenseRetry:*LicenseRetryThreadBody*

If the AlertFile specification is of the format Name@logfilepath, then the descriptor for
this test in the eG monitor interface will be of the format: Name:PatternName. On the
other hand, if the AlertFile specification consists only of a comma-separated list of log
file paths, then the descriptors will be of the format: LogFilePath:PatternName.

If you want all the messages in a log file to be monitored, then your specification would
be: <PatternName>:*.

Specify two numbers in the format x:y. This means that when a line in the alert file
matches a particular pattern, then x lines before the matched line and y lines after the
matched line will be reported in the detail diagnosis output (in addition to the matched
line). The default value here is 0:0. Multiple entries can be provided as a comma-
separated list.

If you give 1:1 as the value for Lines, then this value will be applied to all the patterns
specified in the SearchPattern field. If you give 0:0, 1:1 as the value for Lines and if the
corresponding value in the SearchPattern text box is like

XenFactory:*XenFactory* LicenseRetry:*LicenseRetryThreadBody*

0:0 will be applied to XenFactory:*XenFactory*pattern

1:1 will be applied to LicenseRetry:*LicenseRetryThreadBody* pattern

Provide a comma-separated list of patterns to be excluded from monitoring in the
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Parameter

Description

UniqueMatch

RotatingFile

ExcludePattern text box. For example *critical®, *exception™. By default, this
parameter is set to 'none'.

By default, the UniqueMatch parameter is set to False, indicating that, by default, the
test checks every line in the log file for the existence of each of the configured
SearchPatterns. By setting this parameter to True, you can instruct the test to ignore a
line and move to the next as soon as a match for one of the configured patterns is found
in that line. For example, assume that Pattern1:*fatal* Pattern2:*error*is the
SearchPattern that has been configured. If UniqueMatch is set to False, then the test
will read every line in the log file completely to check for the existence of messages
embedding the strings 'fatal' and 'error'. If both the patterns are detected in the same
line, then the number of matches will be incremented by 2. On the other hand, if
UniqueMatch is set to True, then the test will read a line only until a match for one of
the configured patterns is found and not both. This means that even if the strings 'fatal’
and 'error' follow one another in the same line, the test will consider only the first match
and not the next. The match count in this case will therefore be incremented by only 1.

This flag governs the display of descriptors for this test in the eG monitoring console.

If this flag is set to True and the AlertFile text box contains the full path to a specific
(log/text) file, then, the descriptors of this test will be displayed in the following format:
Directory _containing_monitored_file:<SearchPattern>. For instance, if the
AlertFile parameter is set to c:\e Gurkha\logs\syslog.txt, and RotatingFile is set to
True, then, your descriptor will be of the following format:
c:\eGurkha\logs:<SearchPattern>. On the other hand, if the RotatingFile flag had
been set to False, then the descriptors will be of the following format:
<FileName>:<SearchPattern>-i.e., syslog.txt:<SearchPattern>in the case of the
example above.

If this flag is set to True and the AlertFile parameter is set to the directory containing
log files, then, the descriptors of this test will be displayed in the format: Configured_
directory_path:<SearchPattern>. For instance, if the AlertFile parameter is set to
c:\eGurkhallogs, and RotatingFile is set to True, then, your descriptor will be:
c:\eGurkha\logs:<SearchPattern>. On the other hand, if the RotatingFile parameter
had been set to False, then the descriptors will be of the following format:
Configured_directory:<SearchPattern> -i.e., logs:<SearchPattern> in the case of
the example above.

If this flag is set to true and the AlertFile parameter is set to a specific file pattern, then,
the descriptors of this test will be of the following format:
<FilePattern>:<SearchPattern>. For instance, if the AlertFile parameter is set to
c:\eGurkhallogs\*sys* and RotatingFile is set to True, then, your descriptor will be:
*sys*:<SearchPattern>. In this case, the descriptor format will not change even if the
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Parameter

Description

DD Frequency

Detailed Diagnosis

RotatingFile flag status is changed.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The defaultis 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description mt:iatsurement Interpretation

Recent errors: | Indicates the number of Number The value of this measure is a clear
errors that were added to indicator of the number of “new” alerts that
the alert log when the test have come into the alert log of the
was last executed. monitored DDC. The detailed diagnosis of

this measure, if enabled, provides the
detailed descriptions of the errors of the
configured patterns.

The detailed diagnosis of the Recent errors measure, if enabled, provides the detailed descriptions
of the errors of the configured patterns.
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Lists the recent alerts in the log file
Time Alerts

Aug 06, 2009 10:43:10
10:38:45.1967 : XenFactory:CreateMachineManager( http://192.168.10.164, root,
3]

10:38:45.3061 : XenFactory:CreateMachineManager( http://192.168.10.164, root,

10:41:40.5237 : XenFactory:CreateMachineManager{ http://152.168.10.164, root,
i}

10:41:40.6175 : XenFactory:CreateMachineManager( http://152.168.10.164, root,
3

10:41:41.3206 : XenFactory:CreateMachineManager{ http://192.168.10.164, root,

10:41:41.4925 : XenFactory:CreateMachineManager{ http://192.168.10.164, root,

10:41:57.2424 : XenFactory:CreateMachineManager({ http://152.168.10.164, root,
-3

10:41:57.3517 : XenFactory:CresteMachineManager( http://192.168.10.164, root,
P =)

10:141:58.1173 : XenFactory:CresteMachineManager( http://192.168.10.164, roct,

10:41:58.3048 : XenFactory:CreateMachineManager( http://192.168.10.164, roct,

10:42:04.1954 : XenFactory:CresteMachineManager( http://152.168.10.164, roct,

Figure 4.7: The detailed diagnosis of the Recent errors measure
4.3.7 DDC Controller Status Test

This test periodically verifies whether configured ports on the DDC are available or not, and if so how
quickly it responds to connection requests. In addition, the test also reports whether the DDC being
monitored is the ‘master’ of a farm.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every targetport configured.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to.

TargetPorts Specify either a comma-separated list of port numbers that are to be tested (eg.,

80,7077,1521), or a comma-separated list of port name:port number pairs that are to
be tested (eg., smtp:25,mssql: 1433). In the latter case, the port name will be displayed
in the monitor interface. Alternatively, this parameter can take a comma-separated list
of port name:IP address:port number pairs that are to be tested, so as to enable the
test to try and connect to Tcp ports on multiple IP addresses.
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Parameter Description

Timeout Specify the duration beyond which the test will time out, if no response is
received from the DDC. The default value is 60 seconds.

IsPassive If the value chosen is Yes, then the server under consideration is a passive serverin a
cluster. No alerts will be generated if the server is not running. Measures will be
reported as "Not applicable" by the agent if the server is not up.

Measurements made by the test

Measurement Description I:Jn::atsurement Interpretation
Is this serverthe Indicates whether this Boolean While the value 1 indicates that this
farm master? DDC is the farm master. server is the farm master, the value 0

indicates that it is not.

DDC availability Indicates whethera TCP | Percent If the DDC is available, then this
connection tothe DDC is measure will report the value 100. The
currently available or not. value 0 for this measure, indicates that

the DDC is not available.

An availability problem can be caused
by different factors —e.g., the server
process may not be up, a network
problem may exist, or there could be a
configuration problem with the DNS

server.

Response time Indicates the time taken by | Secs An increase in response time can be
the DDC torespondtoa caused by several factors such as a
request. server bottleneck, a configuration

problem with the DNS server, a
network problem, etc.

4.4 The DDC Farm Layer

Using the tests mapped to this layer, administrators can effectively monitor XenDesktop farms, so
that:

« Unavailability of the license server can be promptly detected;

« The type (whether pooled or assigned) and number of desktops managed by the farm can be
determined:;
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« Powered-off VMs can be instantly identified;
« Desktops with users can be detected;

« l|dle desktops can be isolated;

DDC Farm search |0 W Al

A+ Desktops in Farm [
B Assigned
B Pooled
B Total

®+ xen Administrator [
B CITRIX_ADMINISTRATORS
B egtest

&+ DDC Farm
B XenDDCFarm

Figure 4.8: The tests mapped to the DDC Farm layer
4.4.1 Desktops in Farm Test

Typically, a DDC manages virtual desktops as desktop groups, with each group containing virtual
desktops of a particular type — a group therefore, can include desktops that are of type pooled, pre-
assigned, or assigned on first use.

Virtual desktops in pooled groups are allocated to users on a per-session, first-come-first-served
basis. You can configure pools of VMs so that any change that the user makes to the desktop during
a session is lost when the user logs off from the desktop. Virtual desktops in pre-assigned groups are
permanently assigned to an individual user as soon as the group is created. Whenever a user
requests a desktop, they are always connected to the same one. As a result, the user can safely
customize the desktop to suit his or her own needs. Virtual desktops in assigned-on-first-use groups
are permanently assigned to the first user to connect to them. As with pre-assigned desktops, the
user can then safely customize the desktop.

For each such desktop type in a farm, this test reports the number of desktops of that type managed
by the DDCs in the farm, and monitors how effectively these desktops have been utilized. Note that
the Assigned descriptor of this test reports measures for both the pre-assigned and assigned-on-
first-use desktops. In addition, this test reports a set of measures for a Total descriptor, which
reveals the availability and usage of desktops across types.

Note:
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This test will work only if the DDC being monitored is the ‘master’ in a DDC farm. If not, this test will

not work.

Target of the test : A Citrix Delivery Controller v3/4

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every desktop type.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port used by the DDC. The default port number is 80.

Detailed Diagnosis

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description gsiatsurement Interpretation
Powered Onvirtual | Indicates the number of Number To know the details of the powered-on
desktops virtual desktops of this desktops, use the detailed diagnosis
type that are currently of this measure.
powered on.
Powered Off virtual | Indicates the number of Number To know the details of the powered-off
desktops virtual desktops of this desktops, use the detailed diagnosis
type that are currently of this measure.
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Measurement

Description

Measurement
Unit

Interpretation

powered off.

virtual desktops

virtual desktops that are
currently in an ‘Unknown’
powerstate.

Virtual desktops in Indicates the number of Number To know the details of the desktops
use virtual desktops of this that are in use, use the detailed
type that are currently in diagnosis of this measure.
use.
Available virtual Indicates the number of Number To know the details of the desktops
desktops virtual desktops that are that are free, use the detailed
currently idle —i.e., diagnosis of this measure.
available for use.
Virtual desktops not | Indicates the number of Number To know the details of the unregistered
registered virtual desktops that are desktops, use the detailed diagnosis
currently unregistered. of this measure.
Virtual desktops with | Indicates the percentage | Percent A high value for this measure is a
users of virtual desktops that are cause for concern, as it indicates that
currently in use. the virtual desktops of this type have
been utilized excessively. This can
degrade the performance of the host
on which the desktops are operating.
Total virtual desktops | Indicates the total number | Number
of virtual desktops of this
type.
Unknown powerstate | Indicates the number of Number To know the details of the unknown

powerstate desktops, use the detailed
diagnosis of this measure.

The detailed diagnosis of the Powered On virtual desktops measure will reveal the name of the
powered-on desktops, the desktop group to which they belong, and the user to whom they have
been assigned (in case of the Assigned descriptor; for Pooled desktops the Assigned User column
will typically be empty).

Time

Desktop Name

Group Name

Assigned User

Aug 06, 2009 10:41:36

CHMW\EGVCXDS11

CHMA\EGURKHA122

xanDDCL

Testing

CHNx¢enusar

CHN\xenuser

Figure 4.9: The detailed diagnosis of the Powered On virtual desktops measure
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The detailed diagnosis of the Virtual desktops in use measure will reveal the name of the desktops
that are being used, the desktop group to which they belong, the user to whom they have been
assigned (in case of the Assigned descriptor; for Pooled desktops, the Assigned User column will
typically be empty), the user who is currently logged in to the desktop, and current status of the
desktop.

0 e deta 0 al desktop
Time Desktop Name Group Name Assigned User Login User Status
Aug 06, 2009 10:41:36
CHM\EGVCXDS11 xenDDC1 CHN\xenuser CHN\egtest ConscleLoggedIn

Figure 4.10: The detailed diagnosis of the Virtual desktops in use measure

The detailed diagnosis of the Virtual desktops not registered measure will reveal the name of the
desktops that are unregistered, the desktop group to which they belong, and the user to whom they
have been assigned (in case of the Assigned descriptor; for Pooled desktops, the Assigned User
column will typically be empty).

Time Desktop Name Group Name Assigned User

Aug 06, 2009 10:41:36 CHN'EGURKHA122 Testing CHN'xenuser

Figure 4.11: The detailed diagnosis of the Virtual desktops not registered measure

The detailed diagnosis of the Unknown powerstate desktops measure will reveal the name of the
desktops that are currently in the unknown powerstate, the desktop group to which they belong, and
the user to whom they have been assigned (in case of the Assigned descriptor; for Pooled desktops,
the Assigned User column will typically be empty).

Lists the unknown virtual desktops

Time | Desktop Name | Group Name Assigned User ~
Jan 10, 2011 15:40:56

MAS\DDSKHPL MET MaS\uszerl

MAS\EGHH101-PC DDCENAT MaSheguser

Figure 4.12: The detailed diagnosis of the Unknows powerstate desktops measure
4.4.2 Xen Administrator Test

If you want to accurately identify the users with administrator rights to DDC, then, you can use this
test. This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page
using the menu sequence : Agents -> Tests -> Enable/Disable, pick the Delivery Controller- 3/4 as
the Component type, set Performance as the Test type, choose this test from the disabled tests
list, and click on the >> button to move the test to the ENABLED TESTS list. Finally, click the Update
button.

Target of the test : A Citrix Delivery Controller v3/4
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Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every user configured on the Citrix Delivery Controller
v3/4.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which the test is being configured.
Port The variable name of the port at which the specified host listens.

Measurements made by the test

Measurement Description gsﬁsurement Interpretation
Is user Indicates whether this user | Boolean The value 1 indicates that the useris
administrator? has administrator rights to an administrator. The value 0
DDC or not. indicates that the user is not an
administrator.
4.4.3 DDC Farm Test

For every farm configured on a main delivery controller component, this test reports key statistics
such as the number of DDCs managed by the farm and the number of desktop groups configured on
each DDC.

Note:

This test will report all measures only if the server being monitored is the farm server — i.e., is the
master server in the farm. If not, only the Is license server available measure will be reported.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for farm configured on the main desktop delivery controller.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to. The default port number is 80.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description I:Jn::atsurement Interpretation

Is license server Indicates whether the Boolean While the value 1 indicates that the

available? license serveris currently license server is available, the value 0
available or not. indicates that it is not. The non-

availability of the license server could
have serious repercussions on the
operations of the DDC, and can cause
significant delays or can even
completely stall the delivery of the
XenDesktop solution.

Total desktop Indicates the number of Number To know the details of the individual

controllers DDCs managed by this DDCs managed by the farm, use the
farm. detailed diagnosis of this measure.

Total desktop groups | Indicates the number of Number To know the details of the desktop
desktop groups configured groups, use the detailed diagnosis of
on this farm. this measure.
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Measurement Description l\Jng?tsurement Interpretation

Available desktop Indicates the number of Number To know the details of the desktop

groups desktop groups that are groups that are available, use the
currently available. detailed diagnosis of this measure.

Unavailable desktop | Indicates the number of Number If a desktop group is disabled, it will be

groups desktop groups that are unavailable for use by the DDC.

currently unavailable. To know the details of the unavailable

desktop groups, use the detailed
diagnosis of this measure.

The detailed diagnosis of the Total desktop controllers measure reveals the name and IP address of
the controllers managed by a farm.

Lists the total desktop controllers
Time Controller Name IP Address

Aug 06, 2009 10:43:35
¥ENDESKTOPDC 152.168.10.6

VMZ003DDC2 152.168.10.94

Figure 4.13: The detailed diagnosis of the Total desktop controllers measure

The detailed diagnosis of the Total desktop groups measure reveals the names of the desktop
groups managed by a farm.

Lists the total deskiop groups

Time Group Name

Aug 06, 2009 10:43:35
xenDDCL

Testing

HR

Figure 4.14: The detailed diagnosis of the Total desktop groups measure

The detailed diagnosis of the Available desktop groups measure reveals the names of the desktop
groups that are currently available.

Time Group Name

Aug 06, 2009 10:43:35
xenDDCL
Testing
HR

Figure 4.15: The detailed diagnosis of the Available desktop groups measure
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4.4 .4 DDC License Server Test

A License Server is required to keep track of license utilization in a XenDesktop environment. The
non-availability of the license server could have serious repercussions on the operations of the DDC,
and can cause significant delays or can even completely stall the delivery of the XenDesktop
solution. Using this test, you can promptly detect the unavailability of the License server or capture
even the slightest of delays in its responsiveness, so that remedial measures can be initiated before
it hampers the delivery of the XenDesktop service.

Target of the test : A Citrix Delivery Controller v3/4

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the A Citrix Delivery Controller v3/4 that is being

monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port used by the DDC.

Timeout Specify the duration beyond which the test will time out, if no response is received from

Detailed Diagnosis

the DDC. The default value is 30 seconds.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.
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Measurements made by the test

Measurement Description gﬁiatsurement Interpretation

TCP connection Indicates whether the TCP | Percent While the value 100 indicates that the

availability connection to the license server is available, the value 0
XenDesktop Delivery indicates that it is not.
Controller is available.

Response time Indicates the time taken by | Secs A low value is desired for this
the license server to measure. A sudden or steady increase
respond to connection in this value could indicate a slowdown
requests. while connecting to the license server.

This could be owing to a network
congestion. Further investigation is
however required to isolate the exact
reason for the latency.

4.5 The Desktop Groups Layer

Virtual desktop groups consist of virtual desktops that are pooled, pre-assigned, or assigned on first use.
Each group can contain only one type of desktop. These virtual desktops can run on PCs, blades, or virtual
machines (VMs) provided through a virtualization infrastructure.

This layer focuses on the performance of the desktop groups managed by a DDC, and reports the
availability, usage, and the hosting infrastructure of the desktops within each group.
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| 2315

_ . . B
Desktop Groups Search :lo v all
M+ Deskiop Groups O
B HR:Assigned
W HR:Pooled T
B HR:Total
B Testing:Assigned
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B Testing:Total
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Figure 4.16: The tests mapped to the Desktop Groups layer
4.5.1 Desktop Groups in Farm Test

This test auto-discovers the desktop groups managed by each DDC in a DDC farm and reports the
powered-on status, registration status, and usage of the each type of desktop within each group.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every desktopgroup:desktoptype combination managed
bya DDC farm.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The host for which this test is to be configured.

Port Refers to the port at which the specified host listens to. The default port number is 80.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
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Parameter

Description

optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

registered

virtual desktops of this type
in this group that are
currently unregistered.

Powered On virtual | Indicates the number of Number To know the details of the powered-on
desktops virtual desktops of this type desktops, use the detailed diagnosis
in this group that are of this measure.
currently powered on.
Powered Off virtual | Indicates the number of Number To know the details of the powered-off
desktops virtual desktops of this type desktops, use the detailed diagnosis
in this group that are of this measure.
currently powered off.
Virtual desktops in | Indicates the number of Number To know the details of the desktops
use virtual desktops of this type that are in use, use the detailed
in this group that are diagnosis of this measure.
currently in use.
Available virtual Indicates the number of Number To know the details of the desktops
desktops virtual desktops of this type that are free, use the detailed
in this group that are diagnosis of this measure.
currently idle —i.e.,
available for use.
Virtual desktops not | Indicates the number of Number To know the details of the unregistered

desktops, use the detailed diagnosis
of this measure.
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Measurement Description me'iatsurement Interpretation

Virtual desktops with | Indicates the percentage of | Percent A high value for this measure is a

users virtual desktops that are cause for concern, as it indicates that
currently in use. the virtual desktops in this group of

this type have been utilized
excessively. Such relentless usage of
the VMs, can degrade the performance
of the host on which the VMs are

operating.
Total virtual Indicates the total number | Number
desktops of virtual desktops in this
group.
Unknown The number of virtual Number To know the details of the desktops
powerstate virtual desktops in this group that that in the unknown powerstate, use
desktops are currently in an the detailed diagnosis of this measure.

‘Unknown’ powerstate.

The detailed diagnosis of the Virtual desktops in use measure will reveal the name of the desktops
that are being used, the desktop group to which they belong, the user to whom they have been
assigned (in case of the Assigned descriptor; for Pooled desktops, the Assigned User column will
typically be empty), the user who is currently logged in to the desktop, and current status of the
desktop.

Shows the details of virtual desktops in use
Time Desktop Name Group Name Assigned User Login User Status
Aug 06, 2009 11:01:48

CHM\EGVCXDS11 xenDDC1 CHN\xenuser CHN\egtest ConsoleLoggedIn

Figure 4.17: he detailed diagnosis of the Virtual desktops in use measure

The detailed diagnosis of the Virtual desktops not registered measure will reveal the name of the
desktops that are unregistered, the desktop group to which they belong, and the user to whom they
have been assigned (in case of the Assigned descriptor; for Pooled desktops, the Assigned User
column will typically be empty.

Lists the virtual desktops not registered
Time Desktop Name Group Name Assigned User

Aug 05, 2009 11:01:48 CHN\EGURKHALZZ Testing CHN\xenuser

Figure 4.18: The detailed diagnosis of the Virtual desktops not registered measure
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The detailed diagnosis of the Powered on virtual desktops measure will reveal the name of the
powered on desktops, the desktop group to which they belong, and the user to whom they have
been assigned (in case of the Assigned descriptor; for Pooled desktops, the Assigned User
column will typically be empty).

Lists the powered on virtual desktops

Time Desktop Name Group Mame Assigned User

Jan 10, 2011 15:38:38 MAS\basedesk2l DODC3MOoD

Figure 4.19: The detailed diagnosis of the Powered on virtual desktops measure
4.5.2 Desktop Groups in Controller Test

This test auto-discovers the desktop groups managed by the monitored DDC and reports the
powered-on status, registration status, and usage of the each type of desktop within each group.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every desktopgroup:desktoptype combination managed
by the monitored Citrix Delivery Controller v3/4.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The DDC for which this test is to be configured.

Port Refers to the port at which the specified DDC listens to. The default port number is 80.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.
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Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

virtual desktops

desktops in this group that
are currently in an
‘Unknown’ powerstate.

Powered Onvirtual | Indicates the number of Number To know the details of the powered-on
desktops virtual desktops of this desktops, use the detailed diagnosis
type in this group that are of this measure.
currently powered on.
Powered Off virtual | Indicates the number of Number To know the details of the powered-off
desktops virtual desktops of this desktops, use the detailed diagnosis
type in this group that are of this measure.
currently powered off.
Virtual desktops in Indicates the number of Number To know the details of the desktops
use virtual desktops of this that are in use, use the detailed
type in this group that are diagnosis of this measure.
currently in use.
Available virtual Indicates the number of Number To know the details of the desktops
desktops virtual desktops of this that are free, use the detailed
type in this group that are diagnosis of this measure.
currently idle —i.e.,
available for use.
Virtual desktops not | Indicates the number of Number To know the details of the unregistered
registered virtual desktops of this desktops, use the detailed diagnosis
type in this group that are of this measure.
currently unregistered.
Virtual desktops with | Indicates the percentage | Percent A high value for this measure is a
users of virtual desktops that are cause for concern, as it indicates that
currently in use. the virtual desktops in this group of
this type have been utilized
excessively. Such relentless usage of
the VMs, can degrade the performance
of the host on which the VMs are
operating.
Total virtual desktops | Indicates the total number | Number
of virtual desktops in this
group.
Unknown powerstate | The number of virtual Number To know the details of the desktops

that in the unknown powerstate, use
the detailed diagnosis of this measure.
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4.5.3 VM Platform for Desktop Group Test

A hosting infrastructure (i.e., a server hosting virtual desktops) can support multiple virtual desktops,
but not all these desktops need to be managed by DDC — for instance, while a host can support 100
VMs, 80 VMs can be allocated to a desktop group configured on DDC. This test monitors each
desktop group on DDC, and reports the number of VMs allocated to it and the number of VMs
originally available on the hosting infrastructure.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every desktopgroup on the Citrix Delivery Controller
v3/4.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The host for which the test is to be configured.

Port Refers to the port used by the DDC. The default port number is 80.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for

this test. The default is 71.:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.
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Measurements made by the test

Measurement Description gr(:iatsurement Interpretation

Total virtual desktops | Indicates the total number | Number To know the details of the VMs on a

in provider of virtual desktops in the host, use the detailed diagnosis of this
hosting infrastructure from measure.

which desktops have been
allocated to this group.

Allocated virtual Indicates the number of Number To know the details of the allocated
desktops to DDC virtual desktops allocated desktops, use the detailed diagnosis
to this group. of this measure.
Available virtual Indicates the number of Number The value of this measure will be the
desktops in provider | virtual desktops on the difference between the values of the
hosting infrastructure, Total virtual desktops in provider
which are available for measure and the Allocated virtual
allocation to this desktop desktops to DDC measure.
group.

To know the details of the available
desktops, use the detailed diagnosis
of this measure.

The detailed diagnosis of the Total virtual desktops in provider measure lists the names of all the
desktops that are operating on the hosting infrastructure.

Lists the total virtual desktops in provider

Time Virtual Desktop Name

Aug 06, 2009 10:52:06
LINel4-Team- DONT POWER OFF

Leostream Cennection Broker

[ E3]

demo_oracle10.60

Figure 4.20: The detailed diagnosis of the Total virtual desktops in provider measure

The detailed diagnosis of the Allocated virtual desktops to DDC measure lists the names of the
desktops allocated to DDC.

Lists the allocated virtual desktops to DDC
Time Virtual Desktop Name

Aug 06, 2009 10:52:06 xendesktopxpve (10.153)

Figure 4.21: The detailed diagnosis of the Allocated virtual desktops to DDC

The detailed diagnosis of the Available virtual desktops in provider measure lists the names of the
desktops available for allocation on the host.
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Time Virtual Desktop Name

Aug 06, 2009 10:52:06
Windows Server 2003 PVS (1) XENAPPSS 10.37
Windows Server 2003 (2)10.217

Windows Server 2003 (3)10.137

Figure 4.22: The detailed diagnosis of the Available virtual desktops in provider measure
4.5.4 Desktop Groups Availability Test
This test indicates the availability of each of the desktop groups on the Delivery Controller 3/4.
Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every desktopgroup on the Citrix Delivery Controller
v3/4.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the DDC for which this test is to be configured.

Port Refers to the port at which the specified DDC listens to. The default port number is 80.

Measurements made by the test

Measurement Description gﬁiatsurement Interpretation
Is the desktop group | Indicates whether this Boolean While the value 1 indicates that the
available? desktop group is currently desktop group is available, the value 0
available or not. indicates that it is currently
unavailable.

A desktop group, if disabled, will be
unavailable for use.

4.6 The Virtual Desktops Layer

Using the tests mapped to this layer, you can determine the following:
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« Whether the virtual desktop agent is available or not;
« The current status of the virtual desktops;
o Whether the virtual desktops are available over the network or not;

Details of user sessions to virtual desktops.

. Virtual Desktops Search :lo W Al |

- virtual Desktops Availability [
B HR:CHN\WINZK3PV
B Testing: CHM\EGURKHALZ2Z
B xenDDCL:CHMN\EGWCXDS11

M virtual Desktops U
B HR:CHNYWINZK3PWV
B Testing:CHM\EGURKHA12Z
B xenDDC1:CHMN\EGWCXDS11

M VD Connectivity Check A
B HR:CHNYWINZK3PWV
B Testing:CHM\EGURKHA12Z

B virtual Desktop Logine

b6
LS

|

Figure 4.23: The tests mapped to the Virtual Desktops layer

4.6.1 Virtual Desktops Agents Test

The Virtual Desktop Agent runs on the computers that host the virtual desktops you want to deliver
to your users. It provides the ICA service that manages communication between virtual desktops
and endpoint devices, and between virtual desktops and delivery controllers. Without this agent, the
DDC will not be able to communicate with virtual desktops. It is therefore essential to periodically
verify the availability of the virtual desktop agent. This test enables administrators to run this
availability check on each virtual desktop within each desktop group managed by the DDC.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every virtual desktop managed by the Citrix Delivery
Controller v3/4.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to. By default, this is set to 80.

Virtual Desktop Specify the port using which the DDC connects to the virtual desktops. By default,
Agent Port 8080 is displayed here.

Report By By default, this flag is set to Yes, indicating that this test reports a set of measures for
Groupname every desktopgroup:virtualdesktop combination, by default. To ensure that this test
reports a set of measures for every virtualdesktop alone, set this flag to No.

Only PoweredOn By default, this flag is set to Yes, indicating that this test reports the availability of the
VMs virtual desktop agent on powered-on VMs alone. To know the availability of this agent
on powered-off VMs as well, set this flag to No.

Report by Controller By default, this flag is set to Yes. This implies that every

Name desktopgroup:virtualdesktop pair for which this test reports metrics will be prefixed
by the controllername as well. Every descriptor will hence be of the following format
by default: Controllername->desktopgroup:virtualdesktop. If you want to remove
the controllername prefix from the descriptors, then, set this flag to No.

Measurements made by the test

Measurement Description IL\’II:-:?tsurement Interpretation

Virtual desktop agent | Indicates whether the Percent While the value 100 indicates that the

availability virtual desktop agent is virtual desktop agent is available, the
available on this virtual value O indicates that it is currently
desktop within this group. unavailable. If a virtual desktop agent

is unavailable, DDC will not be able to
communicate with the corresponding
virtual desktop, thereby affecting the
quality of the user experience with the
XenDesktop solution. Note that if a
virtual desktop agent is available, but
the desktop is in maintenance mode,
then the value of this measure will be
100. However, if the virtual desktop
agent is currently unavailable, and the
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Measurement
Unit

Measurement Description

Interpretation

virtual desktop is in the maintenance
mode, then this measure will report
Not available.

4.6.2 Virtual Desktops in Farm Test

This test reports the status of the virtual desktops managed by the Delivery Controller farm.
Target of the test : A Citrix Delivery Controller v3/4

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every virtual desktop managed by the Citrix Delivery
Controller v3/4 farm.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port used by the DDC. The default port number is 80.

Report by By default, this flag is set to Yes, indicating that this test reports a set of measures for
GroupName every desktopgroup:virtualdesktop combination, by default. To ensure that this test

reports a set of measures for every virtualdesktop alone, set this flag to No.

Only PoweredOn By default, this flag is set to Yes, indicating that this test reports the availability of the
VMs virtual desktop agent on powered-on VMs alone. To know the availability of this agent
on powered-off VMs as well, set this flag to No.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
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Parameter Description

detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description ﬁs?tsurement Interpretation
Is virtual desktop Indicates whether this While the value Yes indicates that the
enabled? virtual desktop is currently virtual desktop is enabled, the value
enabled/disabled. No indicates that it is currently
disabled.

The numeric values that correspond to
the Yes/No states above are as

follows:
Numeric
State Value
Yes 1
No 0
Note:

Bydefault, this measure reports the
above-mentioned States while
indicating whether a virtual desktop is
enabled/disabled. However, the graph
of this measure will represent states
using the corresponding numeric
equivalents — 1 and 0 —only.

Is user connected to | Indicates whether any user While the value Yes indicates that a
desktop? is currently connected to user is connected to the virtual
this desktop or not. desktop, the value No indicates that
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Measurement

Description

Measurement
Unit

Interpretation

no user is currently connected to the
desktop.

The numeric values that correspond to
the Yes/No states above are as
follows:

Numeric
State Value
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned States while
indicating whether a user is connected
to the virtual desktop or not. However,
the graph of this measure will
represent the user connection states
using the corresponding numeric
equivalents — 1 and 0 —only.

Detailed diagnosis will be available for
this measure only if its value is Yes -
i.e., only if at least one user is
connected to the virtual desktop. In
this case, you can use the detailed
diagnosis to figure out who the useris.

Is the virtual desktop
available?

Indicates whether this
virtual desktop is currently
available or not.

While the value Yes indicates that the
virtual desktop is available, the value
No indicates that the virtual desktop is
not available.

The numeric values that correspond to
the Yes/No states above are as
follows:
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Measurement

Description

Measurement
Unit

Interpretation

Numeric
State Value
Yes 1
No 0
Note:

By default, this measure reports the
above-mentioned States while
indicating the availability of a virtual
desktop. However, the graph of this
measure will represent desktop
availability using the corresponding
numeric equivalents — 1 and 0 —only.

on?

Is desktop powered

Indicates whether this
virtual desktop is currently
powered on or not.

While the value Yes indicates that the
desktop is powered on, the value No
indicates that the desktop is currently
powered off.

The numeric values that correspond to
the Yes/No states above are as
follows:

Numeric
il Value
Yes 1
No 0
Note:

By default, this measure reports the
above-mentioned States while
indicating whether a desktop is
powered on/off. However, the graph of
this measure will represent the
powered on state using the
corresponding numeric equivalents — 1
and 0 —only.

maintenance?

Is desktop under

Indicates whether this
virtual desktop is currently

If you want to temporarily stop
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Measurement

Description

under maintenance.

Measurement
Unit

Interpretation

connections to a desktop so that
maintenance tasks can be carried out,
you can put the desktop into
maintenance mode.

While the value Yes indicates that the
desktop is in maintenance mode, the
value No indicates that the desktop is
not in maintenance mode.

The numeric values that correspond to
the Yes/No states above are as
follows:

Numeric

State Value

Yes 1

No 0

Note:

By default, this measure reports the
above-mentioned States while
indicating whether/not a desktop is in
the maintenance mode. However, the
graph of this measure will represent
the maintenance mode using the
corresponding numeric equivalents — 1
and 0 —only.

Is desktop
powerstate
unknown?

Indicates whether this
virtual desktop is currently
in the ‘Unknown’
powerstate.

Note that this measure will appear
only if the Only Powered On VMs
flag is set to ‘No’.

While the value Yes for this measure
indicates that the desktop is currently
in an unknown powerstate, the value
No indicates that the desktop is
currently in a powered on/off state
only.

The numeric values that correspond to
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Measurement

Measurement Description Unit

Interpretation

the Yes/No states above are as

follows:
Numeric
State Value
Yes 1
No 0
Note:

By default, this measure reports the
above-mentioned States while
indicating whether/not a desktop is in
unknown powerstate. However, the
graph of this measure will represent
the state using the corresponding
numeric equivalents —1 and 0 — only.

4.6.3 Virtual Desktops in Controller Test

This test reports the status of the virtual desktops managed by the monitored DDC.
Target of the test : A Citrix Delivery Controller v3/4

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every virtual desktop managed by the monitored Citrix
Delivery Controller v3/4.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port used by the DDC. The default port number is 80.

Report by By default, this flag is set to Yes, indicating that this test reports a set of measures for
GroupName every desktopgroup:virtualdesktop combination, by default. To ensure that this test

reports a set of measures for every virtualdesktop alone, set this flag to No.
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Parameter

Description

Only PoweredOn
VMs

Report by Controller
Name

Detailed Diagnosis

By default, this flag is set to Yes, indicating that this test reports the availability of the
virtual desktop agent on powered-on VMs alone. To know the availability of this agent
on powered-off VMs as well, set this flag to No.

By default, this flag is set to Yes. This implies that every
desktopgroup:virtualdesktop pair for which this test reports metrics will be prefixed
by the controllername as well. Every descriptor will hence be of the following format
by default: Controllername->desktopgroup:virtualdesktop. If you want to remove
the controllername prefix from the descriptors, then, set this flag to No.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Is virtual desktop
enabled?

Description Me_asurement Interpretation
Unit
Indicates whether this While the value Yes indicates that the
virtual desktop is currently virtual desktop is enabled, the value
enabled/disabled. No indicates that it is currently
disabled.

The numeric values that correspond to
the Yes/No states above are as

follows:
Numeric
State Value
Yes 1
No 0
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Measurement

Description

Measurement
Unit

Interpretation

Note:

By default, this measure reports the
above-mentioned States while
indicating whether a virtual desktop is
enabled/disabled. However, the graph
of this measure will represent states
using the corresponding numeric
equivalents — 1 and 0 —only.

Is user connected to
desktop?

Indicates whether any user
is currently connected to
this desktop or not.

While the value Yes indicates that a
user is connected to the virtual
desktop, the value No indicates that
no user is currently connected to the
desktop.

The numeric values that correspond to
the Yes/No states above are as
follows:

Numeric
State Value
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned States while
indicating whether a user is connected
to the virtual desktop or not. However,
the graph of this measure will
represent the user connection states
using the corresponding numeric
equivalents — 1 and 0 —only.

Detailed diagnosis will be available for
this measure only if its value is Yes -
i.e., only if at least one user is
connected to the virtual desktop. In
this case, you can use the detailed
diagnosis to figure out who the user is.
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Measurement

available?

Is the virtual desktop

Description

Indicates whether this
virtual desktop is currently
available or not.

Measurement
Unit

Interpretation

While the value Yes indicates that the
virtual desktop is available, the value
No indicates that the virtual desktop is
not available.

The numeric values that correspond to
the Yes/No states above are as
follows:

Numeric
State Value
Yes 1
No 0
Note:

By default, this measure reports the
above-mentioned States while
indicating the availability of a virtual
desktop. However, the graph of this
measure will represent desktop
availability using the corresponding
numeric equivalents —1 and 0 —only.

on?

Is desktop powered

Indicates whether this
virtual desktop is currently
powered on or not.

While the value Yes indicates that the
desktop is powered on, the value No
indicates that the desktop is currently
powered off.

The numeric values that correspond to
the Yes/No states above are as
follows:

Numeric
State Value
Yes 1
No 0

Note:

By default, this measure reports the
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Measurement

Description

Measurement
Unit

Interpretation

above-mentioned States while
indicating whether a desktop is
powered on/off. However, the graph of
this measure will represent the
powered on state using the
corresponding numeric equivalents — 1
and 0 —only.

Is desktop under
maintenance?

Indicates whether this
virtual desktop is currently
under maintenance.

If you want to temporarily stop
connections to a desktop so that
maintenance tasks can be carried out,
you can put the desktop into
maintenance mode.

While the value Yes indicates that the
desktop is in maintenance mode, the
value No indicates that the desktop is
not in maintenance mode.

The numeric values that correspond to
the Yes/No states above are as
follows:

Numeric
State Value
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned States while
indicating whether/not a desktop is in
the maintenance mode. However, the
graph of this measure will represent
the maintenance mode using the
corresponding numeric equivalents — 1
and 0 —only.

Is desktop
powerstate
unknown?

Indicates whether this
virtual desktop is currently
in the ‘Unknown’

Note that this measure will appear
only if the Only Powered On VMs
flag is set to ‘No’.
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Measurement
Unit

Measurement Description

Interpretation

powerstate. While the value Yes for this measure
indicates that the desktop is currently
in an unknown powerstate, the value
No indicates that the desktop is
currently in a powered on/off state
only.

The numeric values that correspond to
the Yes/No states above are as

follows:
Numeric
State Value
Yes 1
No 0
Note:

By default, this measure reports the
above-mentioned States while
indicating whether/not a desktop is in
unknown powerstate. However, the
graph of this measure will represent
the state using the corresponding
numeric equivalents —1 and 0 —only.

4.6.4 Virtual Desktop Connectivity Test

Sometimes, a virtual desktop could be in a powered-on state, but the failure of the virtual desktop
operating system or any fatal error in its operations could have rendered the desktop inaccessible to
Delivery Controller, and consequently, to users. In order to enable administrators to promptly detect
such ‘hidden’ anomalies, the eG agent periodically runs a connectivity check on each virtual desktop
using this test, and reports whether the virtual desktop is accessible over the network or not.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every virtual desktop managed by the Delivery
Controller.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to.

Report by By default, this flag is set to Yes, indicating that this test reports a set of measures for

Groupname every desktopgroup:virtualdesktop combination, by default. To ensure that this test
reports a set of measures for every virtualdesktop alone, set this flag to No.

Report by By default, this flag is set to Yes. This implies that every

Controllername

desktopgroup:virtualdesktop pair for which this test reports metrics will be prefixed
by the controllername as well. Every descriptor will hence be of the following format
by default: Controllername->desktopgroup:.virtualdesktop. If you want to remove
the controllername prefix from the descriptors, then, set this flag to No.

Report Unavailability By default, this flag is set to No. This implies that, by default, the test will not report the

PacketSize

PacketCount

Timeout

PacketInterval

unavailability of network connection to any virtual desktop. In other words, if the
Network availability measure of this test registers the value 0 for any virtual desktop,
then, by default, this test will not report any measure for that virtual desktop; under
such circumstances, the corresponding virtual desktop name will not appear as a
descriptor of this test. You can set this flag to Yes,if you want the test to report and
alert you to the unavailability of the network connection to a virtual desktop.

The size of packets used for the test (in bytes).
The number of packets to be transmitted during the test.
How long after transmission should a packet be deemed lost (in seconds).

Represents the interval (in milliseconds) between successive packet transmissions
during the execution of the network test for a specific target.

Measurements made by the test

Measurement

Average delay

Description Me_asurement Interpretation

Unit
Indicates the average Secs Anincrease in network latency could
delay between result from misconfiguration of the
transmission of packet to router(s) along the path, network
avirtual desktop and congestion, retransmissions at the
receipt of the response to network, etc.
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Measurement

Measurement
Unit

Description

Interpretation

the packet at the source.

Minimum delay

The minimum time Secs A significant increase in the minimum
between transmission of a round-trip time is often a sure sign of
packet and receipt of the network congestion.

response back.

Packet loss Indicates the percentage | Percent Packet loss is often caused by
of packets lost during network buffer overflows at a network
transmission from source router or by packet corruptions over the
to target and back. network.

Network availability | Indicates whether the Percent A value of 100 indicates that the virtual
network connection is desktop is connected. The value 0
available or not. indicates that the desktop is not

connected.

Typically, the value 100 corresponds
to a Packet loss of 0.

4.6.5 Virtual Desktop Logins in Farm Test

This test monitors the logins to virtual desktops in a DDC farm and reports the total count of logins

and logouts.

Target of the test : A Citrix Delivery Controller v3/4

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the DDC farm being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

DD Frequency

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
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Parameter

Description

Detailed Diagnosis

You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Current sessions

Description Me?surement Interpretation

Unit
Indicates the number of Number This is a good indicator of the session
user sessions that are load on the desktops.

currently active across all
the virtual desktops.

New logins

Indicates the number of Number A consistent zero value could indicate
new logins to the virtual a connection issue.
desktops.

Percent new logins

Indicates the percentage of | Percent
current sessions that
logged in during the last
measurement period.

Sessions logging out

Indicates the number of Number If all the current sessions suddenly log
sessions that logged out. out, it indicates a problem condition
that requires investigation.

The detailed diagnosis of this measure
lists the sessions that logged out.
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The detailed diagnosis of the Sessions logging out measure provides details of the sessions that
logged out.

Time GuestName UserName LoginTime Duration[Mins]

Aug 06, 2009 10:36:37 CHMNA\EGVCXDS11 chn'egtest 08/06/2009 10:17 AM 15.4113

Figure 4.24: The detailed diagnosis of the Sessions logging out measure
4.6.6 Virtual Desktop Logins in Controller Test

This test monitors the logins to virtual desktops managed by the monitored Xen DDC and reports the
total count of logins and logouts.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Citrix Delivery Controller v3/4 being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for

this test. The default is 71.:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:
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Parameter Description

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description I:Jn::atsurement Interpretation
Current sessions Indicates the number of Number This is a good indicator of the session
user sessions that are load on the desktops.

currently active across all
the virtual desktops.

New logins Indicates the number of Number A consistent zero value could indicate
new logins to the virtual a connection issue.
desktops.

Percent new logins | Indicates the percentage of | Percent
current sessions that
logged in during the last
measurement period.

Sessions logging out | Indicates the number of Number If all the current sessions suddenly log
sessions that logged out. out, it indicates a problem condition
that requires investigation.

The detailed diagnosis of this measure
lists the sessions that logged out.

4.6.7 Virtual Desktop Disconnects in Farm Test

A user session is terminated when a user logs off from the desktop or when the session is abruptly
interrupted. When a user logs off, all the applications started by the user are terminated. However,
when a user disconnects, the applications started by the user will keep running on the desktop
consuming resources. Hence, the number of disconnected sessions on a desktop should be kept to
a minimum.

In some environments, desktop administrators may also wish to automatically restart/shutdown
those virtual desktops with sessions that are in a disconnected state for a long period of time.
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This test reports the total number of disconnected sessions to the desktops managed by a Xen DDC

farm, and also automatically restarts/shuts down the virtual desktop, if the disconnected session
duration to that desktop exceeds a configured value.

Target of the test : A Citrix Delivery Controller v3/4

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Xen DDC farm that is being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Admin User and
Admin Password

VD Action Duration

Is VD Reboot

Is VD Shut Down

If you want the test to automatically reboot/shut down virtual desktops if the duration of
disconnected sessions to the desktops exceeds a configured value, then you first need
to grant the test the privilege to access the desktops. For this purpose, in the Admin
User and Admin Password text boxes, provide the credentials of a user with
administrative privileges to the hosting provider (VC or XenServer) of the desktops. If
the test needs to monitor session disconnects across multiple hosting providers, then
multiple admin users and admin passwords need to be provided — one for every hosting
provider. To help administrators provide these user details quickly and easily, the eG
administrative interface embeds a special configuration page. To access this page,
simply click on the Click here hyperlink that appears just above the parameters of this
test in the test configuration page. To know how to use the special page, refer to
Section 4.6.7.1 of this document.

By default, these parameters are set to none; this indicates that the test is not
authorized to reboot/shut down desktops by default.

The test will automatically reboot/shut down virtual desktops, if the disconnected
session duration (in minutes) specified here is violated.

Set this flag to True if the test needs to restart the desktop if the configured VD Action
Duration is exceeded. By default, this flag is set to False.

Set this flag to True if the test needs to shut down the desktop if the configured VD
Action Duration is exceeded. By default, this flag is set to False.

Note:
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Parameter

Description

Reconnect Duration

DD Frequency

Detailed Diagnosis

Note that only one of the two flags — Is VD Reboot and Is VD Shut Down —can be set
to True at any given point in time. If both are set to False, then the test will neither
reboot nor shut down any virtual desktops. If one flag is set to True, but the Admin
User and Admin password text boxes are configured with none, then again the test will
neither reboot nor shut down any virtual desktops.

This parameter is used by the test while computing the value for the Quick reconnects
by users measure. This measure counts all the users who reconnected to the virtual
desktops within the short period of time (in minutes) specified against Reconnect
Duration.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The defaultis 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Total disconnected
sessions

Description Me_asurement Interpretation
Unit
Indicates the total number | Number The detailed diagnosis for this
of sessions that are in the measure provides the complete
disconnected state. details of disconnected sessions on
the virtual desktops managed by the
Xen DDC farm.
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Measurement Description mc:iatsurement Interpretation

New disconnects Indicates the number of Number The detailed diagnosis for this
sessions that were measure can be used to track whether
disconnected in the last specific users are being disconnected
measurement period often.

Quick reconnects by | Indicates the number of Number The detailed diagnosis of this

users users who reconnected measure, if enabled lists the users
soon after a disconnect. who have reconnected quickly.

Successful restarts | Indicates the number of Number These measures will appear only if the

/shut downs virtual desktops that were following conditions are fulfilled:

shut down/restarted

successfully by this test. o If the Admin User and Admin

Password are not set to ‘none’.

Failed restarts / shut | Indicates the number of Number
downs virtual desktops that could . Ifeitherthe Is VD Reboot or Is VD
not be restarted/ shut down .
, Shut down flag is set to True.
by this test.

4.6.7.1 Configuring users for disconnected sessions monitoring

In order to enable the eG agent to automatically reboot/shut down virtual desktops managed by
multiple hosting providers (VC or XenServer), the Virtual Desktop Disconnects test must be
configured with multiple DOMAINS, ADMIN USERS, and ADMIN PASSWORDSs — one for every hosting
provider. To enable you to provide these user details easily, the eG administrative interface provides
a special page. To access this page, just click on the Click here hyperlink in the Virtual Desktop
Disconnects test configuration page.
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Virtual Desktop Disconnects parameters to be configured for ddc:902 (¥en Desktop Delivery Controller)
Te configure users for this test Click here
DDC
TEST PERICD : S mins
HCOST : 192.168.10.3
PORT : S0z
* ¥EM PS CONSOLE FILE PATH : sunconfigured
ADMIN SERVER : 192.168.10.3
DOMALN - none
ADMIN USER : |none ®
ADMIN PASSWORD : (17
CONFIRM PASSWORD ! (I17]
VD ACTION DURATICN ¢ |none
IS WO REBOOT : (" Yes (¥ No
IS WD SHUTDOWN - (" Yes {* No
RECONMECT DURATICN : 15
DD FREQUENCY - [
DETAILED DIAGNOSIS ; * On ( Off

Figure 4.25: Configuring the Virtual Desktop Disconnects test

Upon clicking, Figure 4.26 will appear, using which the VM user details can be configured.

CONFIGURATION OF MULTIFLE USERS

This page enables you to add/modify users for the test Virtual Desktop Disconnects of ddc:902 (Xen Desktop Delivery
Controller]

Domain : |chn Admin User 1 |eqgtest

Admin Pwd AT T T YT Y YT Y Confirm Pwd T [

[ vpine ] e |

Figure 4.26: The VM user configuration page

To add a user specification, do the following:
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1. First, provide the name of the Domain to which the VMs belong (see Figure 4.26).

2. The eG agent must be configured with user privileges that will allow the agent to automatically
restart/shutdown the desktops managed by different hosting providers. If a valid Domain name
has been specified, then a domain administrator account can be provided in the Admin User
text box.

3. The password of the specified Admin User should be mentioned in the Admin Pwd text box.
4. Confirm the password by retyping it in the Confirm Pwd text box.

5. To add more users, click on the ® button in Figure 4.26. This will allow you to add one more user
specification.

6. In some virtualized environments, the same Domain could be accessed using multiple Admin
User names. For instance, to login to a Domain named egitlab, the eG agent can use the Admin

User name labadmin or the Admin User name ituser. You can configure the eG agent with the
credentials of both these users as shown by Figure 4.27.

The same ‘Domain’ mapped to different ‘Admin Users’

CONFIGURATION OF MULTIPLE USERS

This page enables you to add/modify users for the test Virtual Desktop Disconnects of ddc:902 (Xen Desktop Delivery
Controller)

Clomain : |chn Admin User . |egtest
Admin Pwd  : [ssssessesse Confirm Pwd . (esssssssass @®
Clomain : mas Admin User . |eguser
Admin Pwd @ [sesssss Confirm Pwd BRI LTI O]
Clomain : |egitlab Admin User ¢ |ituser
Admin Pwd AT TYTYY Confirm Pwd AT TYTYY =
Clomain ¢ |egitlab Admin User : |labadmin
Admin Pwd YT TY T Confirm Pwd AT TY YY) =

Figure 4.27: Associating a single domain with different admin users

When this is done, then, while attempting to connect to the domain, the eG agent will begin by
using the first Admin User name of the specification. In the case of Figure 4.27, this will be
ituser. If, for some reason, the agent is unable to login using the first Admin User name, then it
will try to login again, but this time using the second Admin User name of the specification - i.e.,
labadmin in our example (see Figure 4.27). If the first login attempt itself is successful, then the
agent will ignore the second Admin User name.

7. Toclear all the user specifications, simply click the Clear button in Figure 4.27.
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8. Toremove the details of a particular user alone, just click the '=! button in Figure 4.27.

9. To save the specification, just click on the Update button in Figure 4.27. This will lead you back to
the test configuration page, where you will find the multiple domain names, user names, and
passwords listed against the respective fields (see Figure 4.27).

Virtual Desktop Disconnects parameters to be configured for ddc:902 (Xen Desktop Delivery Controller)
To configure users for this test Click here
DDC
TEST FERIOD ¢ |smins
HOST ¢ [192.168.10.3
PORT : 02
* XEN PS CONSOLE FILE PATH ¢ pelldCommands.pscl

ADMIN SERWVER : 192.168.10.3
DOMAIN . |chn.mas,egitlab,eqitlab
ADMIN USER . |egtest.eguser,ituser,lal ":-E"
ADMIN PASSWORD : BEEARBNRNNERRNRRRNN
CONFIRM PASSWORD ! T IR T YT ETYITYY
VD ACTION DURATION - none
IS VO REBOOT : " Yes (¥ No
IS WD SHUTDOWN : " ¥es (¥ No
RECONMECT DURATICN : 15
DD FREQUENCY : 11
DETAILED DIAGNGSIS ; + on (" Off

Figure 4.28: The test configuration page displaying multiple domain names, user names, and passwords
4.6.8 Virtual Desktop Disconnects in Controllers Test

This test reports the total number of disconnected sessions to the desktops managed by the
monitored Xen DDC, and also automatically restarts/shuts down the virtual desktop, if the
disconnected session duration to that desktop exceeds a configured value.

Target of the test : A Citrix Delivery Controller v3/4
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller 3/4 being monitored.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Admin User and
Admin Password

VD Action Duration

Is VD Reboot

Is VD Shut Down

Reconnect Duration

If you want the test to automatically reboot/shut down virtual desktops if the duration of
disconnected sessions to the desktops exceeds a configured value, then you first need
to grant the test the privilege to access the desktops. For this purpose, in the Admin
User and Admin password text boxes, provide the credentials of a user with
administrative privileges to the hosting provider (VC or XenServer) of the desktops. If
the test needs to monitor session disconnects across multiple hosting providers, then
multiple admin users and admin passwords need to be provided — one for every hosting
provider. To help administrators provide these user details quickly and easily, the eG
administrative interface embeds a special configuration page. To access this page,
simply click on the Click here hyperlink that appears just above the parameters of this
test in the test configuration page. To know how to use the special page, refer to
Section 4.6.7.1 of this document.

By default, these parameters are set to none; this indicates that the test is not
authorized to reboot/shut down desktops by default.

The test will automatically reboot/shut down virtual desktops, if the disconnected
session duration (in minutes) specified here is violated.

Set this flag to True if the test needs to restart the desktop if the configured VD Action
Duration is exceeded. By default, this flag is set to False.

Set this flag to True if the test needs to shut down the desktop if the configured VD
Action Duration is exceeded. By default, this flag is set to False.

Note:

Note that only one of the two flags — Is VD Reboot and Is VD Shut Down —can be set
to True at any given point in time. If both are set to False, then the test will neither
reboot nor shut down any virtual desktops. If one flag is set to True, but the Admin
User and Admin password text boxes are configured with none, then again the test will
neither reboot nor shut down any virtual desktops.

This parameter is used by the test while computing the value for the Quick reconnects
by users measure. This measure counts all the users who reconnected to the virtual
desktops within the short period of time (in minutes) specified against Reconnect
Duration.
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Parameter Description

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:1. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

» The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description x::iatsurement Interpretation

Total disconnected | Indicates the total number | Number The detailed diagnosis for this

sessions of sessions that are in the measure provides the complete
disconnected state. details of disconnected sessions on

the virtual desktops managed by the
Xen DDC.

New disconnects Indicates the number of Number The detailed diagnosis for this
sessions that were measure can be used to track whether
disconnected in the last specific users are being disconnected
measurement period often.

Quick reconnects by | Indicates the number of Number The detailed diagnosis of this

users users who reconnected measure, if enabled lists the users
soon after a disconnect. who have reconnected quickly.

Successful restarts | Indicates the number of Number These measures will appear only if the
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Measurement Description

Measurement

Unit Interpretation

/shut downs virtual desktops that were following conditions are fulfilled:

shut down/restarted

successfully by this test. o If the Admin User and Admin

Failed restarts / shut | Indicates the number of Number

downs virtual desktops that could . Ifeitherthe Is VD Reboot or Is VD

Password are not set to ‘none’.

not be restarted/ shut down

Shut down flag is set to True.
by this test. utdown flag| u

4.7 Troubleshooting

If one/more of the Xen DDC tests fail, then a possible reason for this anomaly would be the failure of

the powershell scripts associated with the affected tests. To verify this, do the following:

1.
2.

Login to the admin server of the DDC farm.
Go to the PowerShell command prompt on the server.

Switch to the root directory and execute a command in the following format:

powershell -psconsolefile “<consloefile_path>” -command “<powershell_script> <IP_
address_of _the_admin_server>”

For instance, if the DDC Farm test failed, then, to check whether it can be attributed to the failure
of the XenFarms.ps1 script associated with the test, execute the following command:

powershell —psconsolefile “C:\Program Files\Citrix\Desktop Delivery Controller\

Powershel\ XdCommands.psc1” - command “C:\egurkha\lib\XenFarms.ps1
192.168.10.87”

If the script does not execute at all, then, it could imply that the PowerShell SDK restricts script
execution. To lift this restriction, execute the following command before attempting script
execution:

Set-ExecutionPolicy unrestricted

Note:
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On a 64 bit platform, you must set the execution policy for the 32 bit PowerShell environment
rather than the execution policy for the 64 bit PowerShell environment. In such a case therefore,
use the Windows PowerShell(32) shell instance to set the policy.

6. Then, try to execute the XenFarms.ps1 script (in the case of our example) again. If the script executes
successfully, then the output will be displayed as depicted by Figure 4.29 below.

¥ select Windows PowerShell A [=]

Windows PouwerfShell I’
Copyright <(C» 2006 Microzoft Corporation. All rights reserved. -

PS5 C:“Documentz and Settings“egtest?> cd “

PS5 C:v>» Set—ExecutionPolicy unrestricted

PS5 C:%» powerzshell —psconsolefile ''c:wprogram filessciterixsdezktop
and "C:segurkhaslibsXenFarm=z.psl 192_.168.180_87"

ame : HenDDCFarm
icenseServer i RENDESKTOPDC
icenseServerPort 278000
Controllers

ame : R ENDESKT OPDC
ame : UM2H83DDC2
pezktop Groups

G_newlM;True
8 Cin: o

Figure 4.29: Output of the powershell script

7. Similarly, you can check whether the script associated with each of the Xen DDC tests execute
successfully or not. The tests and their corresponding script files are provided below for your benefit:

Test Name Script
DDC Farm XenFarms.ps1
Desktops in Farm XenFarmDesktops.ps1
VM Platform Status HostInfra.ps1
Desktop Groups DesktopGroups.ps1
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Test Name Script
VM Platform for Desktop Groups XenVMiInfra.ps1
Desktop Groups Availability XenDGs.ps1
VD Connectivity Check XenVD.ps1
Virtual Desktop Availability XenVD.ps1
Virtual Desktop Logins VDLogins.ps1
Virtual Desktops XenVD.ps1

Chapter 4: Citrix Delivery Controller v5 Monitoring Using eG
Enterprise

Citrix Delivery Controller 5 meets the desktop virtualization requirements of an organization with
Citrix FlexCast™ delivery technology. With FlexCast, IT can deliver every type of virtual desktop,
hosted or local, physical or virtual -each specifically tailored to meet the performance, security and
flexibility requirements of each individual user.

With Citrix FlexCast, you can use five types of virtual desktops within the hosted VDI infrastructure.
These are, namely, Existing, Physical, Pooled, Dedicated, and Streamed desktops. All these
desktop groups can be easily integrated into CitrixX’'s modular architecture as indicated by Figure
4.30.
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Figure 4.30: How the Citrix Delivery Controller 5 service is delivered?

The modular architecture creates a single design for a data center, integrating all FlexCast models.
The Control Module manages user access and virtual desktop allocation. The Desktop Modules
integrates the desktop types mentioned above into the modular architecture. The Imaging module
provides the virtual desktops with the master desktop image.

At the core of the Control Module of the Delivery Controller 5 architecture is the XenDesktop
Controller or the Delivery Controller 5. The broker provides the link between the Web Interface and
the XenDesktop site. The controllers authenticate users, enumerate resources for the users, and
direct user launch requests to the appropriate virtual desktop. The controllers manage and maintain
the state of the XenDesktop site to help control desktop startups, shut downs, and heart beats. The
controllers constantly query and update the SQL database with site status, allowing controllers to go
offline without impacting user activities. It is recommended that at least two controllers be deployed
per XenDesktop site to provide high availability. As the site grows, additional controllers might be
required if the allocated CPU cannot service the user requests fast enough.

A malfunctioning broker can hence cause significant delays in provisioning of desktops, thereby
affecting the quality of the user experience with the XenDesktop service. To ensure the prompt
delivery of virtual desktops to users, the broker has to be continuously monitored, and administrators
proactively alerted to potential issues in its performance. This is what exactly eG Enterprise does!
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Chapter 5: How does eG Enterprise Monitor the Citrix
Delivery Controller 57

eG Enterprise adopts an agent-based approach for monitoring the DDC. This approach requires
that the eG agent be installed on the Delivery Controller to be monitored. This agent should then be
configured to periodically execute tests, which use the PowerShell SDK that is built into the broker
to collect a wide variety of performance statistics pertaining to the broker.

To enable the eG agent to use this SDK, make sure that the Microsoft PowerShell SDK 1.0 pre-
exists on the broker host. |If not available, then, connect to the URL:
http://www.microsoft.com/windowsserver2003/technologies/management/powershell/download.m
spx, download the installable, and then install the SDK on the target host.

The eG then agent begins collecting the required metrics from the broker, and presents them to
users with the help of the monitoring model of Figure 6.1. To start monitoring the DDC, first you have
to manage the DDC component using the procedure discussed in the following section.

5.1 Managing the Citrix Delivery Controller 5

eG Enterprise is capable of auto-discovering the Citrix Delivery Controller 5 components in the
environment. The following steps explain you how to manage the auto-discovered components:

1. Loginto the eG administrative interface.

2. The Citrix Delivery Controller 5 component is usually auto-discovered. If not, run discovery using
the DISCOVERY page (Infrastructure -> Components -> Discovery) The discovered components
however, need to go through a manual management exercise, using the COMPONENTS -
MANAGE / UNMANAGE page (Infrastructure -> Components -> Manage/Unmanage). This
process is depicted by Figure 5.1 and Figure 5.2 below.
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Figure 5.1: Viewing the list of uynmanaged Citrix Delivery Controller 5
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xenDBv32Z:80
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Figure 5.2: Managing a Citrix Delivery Controller 5

3. Once you managed the component, all tests relating to the managed component will be
configured automatically.

4. Finally, sign out of the eG administrative interface.
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Chapter 6: Monitoring the Citrix Delivery Controller 5

eG Enterprise offers a 100%, web-based Delivery Controller- 5 model (Figure 6.1) to continuously
monitor the broke and to proactively alert administrators to potential issues in its performance.

Virtual Desktops

Desktop Groups

Desktop Sites

Desktop Controllers

WM Flatform

Windows Service

Application Processes

Tcp

Metwork

Cperating System

s e s (s T s W e s s )

SRR

Figure 6.1: Layer model of the Citrix Delivery Controller 5

The metrics mapped to every layer of this model enable administrators to find quick and accurate
answers to the following performance queries:

« Isthe broker able to connect to the hosting server?

« Is any hosting server in the maintenance mode? If so, which one?

« Have any controllers in the farm failed? If so, which ones?

« Is the controller being monitored operating without glitches?

« Are any controllers in the farm in a powered-off state? If so, which ones?
« Isthe controller being monitored in a powered-on/off state currently?

« Are the critical site services running across the farm? Are they inactive on any controller in the
farm? If so, which ones?

« Are the critical site services running on the controller being monitored?

o How healthy are the interactions between the broker's MS SQL database and critical Citrix
services such as the Broker service, the Configuration service, the Host service, the AD Identity
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service, the Machine Creation service, and the Machine Identity service? Is any service unable to
access the database, or is any service experiencing slowdowns while executing database
transactions? Which one of these services is in an abnormal state currently?

» Have the broker's logs captured any errors/warnings recently?
« Is any desktop unable to register with the broker? If so, which one?

« How many catalogs have been configured on the broker? What are they? What is the type of each
catalog?

« Have physical machines been included in any catalog? If so, which catalog is it?

« How many desktops in each catalog have been assigned to users, and how many are
unassigned?

« Does any catalog consist of desktops that do not belong to any desktop group?
« Isthe License server available in the site?

« Isthe broker able to connect to the SQL database server?

« Is any desktop group in maintenance mode?

« Is any desktop group unavailable?

« Are there adequate idle desktops in every group, or is any group over-utilized?

« Have any desktops disconnected from their groups? Which groups have such disconnected
desktops?

« Does any desktop group consist of unregistered desktops?

« Which desktop group is managing CPU-intensive desktops? Which desktops are these? Which
controller is managing these desktop groups?

« Are too many desktops in a group experiencing network latencies?

« Did the connection attempt to any desktop fail recently? If so, which desktop is this? Which
desktop group and controller are managing this desktop?

« Are any desktops in a group powered off currently?

« Isthe broker overloaded with sessions?

« Have published applications been accessed in any session?
« Have too many user sessions disconnected from the broker?

« Are too many sessions to virtual desktops logging out?
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« Is any desktop in an Unavailable state currently?
« Isthe virtual desktop agent unavailable on any desktop?

« Is any desktop in the maintenance mode?
6.1 The VM Platform Layer

Use the test mapped to this layer to determine connectivity issues (if any) between the broker and
the hosting platform.

i @ Hypervisor Connections

8

" Mendesks
v xendesktop56

Figure 6.2: The tests mapped to the VM Platform layer
6.1.1 Hypervisor Connections Test

This test reports the status of the connection between the Delivery Controller and each server that
hosts virtual desktops. In the absence of a healthy connection between the two, the broker may not
be able to provision desktops on-demand.

If users complaint of any delay in the servicing of their desktop requests, you may want to use this
test to check the connection status between the broker and the server hosting that desktop, so that
connection errors (if any) can be promptly detected.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every hosting server that is managed by the Delivery
Controller being monitored.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to.
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Parameter Description

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description m(:iatsurement Interpretation
Status of broker's | Indicates the status of This test reports one of the following values
connection to the connection to indicate the status of the connection
hypervisor between the broker between the broker and a hosting server:
and this hosting
server. + On

« InMaintenanceMode
« Unavailable

The numeric values that correspond to the
above-mentioned states are as follows:

Numeri- e
State ¢ Value Description

On Indicates
that the
brokerisin
contact with
the hyper-
visor

InMain- Indicates
tenanceMode
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Measurement
Unit

Measurement Description

Interpretation

Numeri- s
State ¢ Value Description

that the host
ing server
(e.g.,
XenServer,
Hyper-V)
through
which the
virtual
desktops
are man-
aged, is
under main-
tenance

Unavailable Indicates
that the
broker is
unable to
contact the
hypervisor

Note:

By default, this measure reports the above-
mentioned States while indicating the
connection status of the broker and the
hypervisor. However, the graph of this
measure will represent states using the
corresponding numeric equivalents - 1to 3
only.

The detailed diagnosis of this measure

reveals the IP address of every hosting
server being managed by the monitored
Delivery Controller.

The detailed diagnosis of the Status of broker’s connection to hypervisor measure reveals the IP address
of every hosting server being managed by the monitored Delivery Controller.

Detailed Diagnosis M. Graph & v Graph  Trend Graph  Fix History  Fix Feedback
Component ®DS5_141:80 Measured By HDS_141
Test Hypervisor Connection Status Description wCenterl0d

Measurement |Status of broker's connection to hypervisor vl

Timeline  [1houw %] From B[00 200 e 10 i D [ Subrit | wl=)
Details of Hypervisors
Time Hypervisor IP Address

Jan 10, 2011 14:34:21 192,168.10.136
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Figure 6.3: The detailed diagnosis of the Status of broker's connection to hypervisor measure
6.2 The Desktop Controllers Layer

Besides revealing the availability and overall health of the IIS web server on which the broker
executes, this layer also reveals the following:

« Status of each controller in a Delivery Controller farm
« Status of site services
« The health of the interactions between the broker service and the MS SQL database server

« The issues in the communication between the Citrix Configuration Service and the MS SQL
database

« Errorsin transactions executed by the Citrix Host Service on the broker's database
« How well the Citrix AD Identity Service interacts with the broker's MS SQL database

o The health of transactions performed by the Machine Creation Service on the broker's
database

« Whether the Citrix Machine Identity Service is able to connect to the broker's database, and
how well the database is managing the load generated by the service

» The load handling ability of the Citrix XML Service that is responsible for communications
between the Web Interface component and the XenDesktop site
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7 Desktop Controllers

= @ Controllers
" WIN-80J1M3TLK5H.Mas.eGinnovations.com
@ Citrix AD Identity Service
@ Citrix Broker Service
@ Citrix Configuration Service
(@) Citrix Host Service
@ Citrix Machine Creation Service
@ Citrix Machine Identity Service
~ (@ Citrix XML Services =
" assign desktop
v change password
" desktop restart
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" get account info
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" get protocol info
" get cerver farm data
v getuser info
" reconnect user sessions
+" sta redeem ticket
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" sta save
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Figure 6.4: The tests mapped to the Desktop Controllers layer
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6.2.1 Domain Controller Time Check Test

Citrix Delivery Controller 5.x will not be able to launch VMs that are in an unregistered state. The
virtual desktop agent executing on a VM might be unable to register the desktop with the DDC
(hence, the unregistered state) owing to many reasons; the most important of them is the lack of time
synchronization between the DDC and the Active Directory server it integrates with for
authenticating user logins.

If virtual desktops are found to be in an unregistered state, you can use this test to check whether the
DDC time-syncs with the AD server. If this test reports an error in time synchronization, then, you
can easily conclude that this is the cause for the unregistered state of the virtual desktops

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the domain name of the AD server with which the Citrix
Delivery Controller 5.x integrates.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.
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Measurements made by the test

Measurement Description me:?tsurement Interpretation

Domain time Indicates whether the This measure reports the value Ok if
synchronization DDC time syncs with the the DDC time-syncs with the AD
status domain controller. server. The value Error, on the other

hand, is reported if the DDC time does
not sync with the AD server’s time
stamp. The numeric values that
correspond to the above-mentioned
states are as follows:

State Numeric Value
Ok 1
Error 0

Note:

By default, this measure reports the
above-mentioned states while
indicating the time sync status of the
DDC with the domain controller.
However, the graph of this measure
will represent states using the
corresponding numeric equivalents
only —i.e., 0Oand 1.

If this measure reports the value Error,
then, you can use the detailed
diagnosis of this measure to know the
time stamp of the AD server when the
problem occurred.
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If this measure reports the value Error, then, you can use the detailed diagnosis of this measure to know the
time stamp of the AD server when the problem occurred.

Detailed Diagnosis | Measure Graph Summary Graph Trend Graph  Fix History  Fix Feedback

Component ®D4_200:20 Measured By WO _200
Test Domain Time Synec Description Mas, edinnovations. com

Measurement | Dornain time synchronization status %

Timeline  [1how ¥ srom B0 ] wri im0 | T @[ e o B O D O

Domain Controller(s) Time

Time | DL Time

Jan 10, 2011 15:45:02 Date/Tirne from Mas.eGinnovations.com ¢+ 1/1/0001 5:30:00 AM

Figure 6.5: The detailed diagnosis of the Domain time synchronization status measure
6.2.2 DNS Check Test

To be able to successfully register with the Citrix Delivery Controller 5.x, the virtual desktop agent
executing on the virtual desktops should be able to see the correct IP address of the Citrix Delivery
Controller 5.x. If the DNS server is incorrectly configured, then it will not be able to resolve the IP
address of the Citrix Delivery Controller 5.x to its domain name, thereby causing desktop registration
to fail; as a result, DDC will not be able to deliver virtual desktops on-demand to users.

This test brings DNS misconfigurations to light by reporting whether the DNS server is able to
resolve the IP address of the Citrix Delivery Controller 5.x to its fully qualified domain name. If this
test reports an error, then you can easily conclude that this is the reason why registration failed.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the DNS server that the Citrix Delivery Controller 5.x
users.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
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Parameter Description

detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description grt:iatsurement Interpretation

DNS lookup status | Indicates whether the This measure reports the value Ok if
DNS serveris able to the DNS server is able to resolve the
resolve the IP address of IP address of the DDC to its domain
the DDC toiits fully name. The value Error, on the other
qualified domain name. hand, is reported if the DNS server is

not able to resolve the IP address of
the DDC to its domain name. The
numeric values that correspond to the
above-mentioned states are as

follows:
State Numeric Value
Ok 1
Error 0
Note:

By default, this measure reports the
above-mentioned states to indicate
whether the DNS is properly
configured or not. However, the graph
of this measure will represent the
states using their corresponding
numeric equivalents only —i.e., 0 and
1.

Note:
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This test integrates with XDPing to report metrics. The XDPing tool is a command-line based
application which automates the process of checking for the causes of common configuration issues
in a XenDesktop environment. The tool can be used to verify configuration settings on both the Citrix
Delivery Controller and VDA machines, both from the console and remotely.

To enable the eG agent to integrate with XDPing, you need to download the XDPing tool from the
URL: http://support.citrix.com/article/CTX123278, and then, copy it to the <EG_INSTALL_
DIR>\eGurkha\bin directory on the agent host.

6.2.3 WCF EndPoints Test

The Windows Communication Foundation (or WCF) is an application programming interface (API)
in the .NET Framework for building connected, service-oriented applications.

WCEF is designed in accordance with service oriented architecture principles to support distributed
computing where services are consumed by consumers. Clients can consume multiple services and
services can be consumed by multiple clients. Services are loosely coupled to each other. Services
typically have a WSDL interface (Web Services Description Language) which any WCF client can
use to consume the service, irrespective of which platform the service is hosted on. WCF
implements many advanced web services (WS) standards such as WS- Addressing, WS-
ReliableMessaging and WS-Security.

A WCF client connects to a WCF service via an Endpoint. Each service exposes its contract via one
or more endpoints. An endpoint has an address, which is a URL specifying where the endpoint can
be accessed, and binding properties that specify how the data will be transferred.

Communication between virtual desktop machines and DDC controllers uses Microsoft's WCF. If
virtual desktops are unable to connect to the WCF endpoints or cannot consume the services
provided by the endpoints, then virtual desktop registration will fail; consequently, users may be
denied access to critical desktops.

Using this test, you can be promptly alerted to the unavailability of any WCF endpoint or the inability
of virtual desktops to consume services provided by any endpoint.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each WCF endpoint providing communication services
between the DDC and virtual desktops.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Measurements made by the test

Measurement Description gsiatsurement Interpretation

Connection status Indicates whether This measure reports the value Ok if
connection to this endpoint the connection to the endpoint is
is available or not. available. The value Error, on the

other hand, is reported if the
connection to the endpoint is
unavailable. The numeric values that
correspond to the above-mentioned
states are as follows:

State Numeric Value
Ok 1
Error 0

Note:

By default, this measure reports the
above-mentioned states to indicate
whether connection to the endpoint is
available or not. However, the graph of
this measure will represent the states
using their corresponding numeric
equivalents only —i.e., 0 and 1.

Service status Indicates whether virtual This measure reports the value Ok if
desktops are able to the endpoint services are available for
consume services consumption. The value Error, on the
provided by this endpoint. other hand, is reported if the endpoint

services cannot be consumed. The
numeric values that correspond to the
above-mentioned states are as
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o Measurement .
Measurement Description Unit Interpretation
follows:
State Numeric Value
Ok 1
Error 0
Note:

By default, this measure reports the
above-mentioned states to indicate
whether endpoint services can be
consumed or not. However, the graph
of this measure will represent the
states using their corresponding
numeric equivalents only —i.e., 0 and
1.

Note:

This test integrates with XDPing to report metrics. The XDPing tool is a command-line based
application which automates the process of checking for the causes of common configuration issues
in a XenDesktop environment. The tool can be used to verify configuration settings on both the
XenDesktop Broker and VDA machines, both from the console and remotely.

To enable the eG agent to integrate with XDPing, you need to download the XDPing tool from the
URL: http://support.citrix.com/article/CTX123278 , and then, copy it to the <EG_INSTALL_
DIR>\eGurkha\bin directory on the agent host.

6.2.4 Data Store Check Test

When a Delivery Controller farm is deployed, it must have an associated data store. The farm data
store is where persistent information about the farm, such as configuration information and
administrator account information, is stored.

Typically, brokers in a farm query the data store for configuration information when attempting to
come online. If the data store is unavailable or is inaccessible for long hours, brokersin the farm will
remain offline the whole time, thus denying users access to virtual desktops. To avoid this,
administrators can run the Data Store Check test at frequent intervals, check whether/not the broker
is able to connect to the data store, and in this way, detect connection failures before farm users
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complain. In the event of a connection failure, administrators can also use the detailed metrics
collected by this test to determine the reason for the connection failure and resolve it.

Note:

This test integrates with XDPing to report metrics. The XDPing tool is a command-line based
application which automates the process of checking for the causes of common configuration issues
in a XenDesktop environment. The tool can be used to verify configuration settings on both the
XenDesktop Broker and VDA machines, both from the console and remotely.

To enable the eG agent to integrate with XDPing, you need to download the XDPing tool from the
URL: http://support.citrix.com/article/CTX123278, and then, copy it to the <EG_INSTALL_
DIR>\eGurkha\bin directory on the agent host.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the DDC for which this test is to be configured.

Port Refers to the port at which the specified DDC listens to.

DSCheckPath This test uses Citrix's Data Store Checker tool to verify whether/not the monitored

DDC is able to connect to the data store. To enable the test to use this tool, you need
to specify the full path to the location of DSCheck.exe in the DSCheckPath text box.
Forinstance, your path can be: C:\Program Files (x86)\Citrix\system32.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability
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Parameter Description

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description ﬁs?tsurement Interpretation
Connectivity status | Indicates whether the The values that this measure can take
broker succeeded or failed and their corresponding numeric values
in establishing a are as follows:
connection with the data
store. Measure Numeric Value
Value
Failure 0
Success 1

If the value reported is Failure, you can
use the detailed diagnosis of this test to
determine the reason for the connection
failure.

Note:

By default, this measure reports the
above-mentioned Measure Values to
indicate the connectivity status of the
data store. However, the graph of this
measure will represent the same using
the numeric equivalents only.

6.2.5 Controller Services Test

This test auto-discovers the critical services executing on the Delivery Controller 5, and reports the
status of each service. With the help of this test, you can promptly detect which services are not
running currently.

Target of the test : A Citrix Delivery Controller 5.x

Agent deploying the test : Aninternal agent
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Outputs of the test : One set of results for each service auto-discovered from the Delivery

Controller 5.x.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Detailed Diagnosis

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Service status

Description Mefasurement Interpretation

Unit
Indicates whether this This measure reports the value Ok if
service is currently the service is running. The value Error,
running or not. on the other hand, is reported if the

service or any of its dependent
services is not running. The numeric
values that correspond to the above-
mentioned states are as follows:

EEEUE Numeric Value
Value
Ok 1
Error 0
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Measurement
Unit

Measurement Description

Interpretation

Note:

By default, this measure reports the
above-mentioned states to indicate
service availability. However, the
graph of this measure will represent the
states using their corresponding
numeric equivalents only —i.e., 0 and

1.

If this measure reports the value Error,
then, you can use the detailed
diagnosis of this test to figure out what
is causing the error.

Note:

This test integrates with XDPing to report metrics. The XDPing tool is a command-line based
application which automates the process of checking for the causes of common configuration issues
in a XenDesktop environment. The tool can be used to verify configuration settings on both the
Delivery Controller and VDA machines, both from the console and remotely.

To enable the eG agent to integrate with XDPing, you need to download the XDPing tool from the
URL: http://support.citrix.com/article/CTX123278, and then, copy it to the <EG_INSTALL_
DIR>\eGurkha\bin directory on the agent host.

6.2.6 Controllers Test

Controllers are server machines running instances of the broker service. The broker service is
responsible for the brokering of user sessions to desktops or applications, and for power
management of the underlying machines. An operational site must contain at least one Controller.

This test auto-discovers the Delivery Controllers configured within a site (i.e., a farm), and reports
the current status of each controller and the count of desktops registered with every controller.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every controller configured within a farm or for the
monitored controller only (depending upon the ISFARMSERVER flag setting).
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to.

IsFarmServer By default, this flag is set to Yes, indicating that the monitored server is the farm

Detailed Diagnosis

server of a controller farm. For a farm server, this test will report metrics at the farm-
level - accordingly, a set of metrics will be reported for each controller in the farm. On
the other hand, if the monitored controller is only a member of a farm and not the farm
server, then set this flag to No. In this case, the test will report metrics for the
monitored controller only and not for every controller in the farm.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Controller state

Description Me:asurement Interpretation
Unit
Indicates the current state This test reports one of the following
of this controller. values to indicate the current state of a
controller:

« Active — Indicates that the controller

is powered-on and fully operational

« On —Indicates that the controller is

powered-on, but not fully
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Measurement

Unit Interpretation

Measurement Description

operational.

« Failed — Indicates that the controller

has failed due to some reason

« Off —Indicates that the controller is

powered-off

The numeric values that correspond to
the above-mentioned states are as

follows:
State Numeric Value
Active 1
On 2
Failed 3
Off 4
Note:

By default, this measure reports the
above-mentioned States while
indicating the current state of a
controller. However, the graph of this
measure will represent states using the
corresponding numeric equivalents —
i.e., 1to4.

The detailed diagnosis of this measure
reveals when the controller was last
accessed, when it was last started,
and also displays the site services that
were active on the controller during its

last access.
Total registered Indicates the number of Number
desktops desktops that are currently
registered with this
controller.
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The detailed diagnosis of the Controller state measure reveals when the controller was last
accessed, when it was last started, and also displays the site services that were active on the
controller during its last access.

Detailad Di is | M Graph S v Graph  Trend Geaph  Fix History  Fix Feedback

Component HDS_141:20 Measured By ®DS_141

Test Contraller Status Description HENDSWINZKER2, Mas, eGinnovations, camn
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Details of Controller information
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2011 2:21:33  3:129:47
14123136 PM PM

Figure 6.6: The detailed diagnosis of the Controller state measure

6.2.7 Controller Active Site Services Test

With the help of this test, you can periodically monitor the state of site services that are active on
every controller in a Delivery Controller farm, and be proactively alerted if any of these services
suddenly stop.

This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick the Citrix Delivery Controller 5.x as
the Component type, set Performance as the Test type, choose this test from the disabled tests
list, and click on the < button to move the test to the ENABLED TESTS list. Finally, click the Update
button.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each site service that is active on each controller in the
farm or for each site service active on the monitored controller alone (depending upon the
ISFARMSERVER flag setting)Configurable parameters for the test.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.
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Parameter Description

IsFarmServer By default, this flag is set to Yes, indicating that the monitored server is the farm
server of a controller farm. For a farm server, this test will report metrics at the farm-
level - accordingly, this test will report the status of site services active on each
controller in the farm. On the other hand, if the monitored controller is only a member of
a farm and not the farm server, then set this flag to No. In this case, the test will report
the status of only those site services that are active on the monitored controller and not
the farm.

Measurements made by the test

Measurement Description gﬁiatsurement Interpretation
Controller service Indicates the current state If the site service is up and running,
state of this site service. then this measure reports the value

Running. On the other hand, if the
service stops, then this measure will
report the value Not Running.

The numeric values that correspond to
the above-mentioned states are as

follows:
State Numeric Value
Running 1
NotRunning 0
Note:

By default, this measure reports the
above-mentioned states while
indicating the state of the site service.
However, the graph of this measure will
be represented using the corresponding
numeric equivalents of the states —i.e.,
1and0.

6.2.8 Citrix Broker Service Test

The Citrix Broker Service brokers connections from endpoint devices to desktops and applications.
By closely monitoring how this service interacts with the broker's MS SQL database, you can be
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forewarned of potential delays in servicing user requests for desktops.

This test periodically monitors the load on the Citrix Broker Service, the connectivity between the
service and the database, and the health of transactions performed by the service on the database,
so that you can receive real-time updates on the following:

« The sudden unavailability of connection to the database;
« A service overload;
« Failure of transactions to the database;

« Delays in the completion of transactions on the database

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the DDC listens to.

Measurements made by the test

Measurement Description ﬁre‘?tsurement Interpretation
Brokered sessions | Indicates the number of Number This is a good indicator of the load
virtual desktop sessions handled by the service.
that are brokered by the
Citrix Broker Service.
Database average | Indicates the average time | Secs Ideally, the value of this measure
transaction time taken by the broker to should be low. A high value indicates
execute a database that the broker service is taking too
transaction from the Citrix much time to execute transactions on
Broker Service. the database; this can cause
significant delays in connection
brokering.
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Measurement Description ﬁﬁ:}tsurement Interpretation

Is database Indicates whether the This measure reports the value Yes if

connected? database is connected or the database is connected and No if it
not. is not. The numeric values that

correspond to these measure values
are as follows:

Measure Numeric
Value Value
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned Measure Values to
indicate whether/not the Citrix Broker
service is connected to the database.
However, in the graph of this
measure, the same will be
represented using the numeric
equivalents — 1 and 0 only.

If the database is unavailable, the
broker service may not be able to
perform critical database
transactions; this may adversely
impact the user experience with the
service and with the broker as a

whole.
Database Indicates the rate at which | Trans/Sec A low value is typically desired for
transaction errors the database transactions this measure.

are failing while the Citrix
Broker Service is
executing the
transactions.

Database Indicates the rate at which | Trans/Sec
transactions the database transactions
are executed by the Citrix
Broker Service.
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Measurement

Description

Measurement
Unit

Interpretation

Deregistration
requests

Indicates the number of
de-registration requests
received by the Citrix
Broker Service from the
virtual desktops.

Number/req

Expired launches

Indicates the rate at which
virtual desktops are timed
out while waiting to be
connected to the clients,
as detected by the Citrix
Broker Service.

Launches/Sec

Expired registrations

Indicates the number of
virtual desktop
registrations that have
expired.

Number

Expired registrations

per sec

Indicates the rate at which
virtual desktop
registrations with Citrix
Broker Service expire,
through inactive
communication.

Registrations/Sec

Hard registrations

Indicates the rate at which
the virtual desktop agents
are hard-registered i.e.,
forcefully registered with
the Citrix Broker Service.

Registrations/Sec

Registration
average request
time

Indicates the average time
taken to process a virtual
desktop registration
request in Citrix Broker
Service.

Secs

If the value of this measure increases
consistently, it denotes that the
registration process is bottlenecked.
If the situation is allowed to persist, it
can seriously hamper user
experience with the desktop service.

Registration rejects

Indicates the rate at which
the Citrix Broker Service
rejects registration
requests from virtual
desktops.

Rejects/Sec
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Measurement Description ﬁﬁ:}tsurement Interpretation
Registration Indicates the number of Number
requests registration requests
received by the Citrix
Broker Service from the
virtual desktops.
Registration Indicates the rate at which | Requests/Sec

requests per sec

the Citrix Broker Service
receives registration
requests from the virtual
desktops.

Soft registrations

Indicates the rate at which
virtual desktop agents are
soft-registered i.e.,
registered during
installation with the Citrix
Broker Service.

Registrations/Sec

Icon cache writes

Indicates the number of
icons cached for
connection leasing by the
Citrix Broker Service.

Number

For best performance, user
connections to regularly used icons
should be in the cache. However, if
the cache does not have adequate
space, then very few user
connections will be cached -
sometimes, many of the regular
connections themselves may not be
in the cache. In such a situation, if
the database becomes unavailable,
many application/desktop launches
will fail owing to the absence of
cached connections.

Therefore, to ensure that the value of
this measure remain high - i.e., to
ensure that sufficient user
connections toicons are present in
the cache - you need to make sure
that the cache is adequately sized.

Lease sync skipped

Indicates number of lease
cache synchronization

Number

The leases generated on each
Controller are uploaded to the Site
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Measurement

Description

Measurement
Unit

Interpretation

cycles that were skipped
as aresult of the previous
cycle not completing on
time.

database for periodic synchronization
to other Controllers on the Site.

If a non-zero value is reported by this
measure, it means that one/more
synchronizations have been missed.
This in turn implies that outdated
lease information is at the disposal of
the other controllers on the site. This
in turn can cause inconsistencies in
connection leasing behavior across
the site.

Lease uploads

Indicates the number of
leases uploaded and
synchronized across the
site for connection leasing
by the Citrix Broker
Service.

Number

Ideally, the value of this measure
should be high.

Lease writes

Indicates the number of
leases cached for
connection leasing by the
Citrix Broker Service.

Number

6.2.9 Citrix Configuration Service Test

The Citrix Configuration Service stores the configuration information related to Citrix services in the
broker's MS SQL database. With the help of this test, you can quickly and accurately isolate
slowdowns (if any) that the Citrix Configuration Service experiences while communicating with the

database.

Target of the test : A Citrix Delivery Controller 5.x

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller being monitored.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the DDC listens to.

Measurements made by the test

Measurement Description ﬁ:?tsurement Interpretation

Database average Indicates the average time | Secs Ideally, the value of this measure

transaction time taken by the broker to should be low. A high value indicates
execute a database that the Citrix Configuration Service is
transaction from the Citrix taking too much time to execute
Configuration Service. transactions on the database; this can

cause significant delays while
storing/retrieving configuration
information pertaining to Citrix

services.
Is database Indicates whether the This measure reports the value Yes if
connected? Citrix Configuration the database is connected and No if it
Service is able to connect is not. The numeric values that
to the database or not. correspond to these measure values

are as follows:

Measure .
Numeric Value
Value
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned Measure Values to
indicate whether/not the Citrix
Configuration service is connected to
the database. However, in the graph of
this measure, the same will be
represented using the numeric
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Measurement
Unit

Measurement Description

Interpretation

equivalents — 1 and O only.

If the database is unavailable, the
Citrix Configuration Service may not be
able to store the configuration of critical
Citrix services in the database.

Database Indicates the rate at which | Errors/Sec A low value is typically desired for this
transaction errors the database transactions measure.

are failing while the Citrix
Configuration Service is
executing the
transactions.

Database Indicates the rate at which | Trans/Sec
transactions the database transactions
are executed by the Citrix
Configuration Service.

6.2.10 Citrix Host Service Test

The Citrix Host Service manages host and hypervisor connections. This test tracks the transactions
executed by the Citrix Host Service on the broker's MS SQL database server, and reports
errors/delays (if any) in the transactions.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the DDC listens to.
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Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

Database average Indicates the average time | Secs Ideally, the value of this measure
transaction time taken by the broker to should be low. A high value indicates
execute a database that the Citrix Host Service is taking
transaction from the Citrix too much time to execute transactions
Host Service. on the database.
Is database Indicates whether the This measure reports the value Yes if
connected? Citrix Host Service is able the database is connected and No if it
to connect to the database is not. The numeric values that
or not. correspond to these measure values
are as follows:
LLEELLO) Numeric Value
Value
Yes 1
No 0
Note:
By default, this measure reports the
above-mentioned Measure Values to
indicate whether/not the Citrix Host
service is connected to the database.
However, in the graph of this measure,
the same will be represented using the
numeric equivalents — 1 and O only.
If the database is unavailable, the
Citrix Host Service may not be able to
perform some of its critical functions,
thereby affecting the overall health of
the broker.
Database Indicates the rate at which | Errors/Sec A low value is typically desired for this
transaction errors the database transactions measure.
are failing while the Citrix
Host Service is executing
the transactions.
Database Database transactions: Trans/Sec
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Measurement
Unit

Measurement Description

Interpretation

transaction errors Indicates the rate at which
the database transactions
are executed by the Citrix
Host Service.

6.2.11 Citrix AD Identity Service Test

The Citrix AD Identity Service manages active directory computer accounts. Once the broker
validates a user login, this service connects to the broker’s database to identify the virtual desktop
that is assigned to the user who has logged in. If the service experiences any connectivity issues with
the database during this time, or if the database responds slowly to the requests from the service,
the broker will not be able to launch the desktop for the user on time; this can scar the user
experience with the broker. With the help of this test, you can keep an eye on the service-database
interactions, and promptly detect and resolve connectivity issues, before users complaint.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the DDC listens to.

Measurements made by the test

Measurement Description ﬁﬁ?tsurement Interpretation

Database average Indicates the average time | Secs Ideally, the value of this measure

transaction time taken by the broker to should be low. A high value indicates
execute a database that the Citrix AD Identity Service is
transaction from the Citrix taking too much time to execute
AD ldentity Service. transactions on the database; this can
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Measurement

Description

Measurement
Unit

Interpretation

cause significant delays for users in
accessing their desktops.

transactions

the database transactions
are executed by the Citrix
AD Identity Service.

Is database Indicates whether the This measure reports the value Yes if
connected Citrix AD Identity Service the database is connected and No if it
is able to connect to the is not. The numeric values that
database or not. correspond to these measure values
are as follows:
LRI Numeric Value
Value
Yes 1
No 0
Note:
By default, this measure reports the
above-mentioned Measure Values to
indicate whether/not the Citrix AD
Identity service is connected to the
database. However, in the graph of this
measure, the same will be represented
using the numeric equivalents — 1 and 0
only.
If the database is unavailable, the
Citrix AD Identity Service may not be
able to identify the desktop that has
been assigned to alogged in user; in
such a case, the broker will not be able
to provision deskops for users.
Database Indicates the rate at which | Errors/Sec A low value is typically desired for this
transaction errors the database transactions measure.
are failing while the Citrix
AD Identity Service is
executing the
transactions.
Database Indicates the rate at which | Trans/Sec
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6.2.12 Citrix Machine Creation Service Test
The Citrix Machine Creation Service creates new virtual machines.

Once a valid user logs into the XenDesktop Controller via the Web Interface, the XenDesktop
Controller manages the desktop groups by building, starting, and shutting down the desktops as
required. At this juncture, the XenDesktop Controller relies on Machine Creation Services (MCS) to
deliver the appropriate desktop image to the Pooled and Dedicated desktop groups.

MCS does not require additional servers; it utilizes integrated functionality built into Citrix XenServer,
Microsoft Hyper-V and VMware vSphere. As MCS utilizes hypervisor functionality, it is only a viable
option for desktops virtualized on a hypervisor. A master desktop image is created and maintained
within the hypervisor pool. The XenDesktop Controller, via MCS, instructs the hypervisor to create a
snapshot of the base image and thin provision new virtual machines through the built-in hypervisor
functions. MCS utilizes special functionality within the XenDesktop Controller and XenDesktop
Agent (installed within the virtual desktop image) to build unique identities for each virtual machine,
which is stored within the virtual desktops identity disk. This functionality allows each virtual desktop
to be unique even though it is using the same base image.

Using this test, you can monitor the health of transactions performed by the MCS on the broker’s
SQL database.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller being monitored.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the DDC listens to.
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Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

Database average
transaction time

Indicates the average time
taken by the broker to
execute a database
transaction from the Citrix
MCS.

Secs

Ideally, the value of this measure
should be low. A high value indicates
that the Citrix MCS is taking too much
time to execute transactions on the
database; this can cause significant
delays for users in accessing their
desktops.

Is database
connected?

Indicates whether the
Citrix MCS is able to
connect to the database or
not.

This measure reports the value Yes if
the database is connected and No if it
is not. The numeric values that
correspond to these measure values
are as follows:

Measure

Numeric Value
Value

Yes 1

No 0

Note:

By default, this measure reports the
above-mentioned Measure Values to
indicate whether/not the Citrix Machine
Creation service is connected to the
database. However, in the graph of this
measure, the same will be represented
using the numeric equivalents — 1 and 0
only.

If the database is unavailable, the
Citrix MCS may not be able to perform
one/more critical operations; this can
cause a significant dip in the service-
levels desired from the broker.

Database
transaction errors

Indicates the rate at which
the database transactions
are failing while the Citrix
MCS is executing the

Errors/Sec

A low value is typically desired for this
measure.
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Measurement Description mﬁiatsurement Interpretation
transactions.

Database Indicates the rate at which | Trans/Sec

transactions the database transactions
are executed by the Citrix
MCS.

6.2.13 Citrix Machine ldentity Service Test

The Citrix Machine Identity Service manages the storage of virtual machines. This test monitors the
health of the transactions performed by this service on the broker's SQL database, and reveals the
following:

« Whether the service is able to connect to the database or not;
« The load imposed by the service on the database;
« The speed and efficiency with which the database is able to handle the transaction load

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the DDC listens to.

Measurements made by the test

Measurement Description m:?tsurement Interpretation

Database average Indicates the average time | Secs Ideally, the value of this measure

transaction time taken by the broker to should be low. A high value indicates
execute a database that the Citrix Machine Identity service

transaction from the Citrix is taking too much time to execute
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Measurement

Description

Measurement
Unit

Interpretation

Machine Identity service.

transactions on the database; this can
cause significant delays for users in
accessing their desktops.

transactions

the database transactions

Is database Indicates whether the This measure reports the value Yes if
connected? Citrix Machine Identity the database is connected and No if it
service is able to connect is not. The numeric values that
to the database or not. correspond to these measure values
are as follows:
BRI Numeric Value
Value
Yes 1
No 0
Note:
By default, this measure reports the
above-mentioned Measure Values to
indicate whether/not the Citrix Machine
Identity service is connected to the
database. However, in the graph of this
measure, the same will be represented
using the numeric equivalents —1 and 0
only.
If the database is unavailable, the
Citrix Machine Identity service may not
be able to perform one/more critical
operations; this can cause a significant
dip in the service-levels desired from
the broker.
Database Indicates the rate at which | Errors/Sec A low value is typically desired for this
transaction errors the database transactions measure.
are failing while the Citrix
Machine Identity service
is executing the
transactions.
Database Indicates the rate at which | Trans/Sec
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Measurement

Unit Interpretation

Measurement Description

are executed by the Citrix
Machine ldentity service.

6.2.14 Citrix XML Services Test

The Citrix XML service is responsible for communications between the Web Interface component
and the XenDesktop site. The XML Service authenticates users, provides a list of available virtual
desktops, and generates the information to allow the end-point to make a connection to the virtual
desktop. To understand the load handled by the XML service, proactively determine probable delays
in the delivery of the XML service, and to isolate the exact XML transaction that is causing the
slowdown, you can use this test.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each XML transaction performed by the XML service.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Measurements made by the test

Measurement Description I\Ullrc-:?tsurement Interpretation

Average transaction | Indicates the time taken by | Secs Ideally, the value of this measure

time this XML transaction to should be low. A high value indicates
complete. that a particular XML transaction is

taking too much time for execution;
this can adversely impact the user
experience with the broker.

Concurrent Indicates the number of Number These measures are good indicators of
transactions concurrent transactions the processing ability of the XML
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Measurement

Measurement
Unit

Description

Interpretation

being processed. service.

Transactions

Indicates the rate at which | Trans/Sec
this transaction was
processed by the XML
service.

6.2.15 XenDesktop Alerts Test

This test monitors the log files of the Delivery Controller to capture errors/warnings of configured

patterns.

This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick the Delivery Controller 5 as the
Component type, set Performance as the Test type, choose this test from the disabled tests list,
and click on the >> button to move the test to the ENABLED TESTS list. Finally, click the Update

button.

Target of the test : A Citrix Delivery Controller 5.x

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every alertfile and searchpattern combination.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port The port at which the server listens.

AlertFile Specify the path to the alert log file to be monitored. For eg., C:/cds/controller.log.

Multiple log file paths can be provided as a comma-separated list - eg.,
c:/cds/pool.log,C:/cds/controller.log.

Also, instead of a specific log file path, the path to the directory containing log files can
be provided - eg., c:/cds. This ensures that eG monitors the most recent log files in the
specified directory. Specific log file name patterns can also be specified. For example,
to monitor the latest log files with names containing the string 'pool’, the parameter
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Parameter

Description

SearchPattern

specification can be, c./cds/*pool*. Here, '*' indicates leading/trailing characters (as
the case may be). In this case, the eG agent first enumerates all the log files in the
specified path that match the given pattern, and then picks only the latest log file from
the result set for monitoring.

You can also configure the path in the following format: Name@/ogfilepath. Here,
Name represents the display name of the path being configured. Accordingly, the
parameter specification for the 'pool' example discussed above can be:
pool@/tmp/db/*pool*. In this case, the display name pool will alone be displayed as
the descriptor of this test.

Every time this test is executed, the eG agent verifies the following:

« Whether any changes have occurred in the size and/or timestamp of the log files

that were monitoring during the last measurement period;

« Whether any new log files (that match the AlertFile specification) have been newly

added since the last measurement period;

If a few lines have been added to a log file that was monitored previously, then the eG
agent monitors the additions to that log file, and then proceeds to monitor newer log
files (if any). If an older log file has been overwritten, then, the eG agent monitors this
log file completely, and then proceeds to monitor the newer log files (if any).

Enter the specific patterns of alerts to be monitored. The pattern should be in the
following format: <PatternName>:<Pattern>, where <PatternName> is the pattern
name that will be displayed in the monitor interface and <Pattern> is an expression of
the form - *expr* or expr or *expr or expr*, etc. A leading "' signifies any number of
leading characters, while a trailing "' signifies any number of trailing characters.

11

For example, say you specify XenFactory:*XenFactory*, in the SearchPattern text

box. This indicates that "XenFactory" is the pattern name to be displayed in the monitor
interface. "*XenFactory™" indicates that the test will monitor only those lines in the log
which contain the term "XenFactory".

%1

A single pattern may also be of the form e1+e2, where + signifies an OR condition.
That is, the <PatternName> is matched if either e1 is true or e2 is true.

Multiple search patterns can be specified as a comma-separated list. For example:
XenFactory:*XenFactory* LicenseRetry:*LicenseRetryThreadBody*

If the AlertFile specification is of the format Name@logfilepath, then the descriptor for
this test in the eG monitor interface will be of the format: Name:PatternName. On the
other hand, if the AlertFile specification consists only of a comma-separated list of log
file paths, then the descriptors will be of the format: LogFilePath:PatternName.
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Parameter Description
If you want all the messages in a log file to be monitored, then your specification would
be: <PatternName>:*.

Lines Specify two numbers in the format x:y. This means that when a line in the alert file

ExcludePattern

UniqueMatch

RotatingFile

matches a particular pattern, then x lines before the matched line and y lines after the
matched line will be reported in the detail diagnosis output (in addition to the matched
line). The default value here is 0:0. Multiple entries can be provided as a comma-
separated list.

If you give 1:1 as the value for Lines, then this value will be applied to all the patterns
specified in the SearchPattern field. If you give 0:0, 71:1 as the value for Lines and if the
corresponding value in the SearchPattern text box is like

XenFactory:*XenFactory* LicenseRetry:*LicenseRetryThreadBody™

0:0 will be applied to XenFactory:*XenFactory* pattern

1:1 will be applied to LicenseRetry:*LicenseRetryThreadBody* pattern

Provide a comma-separated list of patterns to be excluded from monitoring in the
ExcludePattern text box. For example *critical®, *exception™. By default, this
parameter is set to 'none'.

By default, the UniqueMatch parameter is set to False, indicating that, by default, the
test checks every line in the log file for the existence of each of the configured
SearchPatterns. By setting this parameter to True, you can instruct the test to ignore a
line and move to the next as soon as a match for one of the configured patterns is found
in that line. For example, assume that Pattern1:*fatal*,Pattern2:*error*is the
Searchpattern that has been configured. If UniqueMatch is set to False, then the test
will read every line in the log file completely to check for the existence of messages
embedding the strings 'fatal’ and 'error'. If both the patterns are detected in the same
line, then the number of matches will be incremented by 2. On the other hand, if
UniqueMatch is set to True, then the test will read a line only until a match for one of
the configured patterns is found and not both. This means that even if the strings 'fatal’
and 'error' follow one another in the same line, the test will consider only the first match
and not the next. The match count in this case will therefore be incremented by only 1.

This flag governs the display of descriptors for this test in the eG monitoring console.

If this flag is set to True and the AlertFile text box contains the full path to a specific
(log/text) file, then, the descriptors of this test will be displayed in the following format:
Directory_containing_monitored_file:<SearchPattern>. For instance, if the
AlertFile parameter is set to c:\e Gurkhallogs\syslog.txt, and RotatingFile is set to
True, then, your descriptor will be of the following format:
c:\eGurkha\logs:<SearchPattern>. On the other hand, if the RotatingFile flag had
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Parameter

Description

DD Frequency

Detailed Diagnosis

been set to False, then the descriptors will be of the following format:
<FileName>:<SearchPattern> -i.e., syslog.txt:<SearchPattern>in the case of the
example above.

If this flag is set to True and the AlertFile parameter is set to the directory containing
log files, then, the descriptors of this test will be displayed in the format: Configured_
directory_path:<SearchPattern>. For instance, if the AlertFile parameter is set to
c:\eGurkhallogs, and RotatingFile is set to True, then, your descriptor will be:
c:\eGurkha\logs:<SearchPattern>. On the other hand, if the RotatingFile parameter
had been set to False, then the descriptors will be of the following format:
Configured_directory:<SearchPattern>-i.e., logs:<SearchPattern>in the case of
the example above.

If this flag is set to True and the AlertFile parameter is set to a specific file pattern,
then, the descriptors of this test will be of the following format:
<FilePattern>:<SearchPattern>. For instance, if the AlertFile parameter is set to
c:\eGurkha\logs\*sys* and RotatingFile is set to True, then, your descriptor will be:
*sys*:<SearchPattern>. In this case, the descriptor format will not change even if the
RotatingFile flag status is changed.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.
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Measurements made by the test

Measurement Description ﬁﬁiatsurement Interpretation

Recent errors Indicates the number of Number The value of this measure is a clear
errors that were added to indicator of the number of “new” alerts
the alert log when the test that have come into the alert log of the
was last executed. monitored Delivery Controller. The

detailed diagnosis of this measure, if
enabled, provides the detailed
descriptions of the errors of the
configured patterns.

6.3 The Desktop Sites Layer

The tests mapped to this layer monitor the following:

« The status of physical/virtual desktops managed by the current site

« The availability and usage of desktops in each catalog managed by the current site

The availability and responsiveness of the license server in the site;

« The status of critical services executing on the controller;

7 Desktop Sites - o al

~ (@ site Details
v’ eGXenDDC

- @ Catalog Details

v All
' WINT

&l

" windows B xendesktop
v WinXp

Figure 6.7: The tests mapped to the Desktop Site layer

6.3.1 Brokering Machines Test

A broker site is a top-level, logical representation of the XenDesktop site, from the perspective of the
brokering services running within the site. It defines various site-wide default attributes used by the
brokering services. A XenDesktop installation has only a single broker site instance.
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This test reports the current powered-on state and registration state of each virtual/physical desktop
that is managed by the current broker site.

This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick the Citrix Delivery Controller 5.x as
the Component type, set Performance as the Test type, choose this test from the DISABLED
TESTS list, and click on the >> button to move the test to the ENABLED TESTS list. Finally, click the

Update button.

Target of the test : A Citrix Delivery Controller 5.x

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each desktop or each catalog:desktop pair (as the case
may be) in the current broker site.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the DDC listens to.

Report by Catalog By default, the Report by Catalog flag is set to Yes, indicating that this test reports a

Detailed Diagnosis

set of measures for every catalog name: desktop name combination, by default. To
ensure that this test reports the desktop name alone, set this flag to No.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.
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Measurements made by the test

Measurement Description m(:iatsurement Interpretation
Power state Indicates the current This measure reports the following
operational state of this values to indicate the operational state of
desktop. a desktop.
« On
« TumingOn
« Resuming

» Suspending
« Suspended
. Off

o TurningOff
« Unmanaged
« Unavailable

« Unknown

The numeric values that correspond to
the above-mentioned states are as
follows:

State Numeric Value

On 1

TurningOn

Resuming

Suspending

Suspended
Off

TurningOff

Unmanaged

Ol Nl ||| DN

Unavailable

Unknown

RN
o
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Measurement

Description

Measurement
Unit

Interpretation

Note:

By default, this measure reports one of
the above-mentioned States to indicate
the operational state of a desktop.
However, the graph of this measure will
represent the states using their
corresponding numeric equivalents —i.e.,
1to10.

Using the detailed diagnosis this
measure, you can easily determine the
catalog to which the desktop belongs, the
DNS with which it interacts, the hosting
server on which the desktop operates,
the hypervisor connection name, and the
last hosting update time.

Registration state

Indicates whether this
desktop is registered with
the broker or not.

This measure reports the following states
to indicate the registration state of the
desktop.

« Registered
« Unregistered
« AgentError

A virtual desktop is said to be in an
Unregistered state if the Virtual Desktop
Agent is executing smoothly on the
desktop, but fails to register with the
controller, owing to one/more of the
following desktop-related issues:

« The virtual desktop may not be added

to the correct site;

o The virtual desktop firewall is not

properly configured;
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Measurement

Unit Interpretation

Measurement Description

« The DNS is not properly configured;

« Thetime synchronization between the
virtual desktop and the controller is not

properly configured;

« Domain membership problems —a
virtual desktop may appear to be a part
of a particular domain, but in reality,

may be part of another domain;

o The usage of multiple network
adapters by a virtual desktop may
cause the security negotiation
between the desktop and controller to

fail;

« Issues with the virtual desktop’s

Service Principal Name (SPN)

An AgentError is reported if the Virtual
Desktop Agent itself is experiencing
issues in its operations.

The numeric values that correspond to
the above-mentioned states are as

follows:
Numeric
State Value
Registered 1
Unregistered 2
AgentError 3
Note:

By default, this measure reports the
above-mentioned States while indicating
the registration state of the virtual
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Measurement

Unit Interpretation

Measurement Description

desktop with the desktop broker.
However, the graph of this measure will
represent the states using their
corresponding numeric equivalents —i.e.,
1to 3.

Using the detailed diagnosis of the Power state measure, you can easily determine the catalog to
which the desktop belongs, the DNS with which it interacts, the hosting server on which the desktop
operates, the hypervisor connection name, and the last hosting update time.

Detailed Di i ] Graph Fix History Fix Feedback

Component 10.141:80 Measured By 10.141

Test Brokering Machines Information Description hypxpi:MAS\HYPXPS4BIT

Measurement | Sover stats L:g!

v e | e NP FER N - | e P O o W O O O |

Lists the brokering machine details
Time Catalog Name DHNS Name Hosted Machine Name Hypervisor Connection Last Hosting Update Time
Name

Feb 02, 2011 12:13:33
hypxpl hypxp&4bit.Mas.eGinnovations.com | -

Figure 6.8: The detailed diagnosis of the Power state measure reported by the Brokering Machines Test
6.3.2 Catalog Details Test

In XenDesktop, collections of virtual machines (VMs) or physical computers of the same type are
managed as a single entity called a catalog. To deliver desktops to users, the machine administrator
creates a catalog of machines and the assignment administrator allocates machines from the
catalog to users by creating desktop groups.

This test auto-discovers the catalogs managed by the XenDesktop site being monitored, and reports
useful statistics related to each catalog, which reveal:

« The catalog type;
« The type of desktops allocated to each catalog;

« The availability, usage, and assignment of desktops in each catalog

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each catalog managed by the target XenDesktop site.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the DDC listens to.

Detailed Diagnosis

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Allocation type

Description Me?surement Interpretation
Unit
Indicates the allocation This measure can report one of the
type of the virtual following values:
desktops available in
this catalog. « Permanent
« Random

The table below provides the numeric
values that correspond to the allocation
types listed above, and a brief description
of each type:

Allocation [Numeric

Type Value Description

Permanent 1 Indicates that
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Measurement

Description

Measurement

Unit

Interpretation

Allocation
Type

Numeric
Value

Description

the virtual
desktops in this
catalog are per-
manently
assigned to the
user.

Random

Indicates that
the virtual
desktops in this
catalog are
picked in ran-
dom and are
temporarily
assigned to the
user.

Note:

By default, this measure reports the
Allocation Types listed in the table
above. However, the graph of this
measure will represent the allocation
types using their corresponding numeric
equivalents —i.e., 1and 2.

Total machines

Indicates the number of
virtual desktops in this
catalog.

Number

to users

Machines assigned

Indicates the number of
virtual desktops in this
catalog that are currently
assigned to users.

Number

desktop groups

Machines assigned
to users not in any

Indicates the number of
virtual desktops in this
catalog, which are not
part of any desktop
group, but are assigned
to users.

Number

desktop group

Machines not in any

Indicates the number of
virtual desktops in this

Number
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Measurement

Description

Measurement
Unit

Interpretation

catalog, which are not

part of any desktop
group.
Machines not Indicates the number of | Number
assigned to users unassigned virtual
not in any desktop | desktops in this catalog
groups that are not part of any
desktop group.
Machines not Indicates the number of | Number
assigned to users virtual desktops in this
catalog that are not
assigned to any users.
Machines used in Indicates the number of | Number

desktop groups virtual desktops in this
catalog that are within
desktop groups.

Catalog kind Indicates the type of This measure reports one of the following
catalog. values:

« ThinCloned

« Singlelmage

« PowerManaged
« Unmanaged

. PVS

« Unknown

The table below provides the description
for each of the aforesaid catalog types:

Catalog Type Description

ThinCloned This type of
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Measurement

Unit Interpretation

Measurement Description

Catalog Type

Description

catalog is for
the virtual
desktops that
are created and
managed
through Citrix
Provisioning
Service (PVS).
These virtual
desktops when
managed, are
associated with
a hypervisor
connection.
This catalog
type implies
that the original
golden VM
image in the
PVS gets
cloned when
the virtual
desktops are
assigned to the
users and the
data stored in
the virtual
desktops by the
users is
retained even
after the restart
of the virtual
desktops.

Singlelmage

This type of
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Measurement

Measurement .
Unit

Description

Interpretation

Catalog Type

Description

catalog is for
the virtual
desktops that
are created and
managed
through Citrix
Provisioning
Service (PVS).
These virtual
desktops when
managed, are
associated with
a hypervisor
connection.
This catalog
type implies
that a single
golden VM
image in the
PVS is shared
by multiple
virtual desktops
when they are
assigned to
users and the
data available
in the virtual
desktops are
lost, once the
desktops are
restarted.

PowerManaged

This type of
catalog
indicates that
the managed
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Measurement
Unit

Measurement Description

Interpretation

Catalog Type

Description

virtual desktops
are manually
provisioned by
the
administrators.
These virtual
desktops when
managed, are
associated with
a hypervisor
connection.

Unmanaged

This catalog
type indicates
that the virtual
desktops are
not managed
and hence,
there is no need
for a hypervisor
connection.

PVS

This catalog
type is for the
managed virtual
desktops that
are provisioned
using the
existing PVS
product. These
virtual desktops
when managed,
are associated
with a
hypervisor
connection.
Only shared
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Measurement

Description

Measurement
Unit

Interpretation

Catalog Type Description

virtual desktops
are suitable for
this catalog

type.

Unknown Indicates that
the type of the
catalog for the
virtual desktops
is unknown.

The numeric values that correspond to the
Catalog Types in the table are as follows:

State Numeric Value
ThinCloned 1
Singlelmage 2
PowerManaged 3
Unmanaged 4
PVS 5
Unknown 0

Note:

By default, this measure reports the
above-mentioned Catalog Types.
However, the graph of this measure will
represent the types using the numeric
equivalents mentioned in the table above
—i.e,0tob.

Physical machines
included in catalog

Indicates whether or not
this catalog contains any
physical desktops.

This measure is relevant only if the
Catalog kind measure reports the value
PVS —i.e., only if the type of catalog is
PVS.

This measure reports the values Yes or
No to indicate whether or not a catalog
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Measurement
Unit

Measurement Description

Interpretation

contains any physical desktops.

The numeric values that correspond to the
Yes/No states are as follows:

State Numeric Value
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned states while indicating
whether the catalog contains any physical
desktops. However, the graph of this
measure will represent States using the
corresponding numeric equivalents —i.e.,
1and O only.

The detailed diagnosis of this measure
reveals the IP address and domain name
of the server that provisioned the physical
desktops. The eG agent will collect the
detailed measures only if the catalog
contains physical desktops -i.e., only if
this measure returns the value Yes.

6.3.3 Site Details Test

A broker site is a top-level, logical representation of the XenDesktop site, from the perspective of the
brokering services running within the site. It defines various site-wide default attributes used by the
brokering services. A XenDesktop installation has only a single broker site instance.

This test promptly alerts administrators to the following anomalies related to the monitored site:

« The sudden non-availability of the license server in the site;
« Poor responsiveness of the license server;

« Failure of the Citrix Broker service, Citrix Machine Creation service, and other critical services
executing on the controller
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Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each catalog managed by the target XenDesktop site.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the DDC for which this test is to be configured.
Port Refers to the port at which the specified DDC listens to.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description ﬁ:iatsurement Interpretation
License server Indicates the Percent If the license server is available, a value of
availability availability of the 100 is shown and if the license server is not
license serverin this available, a value of 0 is shown.
site.

Since the license server is responsible for
managing the licenses for all the components
of XenDesktop, the non-availability of the
license server, should have serious
repercussions on the performance of the
XenDesktop site. However, such adversities
are averted by the 90-day grace period that
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Measurement
Unit

Measurement Description

Interpretation

XenDesktop embeds; this allows the system
to function normally for 90 days if the license
server becomes unavailable.

Moreover, if this measure reports that the
license server is unavailable, then you may
instantly want to know which license server
the XenDesktop is communicating with. At
this juncture, you can use the detailed
diagnosis of this measure (if enabled) to
ascertain the name of the license server and
the port at whichiit listens.

Response time Indicates the time Secs Ideally, the response time should be low.
taken by the broker to

establish a connection
with the license server.

Status of Broker Indicates the current The Citrix Broker Service brokers

service on state of the Citrix connections from endpoint devices to

controller Broker service on the desktops and applications. This service is
monitored controller. critical to the continuous functioning of the

Delivery Controller. If this service fails or
reports errors, then users may not be able to
access their desktops.

This measure reports the following states
while indicating the broker connection to the
configured database.

. Ok

« DBUnconfigured

« DBRejectedConnection

« InvalidDBConfigured

- DBNewerVersionThanService
« DBOlderVersionThanService

« DBVersionChangelnProgress
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Measurement

Unit Interpretation

Measurement Description

« PendingFailure
» Failed

o Unknown

The table below briefly describes each of the
states listed above:

Descrip-

State .
tion

Ok Indicates
that the
broker is
connected
to a valid
database
and the
service is
running.

DBUnconfigured Indicates
that the
broker
does not
possess a
configured
database
con-
nection.

DBRejectedConnection [Indicates
that the
database
has rejec-
ted the
login cre-
dentials
from the
Broker Ser.
vice. This
may be
caused by
bad login
cre-
dentials,
or due to
the data-
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Measurement
Unit

Measurement Description

Interpretation

Descrip-

State .
tion

base not
being
installed.

InvalidDBConfigured Indicates
that the
database
schema is
missing
i.e., the
stored pro-
cedures
are miss-
ing from
the data-
base.

DBNew- Indicates
erVersionThanService |thatthe
version of
the broker
is older
than the
database
versioSn.
To access
the data-
base,
upgrade
the ver-
sion of the
broker.

DBOlder- Indicates
VersionThanService that the
version of
the data-
base is
older than
the broker
version.
To access
the data-
base,
upgrade
the ver-
sion of the
database.
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Measurement

Unit Interpretation

Measurement Description

Descrip-

State .
tion

DBVer- Indicates
sionChangeinProgress |thatthe
database
schema
upgrade is
in pro-
gress.

PendingFailure Indicates
that the
con-
nectivity
between
the Broker
Service
and the
database
has been
lost. This
may be
due to a
transitory
network
error, but
may indic-
ate a loss
of con-
nectivity
that
requires
admin-
istrator
inter-
vention.

Failed Indicates
that the
con-
nectivity
between
the broker
and the
database
has been
lost for an
extended
period of
time, or
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Measurement
Unit

Measurement Description

Interpretation

Descrip-

State .
tion

the con-
nectivity
has failed
due to a
con-
figuration
problem.
The broker
service
cannot
operate
while its
con-
nection to
the data-
base is
unavail-
able.

Unknown Indicates
that the
status of
the service
cannot be
determ-
ined.

The table below lists the numeric values that
correspond to the states reported by this

measure:
state c Value

Ok 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNew— _ 5
erVersionThanService

DBO.Ider- _ 6
VersionThanService
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Measurement

Description

Measurement

Unit

Interpretation

Siio ¢ Value
QBVer— . 7
sionChangeinProgress
Pending Failure 8
Failed 9
Unknown 10

Note:

By default, this measure reports the States
listed in the table above to indicate the status
of the broker’s connection with the database.
However, the graph of this measure will
represent States using the corresponding
numeric equivalents —i.e., 1to 10 only.

Status of Host
service on
controller

Indicates the current
state of the Host
service on the
controller.

The Citrix Host Service creates and
manages hypervisor connections via specific
plugins for XenServer, ESX, and Hyper-V. If
this service is unavailable, then, the broker
service will not be able to access, clone,
start, or stop VMs on hypervisors.

The table below lists the States reported by
this measure and the numeric values that
correspond to each of these states:

State c Value

Ok 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNevy— _ 5
erVersionThanService

DBO.Ider- _ 6
VersionThanService
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Measurement Description gﬁﬁsurement Interpretation
State ¢ Value
QBVer— . 7
sionChangeinProgress
Pending Failure 8
Failed 9
Unknown 10

Note:

By default, this measure reports the States
listed in the table above to indicate the status
of the Citrix Host service. However, the
graph of this measure will represent States
using the corresponding numeric equivalents

—i.e., 1Tto 10 only.
Status of AD Indicates the current The AD Identity server manages Active
Identity service on | state of the AD Identity Directory computer accounts.
controller service on the The table below lists the States reported by
controller.

this measure and the numeric values that
correspond to each of these states:

state c Value

Ok 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNevy- . 5
erVersionThanService

DBO.Ider- _ 6
VersionThanService

QBVer- . 7
sionChangeinProgress

Pending Failure 8
Failed 9
Unknown 10
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Measurement

Measurement .
Unit

Description

Interpretation

Note:

By default, this measure reports the States
listed in the table above to indicate the status
of the Citrix AD Identity service. However,
the graph of this measure will represent
States using the corresponding numeric
equivalents —i.e., 1to 10 only.

Status of
Configuration
service on
controller

Indicates the current
status of the
Configuration service
on the controller.

The Citrix Configuration Service stores
global meta-data about all the other services
so there is no SCP record needed in AD
anymore.

The table below lists the States reported by
this measure and the numeric values that
correspond to each of these states:

state c Value
Ok 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNew-
erVersionThanService g
DBO.Ider- _ 6
VersionThanService
QBVer— . 7
sionChangeinProgress
Pending Failure 8
Failed 9
Unknown 10

Note:

By default, this measure reports the States
listed in the table above to indicate the status
of the Citrix Configuration service. However,
the graph of this measure will represent
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Measurement

Description

Measurement

Unit

Interpretation

States using the corresponding numeric
equivalents —i.e., 1to 10 only.

Status of Machine
Creation service on
controller

Indicates the current
state of the Machine
Creation server on the
controller.

The Citrix Machine Creation Service creates
new virtual machines.

The table below lists the States reported by
this measure and the numeric values that
correspond to each of these states:

State c Value
Ok 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNevlv- . 5
erVersionThanService
DBO.Ider- . 6
VersionThanService
QBVer- . 7
sionChangeinProgress
Pending Failure 8
Failed 9
Unknown 10

Note:

By default, this measure reports the States
listed in the table above to indicate the status
of the Citrix Machine Creation service.
However, the graph of this measure will
represent States using the corresponding
numeric equivalents —i.e., 1to 10 only.

Status of Machine
Identity service on
controller

Indicates the current
status of the Machine
Identity service on the
controller.

The Citrix Machine Identity Service manages
the storage of virtual machines.

The table below lists the States reported by
this measure and the numeric values that
correspond to each of these states:
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Measurement Description g::;surement Interpretation
State ¢ Value
Ok 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNe\{v- . 5
erVersionThanService
DBO.Ider- ' 6
VersionThanService
DBVer- . 7
sionChangeinProgress
Pending Failure 8
Failed 9
Unknown 10
Note:
By default, this measure reports the States
listed in the table above to indicate the status
of the Citrix Machine Identity service.
However, the graph of this measure will
represent States using the corresponding
numeric equivalents —i.e., 1to 10 only.

The detailed diagnosis of the License server availability measure displays the name of the License
server in the site and the port at which it listens. This information enables administrators to effectively
troubleshoot issues with the availability of the License server.

Detailed Di M. Graph % v Graph Trend Graph  Fix History  Fix Feedback
Component ¥DS_141:80 Measured By HDS_141
Test Site Details Description QOEDSK

Measurement | License server availability V|

Details of License Server

Time Site Name License Server Mame License Server Port

Jan 10, 2011 14:12:07 QOEDSKE HEMDSWINZKERZ.Mas, eGinnovations.com | 27000

Figure 6.9: The detailed diagnosis of the License server availability measure
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6.4 The Desktop Groups Layer
With the help of the tests mapped to this layer, you can accurately identify the following:

« Which desktop group has been over-utilized?

« Which desktop group is unavailable currently?

& Desktop Groups =y 83 Al

or @ Unregistered Desktops - Farm =3
' WINT7XDP
v winBxendesktop
v’ XenDDC
" All
X @A\raiiahiht\r of Desktop Groups

&l

v’ WIN7XDP
v wingxendesktop
v’ XenDDC
B @ Desktop Groups
v All
v WIN7XDP

&l

+ win8xendesktop

" XenDDC

Figure 6.10: The tests mapped to the Desktop Groups layer
6.4.1 Desktop Groups Test
Desktop groups are sets of virtual machines allocated to users and user groups.
In a desktop group:

« You can use multiple catalogs
« You can allocate a user to multiple machines

« You can allocate multiple users to one machine

« You can, using the XenDesktop SDK, allocate a machine to a device instead of a user or group

With the help of this test, you can determine the maintenance mode of each desktop group managed
by the monitored controller, and track the usage of desktops within each group. Unregistered
desktops, CPU-intensive desktops, disconnected desktops, and desktops available to users, which

are managed by this controller, can thus be quickly and accurately isolated.
Target of the test : A Citrix Delivery Controller 5.x

Agent deploying the test : Aninternal agent
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Outputs of the test : One set of results for each desktop group managed by the monitored
controller.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The host for which this test is to be configured.

Port Refers to the port used by the DDC. The default port number is 80.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description me:?tsurement Interpretation

Is desktop group in | Indicates whether this Desktop groups are typically put on

maintenance mode? | desktop groupisina maintenance mode, if the connections
maintenance mode or not. to the desktops within the group are to

be temporarily stopped so that
maintenance tasks are carried out.

XenDesktop has no control over
desktop groups that are in maintenance
mode. No user can log on to a desktop
in this state.

This measure reports the value Yesif a
desktop group is in the maintenance
mode, and reports No if it is not. The
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Measurement

Description

Measurement
Unit

Interpretation

numeric values that correspond to the
above-mentioned states are as follows:

State Numeric Value
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned states while indicating
the maintenance status of the desktop
group. However, the graph of this
measure will represent the maintenance
modes using the numeric equivalents —
1and 0 -only.

desktops in this desktop
group that are available for
a new user to connect to.

Total desktops Indicates the total number | Number
of desktops in this group.
Available desktops | Indicates the number of Number Ideally, this value should be high. The

detailed diagnosis of this measure will
reveal the complete details of the
available desktops, such as, the
desktop name, IP address, the desktop
type, the catalog to which the desktop
belongs, the hosting server on which the
desktop operates, etc.

desktops in this group that
are currently used by
users.

Disconnected Indicates the number of Number The detailed diagnosis of this measure
desktops desktops that are will reveal the complete details of the
disconnected from this disconnected desktops, such as, the
desktop group. desktop name, IP address, the desktop
type, the catalog to which the desktop
belongs, the hosting server on which the
desktop operates, etc.
Desktops in use Indicates the number of Number The detailed diagnosis of this measure

provides complete details of the
desktops in use such as the desktop
name, the desktop group and catalog to
which it belongs, the operating system it
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Measurement

Description

Measurement
Unit

Interpretation

runs on, the DNS server with which it
communicates, and the desktop type -
whether Private or Shared.

Percentage of used
desktops

Indicates the percentage
of desktops in this group
that are currently in use by
users.

Percent

Ideally, the value of this measure should
be low. A value close to 100% indicates
that the desktop group is about to run
out of free desktops. Owing to the
absence of unused desktops, other
users who have been assigned to this
desktop group will be denied access to
the group upon login.

Moreover, high usage of a desktop
group may also drain the corresponding
hosting infrastructure of its physical and
virtual resources.

Never registered Indicates the number of Number A virtual desktop may not register if the
desktops desktops that are not virtual desktop agent executing on that
registered properly with desktop experiences issues in its
the broker although they operations.
are configured in this
desktop group.
Unregistered Indicates the number of Number A virtual desktop is said to be in an

desktops that are
registered in this desktop

desktops desktops that are Unregistered state if the Virtual Desktop
configured in this desktop Agent is executing smoothly on the
group but are in an desktop, but fails to register with the
unregistered state with controller, owing to one/more desktop-
the broker. related issues.
The detailed diagnosis of this measure
will reveal the complete details of the
unregistered desktops, such as, the
desktop name, IP address, the desktop
type, the catalog to which the desktop
belongs, the hosting server on which the
desktop operates, etc.
Registered desktops | Indicates the number of
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Measurement

Description

Measurement
Unit

Interpretation

group.

High CPU desktops

Indicates the number of
desktops managed by this
desktop group that are
currently consuming CPU
resources excessively.

Number

A low value is desired for this measure.
Use the detailed diagnosis of this
measure to know which desktops are
running CPU-intensive applications.

High latency
desktops

Indicates the number of
desktops managed by this
desktop group that are
currently experiencing
high network latencies.

Number

A low value is desired for this measure.
Use the detailed diagnosis of this
measure to know which desktops are
experiencing high latencies.

High profile load time
desktops:

Indicates the number of
desktops managed by this
desktop group that are
currently taking too long a
time to load profiles.

Number

A low value is desired for this measure.
Use the detailed diagnosis of this
measure to know which desktops facing
issues when loading profiles.

Last connection
failed desktops

Indicates the number of
desktops to which the last
connection attempt failed.

Number

A low value is desired for this measure.
Use the detailed diagnosis of this
measure to know which desktops could
not be connected to recently.

Recent failed Indicates the number of Number A low value is desired for this measure.
connection desktops | desktops to which Use the detailed diagnosis of this
connections failed during measure to know which desktops could
the last measurement not be connected to in the last
period. measurement period.
Pending update Indicates the number of Number Use the detailed diagnosis of this
desktops desktops managed by this measure to know which desktops are
desktop group to which awaiting updates.
updates are currently
pending.
PoweredOff Indicates the number of Number Use the detailed diagnosis of this
desktops desktops in this desktop measure to know which desktops are
group that are currently currently powered off.
powered off.
Unavailable Indicates the number of Number Unavailable desktops are those
desktops desktops that are not desktops to which the Citrix Broker
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Measurement
Unit

Measurement Description

Interpretation

available currently. service is unable to broker user
connections.

This problem occurs when a Desktop
Group is configured with the
‘ShutdownAfterUse’ parameter, but is
not properly shutdown by the
XenDesktop DDC afteruse. When a
session is started to a desktop group
with the ‘ShutdownAfterUse’ setting
enabled, the desktop is flagged with a
parameter called
‘WillShutdownAfterUse’. This flag is
cleared when the desktop is shut down
by the broker, so if/when a
‘ShutdownAfterUse’ power action
fails, the worker remains in this state
until the desktop is successfully power
managed by the broker. Desktops will
also reach this state when placed into
maintenance mode while a session is
active, and logged off while still in
maintenance mode.

Idle pool buffers facilitate cleaning of
‘tainted’ desktops when transitioning
from peak to off-peak schedules.
However, if both peak and off-peak idle
pool buffers are set to 100%, desktops
will remain in this state until restarted by
XenDesktop.

To prevent this issue from occurring,
ensure that the broker is able to power
manage virtual machines on the target
hosting infrastructure by right-clicking
on any desktop and clicking Shut
Down or Restart. Check your
hypervisor console to ensure that the
power action takes place. If this does
not take place, additional
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Measurement
Unit

Measurement Description

Interpretation

troubleshooting will be required to
address this.

Citrix recommends creating a schedule
to restart Virtual Machines during an off-
peak time of possible, which will clear
the WillShutdownAfterUse flag. You
can also clean up desktops in a ‘tainted’
state every week, so that no desktops
remain in this state:

The detailed diagnosis of the Desktops in use measure provides complete details of the desktops in
use such as the desktop name, the desktop group and catalog to which it belongs, the operating
system it runs on, the DNS server with which it communicates, and the desktop type - whether
Private or Shared.

Detailed Diagnosis  Measure Graph  Summary Graph Trend Graph  Fix History  Fix Feedback

Component  ®D35_141:50 Measured By H#DS_141
Test Desktop Groups Information Description NETWORK IT
Measurement |Desktops in use v|

Lists the desktops is use

Time Machine DNS Mame IP Address

Name

Desktop
Group
Mame

Catalog
Name

Connection
Mame

Jan 10, 2011 14:07:23

MASVOOKL23 ookl23 Mas.eGinnovations.com 192.168.10.175 Windows Private MET W Rk HPZ
AP Service IT
Pack 3

Figure 6.11: The detailed diagnosis of the Desktops in use measure

The detailed diagnosis of the PoweredOff desktops measure provides complete details of the
desktops that are currently powered off.

Detailed Diagnosis = Measure Graph Summary Graph Trend Graph  Fix History  Fix Feedback

Component XenDDC_controller:g80 Measured By XenDDC_controller
Test Desktop Groups in Farm
Description AI:_)IWI_I-ITK_P_L_[:J Measurement PowsredOff desktops Q
Timeline [1 hour Q From Hr| 17 Min 52 To Hr| 18 Min | 52 W .. @ I M
Lists the powered off desktops
Time Machine DNS Name IP Address 05 Type Desktop Desktop Catalog Hosted Machine Hosted Hypervisor
Name Kind Group Name Name Name Server Connection
Name Name
Aug 11, 2011 18:43:56
MAS\FP1XPL | fplxpl.Mas.eGinnovations.com | - = Private ADMIN_XP_1 | Admin-XP1 \"‘.‘indov\s ¥P 5P3 |- HYPlctx36fpl
:E:Ex:étz'llustl
(192.168.8.170)
Aug 11, 2011 18:34:31
MAS'WFP1XPL | fplxpl.Mas.eGinnovations.com |- = Private ADMIN_XP_1  Admin-¥P1 | Windows XP SP3 - HYP1lctx56fpl

(32-bit)
forxdSclustl
(192.168.8.170)
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Figure 6.12: The detailed diagnosis of the Poweredoff desktops measure
6.4.2 Availability of Desktop Groups Test

Desktop groups consist of desktops that are pooled, preassigned, or assigned on first use. Each
group can contain only one type of desktop. Desktops in pooled groups are allocated to users on a
per-session, first-come first-served basis.

This test promptly alerts you to the non-availability of desktop groups that are configured for this
broker site.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each desktop group managed by the target XenDesktop
site.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the DDC listens to.

Measurements made by the test

Measurement Description ll\Jllﬁiatsurement Interpretation
Is desktop group Indicates the availability of This measure reports the values Yes
available? this desktop group. or No to indicate the availability of the

desktop group. The numeric values
that correspond to the measure values
are available in the table below:

State Numeric Value
Yes 1
No 0

Note:
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Measurement

Unit Interpretation

Measurement Description

By default, this measure reports the
above-mentioned states while
indicating the availability of the
desktop group. However, the graph of
this measure will represent the
availability states using the
corresponding numeric equivalents.

6.4.3 Unregistered Desktops Test

XenDesktop relies upon a software component installed on each virtual desktop (the Virtual Desktop
Agent) being in communication with one of the controllers in a XenDesktop site. This state is referred
to as the Virtual Desktop Agent being registered with a controller. If communication fails for any
reason, the Virtual Desktop Agent is said to have failed to register with a controller. It is then not
possible for XenDesktop to broker a connection to the virtual desktop in question, and the virtual
desktop becomes a wasted resource.

If this is to be avoided, administrators should be able to quickly detect which virtual desktops are not
registered with any controller in the farm, figure out the reasons for this condition, and fix the
problem, so that the virtual desktop agent is able to communicate with the controller. This is where
the Unregistered Desktops test helps!

Using this test, administrators can be instantly alerted to unregistered desktops in each desktop
group in a broker farm. The detailed diagnosis of the test reveals the names of the unregistered
desktops.

Note:

Since this test reports the number and names of unregistered desktops at the farm-level, it will report
the same metrics when executed on any controller in a farm. Therefore, if you are monitoring
multiple controllers in a farm, it is recommended that you run this test for only one controller, and
disable this test for other controllers in that farm.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each desktop group managed by a desktop broker farm.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the DDC listens to.

Detailed Diaganosis To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description xﬁiatsurement Interpretation
Unregistered Indicates the number of | Number A high value is indicative of too many
desktops unregistered desktops unregistered desktops in a group.

in this desktop group.

Some of the common reasons for
registration failures are as follows:

Reason Resolution

Improper fire- | If the firewall on the
wall con- virtual desktop has
figuration not had the appro-
priate exclusions
configured to
enable com-
munication with con
trollers, the
registration fails.
Reconfigure and re-
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Measurement
Unit

Measurement Description

Interpretation

Reason

Resolution

enable the firewall.

Incorrect DNS
configuration

If the virtual desktop
or the controller
sees an incorrect IP
address for the
other party, regis-
tration fails. In this
case, fix the prob-
lem with your DNS
configuration, and
restart the virtual
desktop, the con-
troller, or both, as
appropriate.

Time syn-
chronization
not properly
configured

The communication
between virtual
desktops and con-
trollers is secured
using Kerberos.
This relies on Tick-
ets with a limited life
span.

If the difference in
system time
between the two
ends of the com-
munication is too
great, the Tickets
are always con-
sidered to have
timed out when they,
are accessed and
communication
fails. Check that the
system time on all
systems is within a
reasonably small
margin (the default
domain-wide Ker-
beros setting is five
minutes).

Domain mem-
bership prob-
lems

Under some cir-
cumstances, it can
appear thata
machine (virtual
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Resolution

desktop or con-
troller) is a partof a
domain, butin fact,
itis not (for various
reasons). This can
cause problems
with the secure com
munication
between virtual
desktops and con-
troller. Try removing
the machines in
question from their
domains (tem-
porarily moving
them into a work-
group, for example)
and then sub-
sequently rejoin
them to their
domains. When the
subsequent system
restart has com-
pleted, check to see
if registration has
been successful.

- M remen .
Measurement Description Uziatsu ement Interpretation
Reason
Service Prin-
cipal Names
(SPNs)

Communication
between virtual
desktops and con-
trollers uses
Microsoft's Win-
dows Com-
munication
Foundation (WCF).
The services imple-
menting the com-
munication
endpoints use the
computer’s identity.
Thus, WCF’s mutual
authentication
model uses the
SPN associated
with the respective
computer accounts
(by default,
HOST/host's-fully-
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Resolution

qualified-domain-
name). The con-
troller determines
the virtual desktop’s
SPN after inspect-
ing the ser-
vicePrincipalName
attribute of the asso-
ciated computer
accountin Active
Directory. You can
inspect the virtual
desktop’s computer
account using tools
such as Active Dir-
ectory Explorer. If
the ser-
vicePrincipalName
attribute does not
include an entry
with the computer’s
fully qualified
domain name, try
editing it manually,
and check to see if
that fixes regis-
tration problems.

- Measurement .
Measurement Description Unit Interpretation
Reason
Multiple net-

work adapters

If your virtual
desktops contain
multiple network
adapters that can
be used to com-
municate with the
controllers, this
might cause the
security negotiation
to fail.

Virtual
desktop not
added to the
site

If you see Virtual
Desktop Agent
event log entries
on the worker
suggesting
registration failure,
complete the
following steps:
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Measurement

Unit Interpretation

Measurement Description

Reason

Resolution

Check that the
virtual desktop
is correctly
added to the
correct
XenDesktop
site. This must
be done from
both the point of
view of the
virtual desktop
and of the
XenDesktop

site itself.

In Desktop
Director, enter
the name of the
machine into
the search box
—the machine
name must
appear in the
drop-down that
appears below
the search box
as you type the
name. If it does
not, it means

that the
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Measurement

Unit Interpretation

Measurement Description

Reason Resolution

machine has
not been added
to the site

correctly.

» Check that the
machine in
questionis a
member of the
correct site,
check that the
list of
controllers
listed in the
event log entry
with Event ID =
1010 on the
virtual desktop
is correct for
your
XenDesktop
site. If it does
not, the virtual
desktop has not
been correctly
configured to be

part of the site.

Using the detailed diagnosis of this
measure, you can identify the unregistered
desktops, the virtual host on which these
desktops are operating, when last these
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Measurement
Unit

Measurement Description

Interpretation

virtual desktops attempted to connect to
the broker, and why that connection
attempt failed.

Using the detailed diagnosis of this measure, you can identify the unregistered desktops, the virtual
host on which these desktops are operating, when last these virtual desktops attempted to connect
to the broker, and why that connection attempt failed. This way, administrators can quickly
determine the reason for the ‘unregistered’ state of the desktops and endeavour to fix it, so that no
desktop remains a wasted resource.

Component Measured By  Test Description Measurement Timeline

Broker_142:80 Broker_142  Unregistered Deskiops - Farm | winBxendesktop = Unregistered desktop Latest >

List the unregistered desktops

E MACHINE NAME DNS NAME OWER n{sx‘mr&m)m D{SKT HOSTED HOS ﬂ'l’fm mTMOG LAST LAST m D
\ E| STATE | STATE MACHINE NAME CM cm comz

May 06, 2014 11:02:36

MAS\winBxendesk001 winBxendesk001.Mas. eGinnovations.com - win8xendesktop | Shared |win8xendesk001 - Xendesk8  windows8 None False
xendesktop

Figure 6.13: Detailed diagnosis of Unregistered desktops measure
6.5 The Virtual Desktops Layer
Using the tests mapped to this layer, you can easily understand the following:

« The count of disconnected and reconnected sessions
« The count of logins and logouts from desktops

« Whether/not the virtual desktop agent is available on a desktop

The state of desktops

« The number of sessions in which published applications on a desktop were accessed
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[ . Desktops in Controller LJ

B YMRHELWMOOS.Mas.eGinnovations.com-=NETXF1L:MAS\FRLXPZ
3. Desktops - Farm

B NETXP1:MAS\FP1XP2
B8+ Decktop Agents
B YMRHELWMOOS.Mas.eGinnovations.com-=NETXF1:MAS\FRLXPZ
Desltop Disconnects in Controller
Deslctop Logins in Controller
Deslitop Disconnects in Farm

Deslctop Logins in Farm

883

3

Figure 6.14: The tests mapped to the Virtual Desktops layer

6.5.1 Desktop Disconnects in Controller Test

A user session is terminated when a user logs off from the desktop or when the session is abruptly
interrupted. When a user logs off, all the applications started by the user are terminated. However,
when a user disconnects, the applications started by the user will keep running on the desktop
consuming resources. Hence, the number of disconnected sessions on a desktop should be kept to
a minimum. In some environments, desktop administrators may also wish to automatically
restart/shutdown those virtual desktops with sessions that are in a disconnected state for a long
period of time.

This test reports the total number of disconnected sessions to all the desktops managed by the
monitored controller, and also automatically restarts/shuts down the virtual desktop, if the
disconnected session duration to that desktop exceeds a configured value.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the target Delivery controller.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the DDC for which this test is to be configured.
Port Refers to the port at which the specified DDC listens to.
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Parameter Description

Reconnect Duration The reconnect Duration parameter is used by this test while computing the value for the
Quick reconnects by users measure. This measure counts all the users who
reconnected to the virtual desktops within the short period of time (in minutes) specified
against Reconnect Duration. By default, the Reconnect Duration is 15 minutes.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description ﬁ:iatsurement Interpretation

Total disconnected | Indicates the total number | Number The detailed diagnosis for this

sessions of sessions that are measure provides the complete details
disconnected. of disconnected sessions on the

virtual desktops managed by the
Delivery Controller.

New disconnected Indicates the number of Number The detailed diagnosis for this

sessions sessions that were measure can be used to track whether
disconnected in the last specific users are being disconnected
measurement period. often.

Quick reconnects by | Indicates the number of Number The detailed diagnosis of this

users users who reconnected measure, if enabled lists the users
soon after a disconnect. who have reconnected quickly.
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The detailed diagnosis for the Total disconnected sessions measure provides the complete details of
disconnected sessions on the virtual desktops managed by the Delivery Controller.

Detailed Disgnosis Measure Graph Summary Graph Trend Graph Fix History Fix Feedback

Component 10.141:80 Measured By 10.141
Test Desktop Disconnects

Measurement Total dizconnected sessions I:M-J

Shows the details of disconnected virtual desktops
Time Machine Name DNS Name 1P Address Client IP Client Name State Session Start | Duration[Mins]
Address Time

Feb 02, 2011 12:44:54

MAS\HYPXPS4BIT | hypxp64bit.Mas.eGinnovations.com | 192.168.10.3% | 192.168.10.55 | EG281 Disconnected 2/2/2011 54442
12:06:35 PM

Figure 6.15: The detailed diagnosis of the Total disconnected sessions measure

The detailed diagnosis for the New disconnected sessions provides the details of sessions that were
newly disconnected; this information can be used to track whether specific users are being
disconnected often.

Detailed Diagnosis Measure Graph Summary Graph Trend Graph  Fix History  Fix Feedback

Component 10.141:80 Measured By 10.141
Test Desktop Disconnects

Measurement  Hew disconnected sessions \;]

Timeline |1 how (3] fom el Menlsc v ] 7o b 12 win = [ Submit_ DO 6
Shows the details of newly disconnected virtual desktops
Time Machine Name DNS Name IP Address Client IP Address Client Name State Session Start
Time

Feb 02, 2011 12:39:25

MAS\HYPXP64BIT | hypxp&4bit.Mas.eGinnovations.com  192.168.10.39 192.168.10.55 EG281 Disconnected z/zf2011
12:06:35 PM

Figure 6.16: The detailed diagnosis of the New disconnected sessions measure
6.5.2 Desktop Logins in Controller Test

This test monitors the logins to virtual desktops managed by the monitored controller and reports the
total number of logins and logouts.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the target Delivery controller.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified DDC listens to.

Reconnect Duration

DD Frequency

Detailed Diagnosis

The Reconnect Duration parameter is used by this test while computing the value for
the Quick reconnects by users measure. This measure counts all the users who
reconnected to the virtual desktops within the short period of time (in minutes) specified
against Reconnect Duration. By default, the Reconnect Duration is 15 minutes.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Current sessions

Description Me:clsurement Interpretation

Unit
Indicates the number of Number This is a good indicator of the session
user sessions that are load on the desktops.

currently active across all
the virtual desktops.

To determine the details of the
currently active sessions, use the
detailed diagnosis of this measure.
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Measurement Description Il\;lﬁéatsurement Interpretation

New sessions This is a good indicator of | Number A consistent zero value could indicate
the session load on the a connection issue.
desktops.

Percent new Indicates the percentage of | Percent

sessions current sessions that has

been logged in during the
last measurement period.

Sessions logging out | Indicates the number of Number If all the current sessions suddenly log
sessions that has been out, it indicates a problem condition
logged out. that requires investigation. The

detailed diagnosis of this measure
lists the sessions that was logged out.

To determine the details of the currently active sessions, use the detailed diagnosis of the Current
sessions measure. The detailed diagnosis reveals the names of the VMs to which user sessions are
currently active, the IP address of each VM, the operating system of the VM, the user who has
connected to the VM via the session, the IP address, name, and version of the client that initiated the
session, the current state of the session, and the session start time.

Detailed Diagnosis  Measure Graph  Summary Graph  Trend Graph  Fix History  Fix Feedback

Component  XD5_141:80 Measured By XD5_141
Test Cesktop Logins
Measurement | Current sessions v |

Timeline [1hour |  Fram min | 7 To Hr 14 Min 7 [ submit | Y

Lists the details of current sessions

Time Machine DNS Name IP Address 0s Type | Brokering Client IP client Client Protocol State Session |

Name Usermame Address Name | Version Start Tim |

Jan 10, 2011 14:03:48
MASVOOKL22 ookl23.Mas eGinnovations.corn 192,168,10,175 Windows - 192,168,10,1528 EG343 12.1.0.30 HDH MonBrokeredSession  12/22/201
10:50:31
Service AR
Pack 2

Figure 6.17: The detailed diagnosis of the Current sessions measure
6.5.3 Desktop Applications Test

With Citrix Delivery Controller 5.x, you provide users with access to information by publishing the
following types of resources that can be virtualized on servers or desktops:

« Applications installed on servers running Delivery Controller - 5. When users access them, the
published applications appear to be running locally on client devices.
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« Streamed applications installed in application profiles and stored on a file server in your App
Hub. Users access the profile and virtualize the applications on their client desktops.

« Data files such as Web pages, documents, media files, spreadsheets, and URLs. In XenApp,
the combined total of data types you publish is referred to as content.

« The server desktops, so users can access all of the resources available on the server.
All these types of resources are published using a Publish Application wizard in the Delivery

Controller -5 console. Such resources that are launched in the Delivery Controller - 5 are called as
Published applications.

This test reports the total number of sessions in which, a user has accessed each application
published on managed desktops. Only those published applications that are launched from a Citrix
client are monitored. If a user launches an application from within a virtual desktop session then it will
not show up in the list of running applications. Also note that this is a list of launched published
applications, not a list of processes that are running on the desktop.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each application published on the desktops managed by
the target Delivery Controller.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the DDC for which this test is to be configured.
Port Refers to the port at which the specified DDC listens to.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability
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Parameter Description

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description It\lnﬁ?tsurement Interpretation

Total sessions Indicates the total number | Number The detailed diagnosis of this measure
of sessions in which a user provides the details of the published
has accessed this applications accessed by user
published application. sessions. Such details include the

name of the desktop hosting the
application, the catalog to which the
virtual desktop belongs, the
executable path to the application, the
user who accessed the application,
the IP address of the client from which
the user accessed the application, the
start time of the user session, the
brokering time, and the desktop
license ID.

6.5.4 Desktops Agents Test

The Virtual Desktop Agent runs on the computers that host the virtual desktops you want to deliver
to your users. This agent enables direct ICA (Independent Computing Architecture) service that
manages communication between virtual desktops and user devices. Without this agent, the
Delivery Controller - 5 will not be able to communicate with virtual desktops. It is therefore essential
to periodically verify the availability of the Virtual Desktop Agent.

This test enables administrators to find out whether a Virtual Desktop Agent is available or not on
each virtual desktop within each desktop group managed by the Delivery Controller.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each desktop managed by the target Delivery Controller
5.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified DDC listens to.

Virtual Desktop
Agent port

Report by
Groupname

Report by
Controllername

Only Poweredon
VMs

Specify the port using which the broker connects to the virtual desktops. By default, 80
is displayed here.

By default, the Report by Groupname flag is set to Yes, indicating that this test reports
a set of measures for every desktopgroup:virtualdesktop combination, by default. To
ensure that this test reports a set of measures for every virtualdesktop alone, set this
flag to No.

By default, this flag is set to Yes. This implies that every
desktopgroup:virtualdesktop pair for which this test reports metrics will be prefixed
by the controllername as well. Every descriptor will hence be of the following format
by default: Controllername->desktopgroup:.virtualdesktop. If you want to remove
the controllername prefix from the descriptors, then, set this flag to No.

By default, the Only Poweredon VMs flag is set to Yes, indicating that this test reports
the availability of the virtual desktop agent on powered-on VMs alone. To know the
availability of this agent on powered-off VMs as well, set this flag to No.

Measurements made by the test

Measurement

Measurement

Description

Interpretation

Desktop agent
availability

Unit

While the value 100 indicates that the
Virtual Desktop Agent is available to
broker requests sent from the Delivery
Controller - 5, the value 0 indicates
that it is currently unavailable. If a
Virtual Desktop Agent is unavailable,
the Delivery Controller - 5 will not be
able to communicate with the
corresponding virtual desktop, thereby
affecting the quality of the user
experience with the XenDesktop
solution.

Indicates whether the Percent
Virtual Desktop Agent is
available on this virtual
desktop within this

desktop group.
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6.5.5 Desktops in Controller Test

This test reports the status of the virtual desktops managed by monitored controller.

Target of the test : A Citrix Delivery Controller 5.x

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each desktop managed by the target Delivery controller.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified DDC listens to.

Virtual Desktop
Agent port

Report by
Groupname

Report by
Controllername

Only Poweredon
VMs

Detailed Diagnosis

Specify the port using which the broker connects to the virtual desktops. By default, 80
is displayed here.

By default, the Report by Groupname flag is set to Yes, indicating that this test reports
a set of measures for every desktopgroup.virtualdesktop combination, by default. To
ensure that this test reports a set of measures for every virtualdesktop alone, set this
flag to No.

By default, this flag is set to Yes. This implies that every
desktopgroup:virtualdesktop pair for which this test reports metrics will be prefixed
by the controllername as well. Every descriptor will hence be of the following format
by default: Controllername->desktopgroup:virtualdesktop. If you want to remove
the controllername prefix from the descriptors, then, set this flag to No.

By default, the Only Poweredon VMs flag is set to Yes, indicating that this test reports
the availability of the virtual desktop agent on powered-on VMs alone. To know the
availability of this agent on powered-off VMs as well, set this flag to No.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:
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Parameter Description

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description gﬁialtsurement Interpretation
Power state of Indicates the power This measure reports the following states
desktop state of the virtual while monitoring the power state of the
desktop. virtual desktops.
e« On
e TurningOn
« Resuming

o Suspending
« Suspended
. Off

o TurningOff
« Unmanaged
« Unavailable

o Unknown

The numeric values that correspond to the
above-mentioned states are as follows:

State Numeric Value
On 1
TurningOn 2
Resuming 3
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Measurement Description g::;surement Interpretation
State Numeric Value
Suspending 4
Suspended 5
Off 6
Turning Off 7
Unmanaged 8
Unavailable 9
Unknown 10
Note:

By default, this measure reports the above-
mentioned States while indicating the
power state of the virtual desktop.
However, the graph of this measure will
represent the states using their
corresponding numeric equivalents —i.e., 1
to 10.

The detailed diagnosis of this measure
reveals the IP address and operating
system of the desktop, the desktop group to
which it belongs, the hypervisor on which it
operates, and the name of the hypervisor

connection.
Registration state | Indicates whether this This measure reports the following states to
virtual desktop is indicate the registration state of the virtual
registered with the desktop.

broker or not. )
« Registered

o Unregistered

« AgentError

A virtual desktop is said tobe in an
Unregistered state if the Virtual Desktop
Agent is executing smoothly on the
desktop, but fails to register with the
controller, owing to one/more of the
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Measurement
Unit

Measurement Description

Interpretation

following desktop-related issues:

« The virtual desktop may not be

added to the correct site;

« The virtual desktop firewall is not

properly configured;
o The DNS is not properly configured;

« Thetime synchronization between
the virtual desktop and the controller

is not properly configured;

« Domain membership problems —a
virtual desktop may appear to be a
part of a particular domain, but in
reality, may be part of another

domain;

« The usage of multiple network
adapters by a virtual desktop may
cause the security negotiation
between the desktop and controller

to fail;

« Issues with the virtual desktop’s

Service Principal Name (SPN)

For more details, you can refer to the
following Citrix Knowledge Articles:

« CTX126992 - Troubleshooting
Virtual Desktop Agent Registration

with Controllers in XenDesktop 5.x

o CTX129225 - VDAs fail to register

when using disjoint namespaces in a
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Measurement
Unit

Measurement Description

Interpretation

XenDesktop 5 Environment

o CTX129700 - XenDesktop 5 Virtual
Machines Do Not Successfully
Register with the Desktop Delivery
Controller

An AgentError is reported if the Virtual

Desktop Agent itself is experiencing issues
in its operations.

The numeric values that correspond to the
above-mentioned states are as follows:

State Numeric Value
Registered 1
Unregistered 2
AgentError 3

Note:

By default, this measure reports the above-
mentioned States while indicating the
registration state of the virtual desktop with
the desktop broker. However, the graph of
this measure will represent the states using
their corresponding numeric equivalents —

i.e.,, 1to3.

Desktop state: Indicates the current This measure indicates the following states
state of this virtual while indicating the current state of the
desktop. virtual desktop.

« Available
» InUse

« Disconnected
« Unregistered

« Off
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Measurement
Unit

Measurement Description

Interpretation

o Unknown

The numeric values that correspond to the
above-mentioned states are as follows:

State Numeric Value
Available 0
InUse 1
Disconnected 2
Unregistered 3
Off 4
Unknown 5)
Note:

By default, this measure reports the States
listed in the table above for indicating the
current state of the virtual desktop.
However, the graph of this measure will
represent states using their corresponding
numeric equivalents —i.e., 0to 5.

Desktop kind Indicates this virtual This measure reports the following values
desktop type. while indicating the virtual desktop type.
« Unknown
o Private
o Shared

« PrivateApp

o SharedApp

The numeric values that correspond to the
above-mentioned types are as follows:
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Measurement Description gﬁﬁsurement Interpretation
Type Numeric Value
Unknown 0
Private 1
Shared 2
PrivateApp 3
SharedApp 4

Note:

By default, this measure reports the above-
mentioned Types. However, the graph of
this measure will represent these types
using their corresponding numeric
equivalents —i.e., 0to 4.

Is desktopin Indicates whether this If you want to temporarily stop connections
maintenance virtual desktop is to a desktop so that maintenance tasks can
mode? currently under be carried out, you can put the desktop into

maintenance. maintenance mode. If this is the case, then

the value of this measure will be Yes. If the
desktop is not on maintenance, then the
value will be No.

The numeric values that correspond to the
above-mentioned states are as follows:

State Numeric Value
No 0
Yes 1

Note:

By default, this measure reports Yes/No to
indicate the maintenance mode of a virtual
desktop. However, the graph of this
measure will represent the maintenance
mode using the corresponding numeric
equivalents —i.e., 0and 1.

Is user connected | Indicates whether any This measure reports a value Yes, when
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Measurement Description

Measurement
Unit

Interpretation

user is currently
connected to this virtual
desktop or not.

desktop?

the user is connected to the virtual desktop
and reports a value No when the user is not
connected.

The numeric values that correspond to the
above-mentioned values are as follows:

State Numeric Value
No 0
Yes 1

Note:

By default, this measure reports the values
Yes or No while indicating the connection
state of the user to the virtual desktop.
However, the graph of this measure will
represent the connection state using the
corresponding numeric equivalents of 0 and
1 only.

If the value of this measure is Yes, then,
you can identify the user who is connected
to the desktop using the detailed diagnosis
of this measure.

The detailed diagnosis of the Power state of desktop measure reveals the |IP address and operating
system of the desktop, the desktop group to which it belongs, the hypervisor on which it operates,

and the name of the hypervisor connection.

Detailed Diagnosis | Measure Graph  Fix History  Fix Feedback

Component ®DS5 14180

Test Desktop Information

Measurement | Power state of desktop vl

[1hour ] From Bl [rer 10 z0ie] we| 22

Timeline
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XD5_141
hypl:MASYHYPRPE4BIT

Measured By

Description

Shows the virtual desktop details

Time DHNS Mame IP Address

Hosted Server
Name

Hosted Machine
Name

Hypervisor
Connection Name

Desktop Group
Name

05 Type

Jan 10, 2011 13:57:22
hypxpédbit.Mas, edinnovations.com 19%%168.10.5%

Windows HP
Service Pack 2

hypl

Figure 6.18: The detailed diagnosis of the Power state of desktop measure
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6.5.6 Connectivity to Virtual Desktop Test

Sometimes, a virtual desktop could be in a powered-on state, but the failure of the virtual desktop
operating system or any fatal error in its operations could have rendered the desktop inaccessible to
Delivery Controller, and consequently, to users. In order to enable administrators to promptly detect
such ‘hidden’ anomalies, the eG agent periodically runs a connectivity check on each virtual desktop
using the Desktop Connectivity Check test, and reports whether the virtual desktop is accessible
over the network or not.

This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick the Citrix Delivery Controller 5.x as
the Component type, set Performance as the Test type, choose this test from the disabled tests
list, and click on the < button to move the test to the ENABLED TESTS list. Finally, click the Update
button.

Target of the test : A Citrix Delivery Controller 5.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every virtual desktop managed by the monitored
Delivery Controller.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port used by the DDC. The default port number is 80.

Report by By default, this flag is set to Yes, indicating that this test reports a set of measures for
Groupname every desktopgroup:virtualdesktop combination, by default. To ensure that this test

reports a set of measures for every virtualdesktop alone, set this flagto No.

Report by By default, this flag is set to Yes. This implies that every

Controllername desktopgroup:virtualdesktop pair for which this test reports metrics will be prefixed
by the controllername as well. Every descriptor will hence be of the following format by
default: Controllername->desktopgroup:virtualdesktop. If you want to remove the
controllername prefix from the descriptors, then, set this flag to No.

ReportUnavailability By default, this flag is set to No. This implies that, by default, the test will not report the
unavailability of network connection to any virtual desktop. In other words, if the
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Parameter

Description

Packetsize

Packetcount

Timeout

PacketInterval

Network availability of desktopmeasure of this test registers the value 0 for any
virtual desktop, then, by default, this test will not report any measure for that virtual
desktop; under such circumstances, the corresponding virtual desktop name will not
appear as a descriptor of this test. You can set this flag to Yes, if you want the test to
report and alert you to the unavailability of the network connection to a virtual desktop.

The size of packets used for the test (in bytes)

The number of packets to be transmitted during the test.

How long after transmission should a packet be deemed lost (in seconds).

Represents the interval (in milliseconds) between successive packet transmissions
during the execution of the network test for a specific target.

Measurements made by the test

Measurement

Description

Measurement
Unit

Interpretation

of desktop

network connection is
available or not.

Average delay Indicates the average Secs Anincrease in network latency could
delay between result from misconfiguration of the
transmission of packet to router(s) along the path, network
avirtual desktop and congestion, retransmissions at the
receipt of the response to network, etc.
the packet at the source.

Minimum delay The minimum time Secs A significant increase in the minimum
between transmission of a round-trip time is often a sure sign of
packet and receipt of the network congestion.
response back.

Packet loss Indicates the percentage | Percent Packet loss is often caused by
of packets lost during network buffer overflows at a network
transmission from source router or by packet corruptions over the
to target and back. network.

Network availability | Indicates whether the Percent A value of 100 indicates that the virtual

desktop is connected. The value 0
indicates that the desktop is not
connected.

Typically, the value 100 corresponds
to a Packet loss of 0.
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Chapter 6: Citrix Delivery Controller v7 Monitoring Using eG
Enterprise?

Citrix Delivery Controller 7.x is the latest release from Citrix represents the merging of the XenApp
and XenDesktop technologies into one cohesive package that’s built on the same back-end
components. Previously, XenApp servers were running on the Citrix Independent Management
Architecture. Delivery Controller 7 however is built on the Citrix FlexCast Management Architecture.
This architecture is made up out of Delivery Controllers and Agents. XenDesktop 7 supports two
types of Delivery Agents: one for Windows Server OS machines and one for Windows Desktop OS
machines. As shown in the diagram below, both Delivery Agents communicate with the same set of
Delivery Controllers and share the common management infrastructure in Delivery Controller 7.
This infrastructure consists of the following core components:

« Receiver provides users with self-service access to published resources.

« StoreFront authenticates users to site(s) hosting resources and manages stores of desktops and
applications that users access.

« Studio is a single management console that enables you to configure and manage your
deployment. Studio provides various wizards to guide you through the process of setting up an
environment, creating workloads to host applications and desktops, and assigning applications
and desktops to users.

« Delivery Controller distributes applications and desktops, manages user access, and optimizes
connections to applications. Each site will have one or more delivery controllers.

« Server OS Machines are the “XenApp” replacement — these are VMs or physical machines
based on the Windows Server operating system used for delivering applications or hosted shared
desktops to users.

o Desktop OS Machines are the “XenDesktop” replacement — these are VMs or physical
machines based on the Windows Desktop operating system used for delivering personalized
desktops to users, or applications from desktop operating systems.
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Figure 6.19: The Delivery Controller 7 architecture

Since these components closely co-ordinate with each other to deliver desktops and applications to
end-users, a problem with any of these core components - say, the unavailability of StoreFront to
authorize user logins, the failure of the broker service, performance bottlenecks with the hypervisor,
resource-intensive user sessions to the Server OS machines, snags in the internal operations of the
Desktop OS machines - can significantly impact the user experience with Delivery Controller 7.
Therefore, to ensure a high-quality user experience with the application/desktop delivery service,
administrators should closely monitor each component of the Delivery Controller 7 infrastructure,
proactively capture performance dips, and accurately isolate where the root-cause of the problem
lies - is it with StoreFront? Is it with the delivery controller? Is it with the Server OS machines? Is it
with the virtualized platform? Or is it with the Desktop OS machines? This is where eG Enterprise
helps!

The eG Enterprise Suite performs end-to-end monitoring of the Delivery Controller 7 infrastructure!
Dedicated, web-based monitoring models are offered by eG for each component in the Delivery
Controller 7 infrastructure. While the Citrix StoreFront model focuses on the health of StoreFront
and promptly captures issues in user authentication, the Delivery Controller component monitors the
Delivery Controller (or the Delivery Controller) and reports how well it manages the delivery agents
and brokers connections to the Server OS and Desktop OS machines. Moreover the Citrix XenApp
model that eG Enterprise provides zooms into the overall performance and problems related to the
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Server OS machines (that typically run Citrix XenApp) and helps isolate pain-points. Also, to monitor
the resources allocated to and the resource usage of hypervisors and the Desktop OS machines
operating on them, eG Enterprise offers a specialized monitoring model per hypervisor (such as
Citrix XenServer, VMware vSphere, Microsoft Hyper-V, etc.).

Detailed service topology maps in eG represent how these heterogeneous models interact with
each other and how dependencies flow.

In the event of a slowdown, eG’s patented virtualization-aware root-cause analysis engine analyzes
these dependencies, auto-correlates the performance results captured from the different monitoring
models in the light of these dependencies, and accurately diagnoses the source of the slowdown.
Proactive email/SMS/web-based alerts are then promptly sent out to administrators to alert them to
the potential slowdown and what is causing it. This way, eG Enterprise emerges as the ideal solution
for monitoring Citrix XenDesktop 7.

This document deep dives into the Delivery Controller monitoring model that eG Enterprise offers.
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Chapter 7: How to Monitor Citrix Delivery Controller 7 Using
eG Enterprise?

eG Enterprise adopts an agent-based approach to monitor the Citrix Delivery Controller v7. This
approach requires that the eG agent be installed on any DDC in a DDC farm. This agent should then
be configured to periodically execute tests to collect a wide variety of performance statistics
pertaining to that DDC/farm. To enable the eG agent to collect metrics, a set of pre-requisites should
be setin place. These requirements have been explained in the following section.

7.1 Pre-requisites for monitoring the Citrix Delivery Controller 7.x

Typically, to monitor a Citrix Delivery Controller 7.x (and above), every test that the eG agent runs on
the controller should be configured with the credentials of a user with the following privileges:

« The All scope and read-only privileges
« The Allow log on locally security privilege on the Delivery Controller host

To assign the aforesaid privileges to a user, do the following:

1. Login to the Citrix Studio console and select the Administrators node in the Configuration tree
structure in the left panel of the console (see Figure 7.1).

= Citrix Studio = |a
File Action View Help

& =| =]

&3 Citrix Studio (12rZKATWTHAS) Actions
£ Search —
0 Wachine Cstalogs Administrators
=4 AppDisks Administrators | Scopes | Roles [E]l Create Repert

£4 Delivery Groups Name + [ scope Role Status i Create Administrator
B Applications CITRDADD01868 Al Read Only Admi... Enabled View
[= Policies
Logging CITRIX\administrator Al Full Administrator  Enabled G Refresh
4 [ Configuration CITRIX\ctxadmint All Full Administrator ~ Enabled Help
& Administrators CITRIX\ctxuser A Full Administrator  Enabled
Controllers CITREX\0001868
CITRIX\egdemouser Al Read Only Admi... Enabled
= Hosting £ v #  Edit Administrator
4 Licensing CITRIX\egsing1 All Read Only Admi... Enabled
3 StoreFront Copy Administrator
arerron CITRIX\MPXAXDAgentAccount All Read Only Admi...  Enabled
@ App-V Publishing 9¢ Delete Administrator
CITRIX\rob All Read Only Admi... Enabled
.xz AppDNA Help
@ Zones

Details - CITRIX\0001868
Status: Enabled

Scope  + | Role

Al Read Only Administrator
All objects  Can see all objects in specified scopes as well as global information, but cannot chafigeignything.

Figure 7.1: Citrix Studio Console
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2. To assign the monitoring rights to a user, click on the Create Administrator option under the
Administrators menu in the Actions panel of the console. This will open the Administrator
and Scope page in the Create Administrator window (see Figure 7.2).

Create Administrator

Studio Administrator and Scope

Select an administrator:

|| [ Browse... |

Administrator and Scope
Select a Scope:
Role : : : = S
Scopes are objects that represent something meaningful in an organization and that an
Summary administrator is allowed to manage (for example, a set of Delivery Groups used by the Finance
team). Click a scope to see the objects in it.
Scope name
All

All objects

| Create SCOPE.. |

liv Cancel) /i

Figure 7.2: The Create Administrator window

3. Inthe Administrator and Scope page that opens, click on the Browse button. This will invoke

Figure 7.3, using which you can select the user from the domain. Once you selected the user,
click OK button in Figure 7.3.
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Select this object type:

| User or Group

From this location:
|Entire Directony

Enterthe object name to select (z@mples):
chadming chadmin 2@ it eainnovations.com)|

Figure 7.3: Selecting the user from the domain

4. This will lead you to the Administrator and Scope page as shown in Figure 7.4, where the
chosen user will be displayed. Now, select All as the scope for the chosen user, and then click
Next button in Figure 7.4 to proceed.

Studio Administrator and Scope

Select an administrator:

| CITRIX\ctxadmin2 || Browse..

Administrator and Scope
Select a Scope:
Rol : 5 s £ S
= Scopes are cbjects that represent something meaningful in an organization and that an
Summary administrator is allowed to manage (for example, a set of Delivery Groups used by the Finance
team). Click a scope to see the objects in it.

| Scope name

o Al
All objects

Figure 7.4: Selecting the scope for the chosen user
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5. Then, the Role page of the Create Administrator window appears (see Figure 7.5 ). In this
page, select the Read Only Administrator role for the chosen user.

Create Administrator

Studio Bate

Select a role. Click a role name to view its permissions.

+*
" Administrator and Scope uhigme RS

Delivery Group Administrator Built In

Role Can deliver applications, desktops, and machines; can also manage the...

Summary Full Administrator Built In
Can perform all tasks and operations.
Help Desk Administrator Built In
Can view Delivery Groups, and manage the sessions and machines ass...
Host Administrator Built In
Can manage host connections and their associated resource settings.
Machine Catalog Administrator Built In
Can create and manage Machine Catalogs and provision machines.

Read Only Administrator Built In

Can see all objects in specified scopes as well as global information, b...

Figure 7.5: Selecting the role for the chosen user

6. Upon clicking the Next button in the Role page, the Summary page will appear, as shown in
Figure 7.6. This will display the summary of your settings for the chosen user.
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Studio

" Role

Summary

Create Administrator

Summary
Administraton ctxadmin2 (CITRIX\ctxadmin2)
Scope: All
Role: Read Only Administrator

+| Enable administrator

Save full permissions report

Back

Clear check box to disable the administrator. No settings wi

Cancel

Figure 7.6: The Summary page

Finally, click the Finish button.

Delivery Controller host. To achieve this, do the following;

e Gotothe Control Panel in the host.

« From the list of control panel items, click the Administrative Tools to view the set of tools

available for system administrators and advanced users.

« Upon selecting the Local Security Policy tool in the Administrative Tools location, the

Local Security Policy settings console will appear.

« Next, navigate to the User Rights Assignment node in the Local Policies tree in the left
panel of the settings console. This will display the security policies corresponding to the user
rights in the right panel.

« Now, select the Allow log on locally policy to assign the security privilege to the user (see
Figure 7.7).
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File Action View Help

oo 2 XE = B

T Security Settings Palicy - Security Setting ~
I g Account Policies | Access Credential Manager as a trusted caller
4 [g Local Policies | Access this computer from the network Everyone Administrators...
'3 2: Audit Policy | Act as part of the operating system
2! User Rights Assignment | Add workstations to domain
D_ 4 Security Options | Adjust memory quotas for a process LOCAL SERVICE,METWO...
I || Windows Firewall with Advanced Sec

it Allow log on locally CITREX\ ctxadmin2, Back...

~| Metwork List Manager Policies

- . . | Allow log on through Remote Desktop Services Administrators, Remote ...
b [ Public Key Policies Back up files and directories Administrators,Backu
[+ || Software Restriction Policies -B P hecki E LOC#’&L SER‘\:(;I
I || Application Control Policies | Bypass traverse c ec- 'ng VEyons, o
b 'g IP Security Policies on Local Compute | Change the s-j,rstem tirme LOCAL SERVICErAdm!n?...
b 7 Advanced Audit Policy Configuration | Change the time zone LOCAL SERVICE, Admini...
| Create a pagefile Administrators

| Create a token object

| Create global objects LOCAL SERVICE,NETWO...
| Create permanent shared objects

| Create symbuolic links Adrministrators

| Debug programs Administrators

| Deny access to this computer frem the network

| Deny log on as a batch job

| Deny log on as a service

| Deny log on lacally

| Deny log on through Remote Desktop Services

< m > | Enable computer and user accounts to be trusted for delega... s

e Local Security Policy = |[= - |

e ———————————

Figure 7.7: Setting the Allow log on locally policy to the user

9. The eGurkhaAgent service should run using the Local system account.

Once the above-said pre-requisites are fulfilled, manage the Citrix Delivery Controller component
using eG administrative interface. The procedure for achieving this is explained in the following
section.

7.2 Managing the Citrix Delivery Controller 7.x

eG Enterprise can automatically discover the Citrix Delivery Controller v7 components in the
environment and also let you to manually add the Citrix Delivery Controller v7 components using the
eG administrative component. To achieve this, follow the steps given below:

1. Log into the eG administrative interface.

2. eG Enterprise cannot automatically discover the Citrix Delivery Controller 7.x. You need to
manually add the server using the COMPONENTS page (see Figure 7.8) that appears when the
Infrastructure -> Components -> Add/Modify menu sequence is followed. Remember that
components manually added are managed automatically.
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External agents

COMPONENT # BACK
e This page enables the administrator to provide the details of a2 new component
Category Component type
All w Citrix Delivery Controller 7.x w

Component information

Host IP/Name 192.168.10.1

Nick name citdelcon?

Port number 80

Monitoring approach

Agentless

Internal agent assignment (+) Auto Manual

192.168.9.90

Figure 7.8: Adding a Citrix Delivery Controller 7.x

3. Specify the Host IP and the Nick name of the Citrix Delivery Controller 7.x server in Figure 7.8.
Then click the Add button to register the changes.

4. When you attempt to sign out, a list of unconfigured tests appears (see Figure 7.9).

List of unconfigured tests for 'Citrix Delivery Controller 7.x"
Performance citdelcon7:80

Applications

Citrix XML Access
Delivery Groups
Login Details

Site Details

Brokering Machines Citrix Machine Creation Service Tasks
Controller Details Controller Service Detalls

Hypervisor Details Load Evaluater Index

Machine Catalog Details Session and Application States

Figure 7.9: List of tests to be configured for the Citrix Delivery Controller 7.x

5. Click on the Brokering Machines test to configure it. To know how to configure the test, refer to

Section 8.4.3.
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6. Once you configured the Brokering Machines test, try to signout of the eG administrative
interface. Now, you will be prompted to configure the Citrix XML Access test. Click on the test
to configure it. To know how to configure the test, refer to Section 8.3.8.

7. Finally, signout of the eG administrative interface.
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Chapter 8: Monitoring Delivery Controller 7.x

Delivery Controller 7 integrates Citrix XenApp and VDI desktop virtualization technologies into a
unified architecture that enables a scalable, simple, efficient, and manageable solution for delivering
Windows applications and desktops. Figure 8.1 depicts the architecture of the Delivery Controller 7.

XenDesktop Controller

.-.l’l ; -n . -E
- -

Drector  EdgeSight  Snxdio

Figure 8.1: The Delivery Controller 7 architecture

eG Enterprise offers a 100% web based Delivery Controller monitoring model to monitor the
Delivery Controller 7 (or above) continuously and to proactively alert administrators to the the
potential issues in its performance.
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@ Users

@ Applications

@ Delivery Groups

o Controllers

@ Site

0 Infrastructures

0 Windows Service

@ Application Processes
@ Tcp

@ Network

@ Operating System

Figure 8.2: Layer model of the Delivery Controller 7 server

Note:

This monitoring model reports metrics for only a single Delivery Controller in a Site. For
a site-wide overview of performance, use the Citrix XA/XD Site monitoring model. To
know how to monitor a Site, refer to the Monitoring Citrix XA-XD Site document.

The metrics mapped to every layer of this model enable administrators to find quick and accurate

answers to the following performance queries:

Is the broker able to connect to the hosting server?

Is any hosting server in the maintenance mode? If so, which one?

Have any controllers in the site failed? If so, which ones?

Is the controller being monitored operating without glitches?

Are any controllers in the farm in a powered-off state? If so, which ones?
Is the controller being monitored in a powered-on/off state currently?

Are the critical services running across the site? Are they inactive on any controller in the site? If
so, which ones?

Are the critical site services running on the controller being monitored?

How healthy are the interactions between the broker's MS SQL database and critical Citrix
services such as the Broker service, the Configuration service, the Configuration Logging service,
the Host service, the AD Identity service, the Machine Creation service, the Citrix Delegated
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Admin service, the Storefront service, the Environment Test service, the Monitor service and the
Machine Identity service? Is any service unable to access the database, or is any service
experiencing slowdowns while executing database transactions? Which one of these services is
in an abnormal state currently?

» Have the broker’s logs captured any errors/warnings recently?
« |Is any machine unable to register with the broker? If so, which one?

« How many catalogs have been configured on the broker? What are they? What is the type of each
catalog?

« How many machines in each catalog have been assigned to users, and how many are
unassigned?

« Does any catalog consist of machines that do not belong to any delivery group?

« Isthe License server available on the site?

« Isthe broker able to connect to the SQL database server?

« Isany delivery group in maintenance mode?

« Isany delivery group unavailable?

« Are there adequate idle machines in every delivery group, or is any delivery group over-utilized?

« Have any machines disconnected from their delivery groups? Which delivery groups have such
disconnected machines?

« Does any delivery group consist of unregistered machines?

« Which delivery group is managing CPU-intensive machines? Which desktops are these? Which
controller is managing these desktop groups?

« Are too many desktops in a desktop group experiencing network latencies?

» Did the connection attempt to any machine fail recently? If so, which machine is this? Which
delivery group and controller are managing this machine?

« Are any machines in a group powered off currently?

« Isthe broker overloaded with sessions?

« Have published applications been accessed in any session?
« Have too many user sessions disconnected from the broker?

« Are too many sessions to the machines logging out?
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« Is any machine in an Unavailable state currently?
« Isthe virtual desktop agent unavailable on any machine?

« Is any machine in the maintenance mode?

Since the last 5 layers of the monitoring model have already been dealt with in the Monitoring Unix
and Windows Servers document, let us proceed to look at the remaining layers of Figure 8.2.

8.1 The Infrastructures Layer

Use the test mapped to this layer to determine connectivity issues (if any) between the broker and
the hosting platform.

@ Infrastructures

W ﬁ Hypervisor Details
« SCVMM

Figure 8.3: The tests mapped to the Infrastructures layer
8.1.1 Hypervisor Details Test

This test reports the status of the connection between the Delivery Controller and each server that
hosts the machines. In the absence of a healthy connection between the two, the broker may not be
able to provision machines on-demand.

If users complaint of any delay in the servicing of their machine requests, you may want to use this
test to check the connection status between the broker and the server hosting that machine, so that
connection errors (if any) can be promptly detected.

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each broker that is to be monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
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Parameter Description
Port Refers to the port at which the specified host listens to.
Username In order to monitor the target Delivery Controller 7, eG requires a special user with the
following privileges;
« The All scope and read-only privileges
« The Allow log on locally security privilege on the Delivery Controller host
The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.
Password Specify the password for the user specified in the Username text box, here.

Confirm Password

Domain

Detailed Diagnosis

Confirm the Password by retyping it here.

Here, specify the domain to which the user specified in the Username text box belongs
to.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Broker's
connection state
to hypervisor

Description Me.asurement Interpretation

Unit
Indicates the status This test reports one of the following values to
of the connection indicate the status of the connection between
between the broker the broker and a hosting server:
and this hosting
server. « On

202




Chapter 8: Monitoring Delivery Controller 7.x

Measurement

Measurement Description Unit

Interpretation
« InMaintenanceMode
« Unavailable

The numeric values that correspond to the
above-mentioned states are as follows:

Numeri s
State ¢ Value Description

On Indicates
that the
broker is in
contact
with the
hypervisor

InMaintenanceMo Indicates
de that the
hosting
server
(e.g.,
XenServer,
Hyper- V)
2 |through
which
machines
are
managed,
is under
maintenan
ce

Unavailable Indicates
that the
broker is
unable to
contact the
hypervisor
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Measurement

Description

Measurement

Unit

Interpretation

Note:

By default, this measure reports the above-
mentioned States while indicating the
connection status of the broker and the
hypervisor. However, in the graph of this
measure, the same will be represented using the
corresponding numeric equivalents —1to 3 —
only.

The detailed diagnosis capability of this measure
if enabled, reveals the connection name,
connection type, Hypervisor address, the
controller and the user who is accessing the
hypervisor.

Is Broker's
connection to
hypervisor in
maintenance
mode?

Indicates whether
the connection
between the broker
and the hosting
serveris in
maintenance mode.

This measure reports a value Yes if the
connection between the broker and the hosting
server is in maintenance mode and No if
otherwise.

The numeric values corresponding to the above-
mentioned measure values are as follows:

Measure Value Numeric Value

Yes 1

No 0

Note:

By default, this measure reports the above-
mentioned Measure Values while indicating
whether the connection between the broker and
the hosting server is in maintenance mode.
However, the graph of this measure will be
represented using the corresponding numeric
equivalents i.e., 0 or 1 only.

Is Broker's
connection to
hypervisorin
persistent?

Indicates
whether/not the
connection is
persistent between

This measure reports a value Yes if the
connection between the broker and the hosting
server is persistent and No if otherwise.

The numeric values corresponding to the above-
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Measurement

Description

the broker and the
hosting server.

Measurement

Interpretation

mentioned measure values are as follows:

Measure Value Numeric Value

Yes 1

No 0

Note:

By default, this measure reports the above-
mentioned Measure Values while indicating
whether the connection between the broker and
the hosting server is persistent. However, the
graph of this measure will be represented using
the corresponding numeric equivalents i.e., 0 or
1 only.

Is local storage
caching enabled?

Indicates whether
the local storage
caching is enabled
or not.

This measure reports a value Yes if the local
storage caching capability is enabled and No if
otherwise.

The numeric values corresponding to the above-
mentioned measure values are as follows:

Measure Value Numeric Value

Yes 1

No 0

Note:

By default, this measure reports the above-
mentioned Measure Values while indicating
whether the local storage caching capability is
enabled. However, the graph of this measure will
be represented using the corresponding numeric
equivalents i.e., 0 or 1 only.

Is provisioning
service used to
create VMs?

Indicates
whether/not the
provisioning service
is used to create
provisioned
machines.

This measure reports a value Yes if the
provisioning service is used to create
provisioned machines and No if otherwise.

The numeric values corresponding to the above-
mentioned measure values are as follows:
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Measurement

Description

Measurement

Unit

Interpretation

Measure Value Numeric Value

Yes 1

No 0

Note:

By default, this measure reports the above-
mentioned Measure Values while indicating
whether the provisioning service is used to
create provisioned machines. However, in the
graph of this measure, the same will be
represented using the corresponding numeric
equivalents i.e., 0 or 1 only.

Is hypervisor
connection in
ready state?

Indicates
whether/not the
connection between
the hosting server
and the delivery
controller is ready.

The numeric values corresponding to the above-
mentioned measure values are as follows:

Measure Value Numeric Value

Yes 1

No 0

Note:

By default, this measure reports the above-
mentioned Measure Values while indicating
whether the connection is ready between the
hosting server and the delivery controller.
However, in the graph of this measure, the same
will be represented using the corresponding
numeric equivalents only.

Machines
associated with
this hypervisor
connection

Indicates the
number of machines
associated with the
connection between
the hosting server
and the delivery
controller.

Number
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The detailed diagnosis of the Broker’s connection state to hypervisor measure reveals the
connection name, connection type, Hypervisor address, the controller and the user who is accessing
the hypervisor.

Detailed Diagnosis Measure Graph Summary Graph Trend Graph Fix History Fix Feedback

Component DESKTOPT:80 Measured By DESKTORT
Test Hypervior Details
Description | VMware-VC Izl Measurement | Broker's connection state to hypervisor Izl
Timetine  [ihow [o] FomB[zroo e we[f lwin[o] re@[Eomoeie] welz lwns] I =) &)
Shows the Hypervisor connection information
TIME CONNECTION NAME COMNNECTION TYPE HYPERVISOR PREFERRED USERNAME SCOPES
ADDRESS CONTROLLER

2013-09-18 02:31:17

VMware-VC VMWare Virtualization https://WIN- CITRIXAEXCL-1 administrator
LIZ7BDNN4IQ/ sdk

2013-09-18 02:21:25

VMuvara-VC VMWare Virtualization | https://WIN- CITRIN\EXCL-1 =dministrater
LIZ7BDNN41G/sdk

2013-09-18 02:11:54

VMvare-VC VMWare Virtualization | https://WIN- CITRIX\EXCL-1 =dministratar
LIZ7EDNN4IQ sdk

2013-09-18 02:01:12

VMvare-VC VMWare Virtualization | https://WIN- CITRIX\EXCL-1 =dministrater
LI27BDNN4IQ sdk

2013-09-18 01:51:06

YMware-VC VMWare Virtualization https:/fWIN- CITRIX\EXCL-1 administrator
LIZ27BEDNN4IQ/sdk

2013-09-18 01:41:30

VMware-VC VMWare Virtualization https://WIN- CITRIX\EXCL-1 administrator
LIZ7BDNN4I0/ sdk

Figure 8.4: The detailed diagnosis of the Broker's connection state to hypervisor measure
8.2 The Site Layer

Using the test mapped to this layer, you can monitor the availability and responsiveness of the
license server in the site, the session related information and the number of brokers managed by this
site. Additionally, the status of AppDisk and zones in the site can also be monitored by this layer. The
details on tags utilization are also revealed.
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L4

@ site Q

¢

h Q Citrix Licenses
" Citrix EdgeSight for Endpoints_Concurrent User

&

" Citrix License Diagnostic
' Citrix Provisioning Server for Desktops_Concurre..
' Citrix Provisioning Services_Concurrent System
' Citrix Start up License
v& Site Details
' eG-Llab
h Q Tags Usage
' Test
«' TestAppTag
+ Win10PVS
« XA_PVS
+ XA_RDS
A ﬁ' Zones Details
+' Monitoring Team

' Primary

Figure 8.5: The tests mapped to the Site layer
8.2.1 Site Details Test

Deployment of XenDesktop in a single geographical location may be called as a site. A site therefore
typically comprises of one/more brokers that point to the same database, a database server, a
license server, a Citrix Studio, Citrix StoreFront, hypervisors, virtual machines, and XenApp servers
on the server-side, and receivers at the client side.

This test promptly alerts administrators to the following anomalies related to the monitored site:

« The sudden non-availability of the license server in the site;
« Poor responsiveness of the license server;
« Are the active sessions, desktop sessions and application sessions adequate?;

« Are there any brokers that are currently inactive in this site?

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the XenDesktop 7 server site that is to be monitored.
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Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.
Username In order to monitor the target Delivery Controller 7, eG requires a special user with the
following privileges;
« The All scope and read-only privileges
« The Allow log on locally security privilege on the Delivery Controller host
The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.
Password Specify the password for the user specified in the Username text box, here.

Confirm Password

Domain

Detailed Diagnosis

Confirm the Password by retyping it here.

Here, specify the domain to which the user specified in the Username text box belongs
to.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Measurement
Unit

Description

Interpretation

License server

Indicates the availability | Percent If the license serveris available, a
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Measurement

Description

Measurement
Unit

Interpretation

availability

of the license serverin
this site.

value of 100 is shown and if the license
server is not available, a value of O is
shown.

Since the license server is responsible
for managing the licenses for all the
components of XenDesktop, the non-
availability of the license server, should
have serious repercussions on the
performance of the XenDesktop site.
However, such adversities are averted
by the 90-day grace period that
XenDesktop embeds; this allows the
system to function normally for 90 days
if the license server becomes
unavailable.

Moreover, if this measure reports that
the license server is unavailable, then
you may instantly want to know which
license server the XenDesktop is
communicating with. At this juncture,
you can use the detailed diagnosis of
this measure (if enabled) to ascertain
the name of the license server and the
port at which it listens.

License server
response time

Indicates the time taken
by the broker to establish
a connection with the
license server.

Secs

Ideally, the response time should be
low.

Active sessions

Indicates the total number
of sessions that are
currently active on this
site.

Number

This measure is a good indicator of the
load on this site.

Is DNS resolution
enabled?

Indicates whether the
DNS resolution is enabled
or not on this site.

The values and their corresponding
numeric values that this measure could
report are:
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Measurement

Description

Measurement
Unit

Interpretation

Measure value| Numeric Value

No 0
Yes 1
Note:

By default, this measure reports the
values Yes or No while indicating
whether DNS resolution is enabled or
not on this site. However, in the graph
of this measure, the same will be
represented using the corresponding
numeric equivalents of 0 and 1 only.

Is secure ICA
required?

Indicates whether/not a
secure ICA is required for
this site.

By default, client-server
communications are obfuscated at a
basic level through the Securel CA
feature, which can be used to encrypt
the ICA protocol.

Plug-ins use the ICA protocol to encode
user input (keystrokes and mouse
clicks) and address it to a server farm
for processing. Server farms use the
ICA protocol to format application
output (display and audio) and return it
to the client device.

You can increase the level of
encryption for the ICA protocol when
you publish a resource or after you
publish a resource.

In addition to situations when you want
to protect against internal security
threats, such as eavesdropping, you
may want to use ICA encryption in the
following situations:

« You need to secure communications

from devices that use Microsoft
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Measurement

Description

Measurement
Unit

Interpretation

DOS or run on Win16 systems

« You have older devices running plug-
in software that cannot be upgraded

touse SSL

« As an alternative to SSL/TLS
encryption, when there is no risk of a

“man-in-the-middle” attack

The values that this measure can report
and their corresponding numeric values
are:

Measure value| Numeric Value

No 0
Yes 1
Note:

By default, this measure reports the
values Yes or No while indicating
whether a secure ICA is required for
this site or not. However, in the graph of
this measure, the same will be
represented using the corresponding
numeric equivalents of 0 and 1 only.

Are trust requests
sent to the XML
service port?

Indicates whether/not
trust requests were sent
to the XML service.

Trusting requests sent to the XML
Service means:

« Smooth Roaming works when
connecting with the Web Interface
using pass-through or smart card
authentication, and when connecting
with the online plug-in using smart
card authentication or the Kerberos

pass-through option.
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Measurement
Unit

Measurement Description

Interpretation

« Forexample, you can use
workspace control to assist health-
care workers in a hospital using
smart cards, who need to move
quickly among workstations and be
able to pick up where they left off in

published applications.

« XenApp can use the information
passed on from Access Gateway
(Version 4.0 or later) to control
application access and session
policies. This information includes
Access Gateway filters that can be
used to control access to published
applications and to set XenApp
session policies. If you do not trust
requests sent to the XML Service,

this additional information is ignored.

The values that this measure can report
and their corresponding numeric values
are:

Measure value| Numeric Value

No 0
Yes 1
Note:

By default, this measure reports the
values Yes or No while indicating
whether/not trust requests were sent to
the XML service. However, in the graph
of this measure, the same will be
represented using the corresponding
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Measurement

Description

Measurement
Unit

Interpretation

numeric equivalents of 0 and 1 only.

Total controllers on
this site:

Indicates the total number
of brokers that are
configured for this site.

Number

Use the detailed diagnosis of this
measure to know which controllers are
part of the site.

Is connection leasing
enabled?

Indicates whether/not
connection leasing is
enabled for this site.

To ensure that the Site database is
always available, Citrix recommends
starting with a fault-tolerant SQL Server
deployment by following high
availability best practices from
Microsoft. However, network issues
and interruptions may prevent Delivery
Controllers from accessing the
database, resulting in users not being
able to connect to their applications or
desktop. The connection leasing
feature supplements the SQL Server
high availability best practices by
enabling users to connect and
reconnect to their most recently used
applications and desktops, even when
the Site database is not available.
Although users may have a large
number of published resources
available, they often use only a few of
them regularly. When you enable
connection leasing, each Controller
caches user connections to those
recently used applications and
desktops during normal operations
(when the database is available). The
leases generated on each Controller are
uploaded to the Site database for
periodic synchronization to other
Controllers on the Site. In addition to
leases, each Controller's cache holds
application, desktop, icon, and worker
information. The lease and related
information is stored on each

214




Chapter 8: Monitoring Delivery Controller 7.x

Measurement

Unit Interpretation

Measurement Description

Controller’s local disk. If the database
becomes unavailable, the Controller
enters leased connection mode and
“replays” the cached operations when a
user attempts to connect or reconnect
to arecently used application or
desktop from StoreFront. Connections
are cached for a lease period of two
weeks. So, if the database becomes
unavailable, the desktops and
applications that the user launched in
the previous two weeks remain
accessible to that user through
StoreFront. However, desktops and
applications that have not been
launched during the previous two-week
lease period are not accessible when
the database is unavailable.

Connection leasing is enabled by
default.

You can turn connection leasing off or
on from the PowerShell SDK or the
Windows registry.

This measure reports the value Yes if
connection leasing is enabled for a site
and the value No if connection leasing
is not enabled for a site.

The numeric values that correspond to
these measure values are as follows:

Measure value| Numeric Value

No 0
Yes 1
Note:

By default, this measure reports the
values Yes or No while indicating
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Measurement

Description

Measurement
Unit

Interpretation

whether/not connection leasing is
enabled for the site. However, in the
graph of this measure, the same will be
represented using the corresponding
numeric equivalents of 0 and 1 only.

Is license in grace
period?

Indicates whether/not the
license for this siteis in
the grace period.

In previous versions of XenApp and
XenDesktop, if the correct licenses are
not installed, users will get session
rejections via the license policy engine.
To avoid this limitation, Citrix
introduced a new concept called
Supplemental Grace Period (SGP) in
XenApp/XenDesktop 7.6. During the
SGP, the license policy engine will
grant unlimited connections, for about
15 days to allow for fixing the issue. An
alarm is activated when the grace
period expires, and the Delivery
Controller can not checkout licenses to
launch sessions from license server.
After the expiration of SGP, regular
license limits are enforced.

If the license for the site is in the grace
period, then the value of this measure
will be Yes. If the license has not
entered the grace period, then the value
of this measure will be No.

The numeric values that correspond to
these measure values are as follows:

Measure value| Numeric Value

No 0
Yes 1
Note:

By default, this measure reports the
values Yes or No while indicating
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Measurement

Description

Measurement
Unit

Interpretation

whether/not the site license is in the
grace period. However, in the graph of
this measure, the same will be
represented using the corresponding
numeric equivalents of 0 and 1 only.

Is license in out of
box grace period?

Indicates whether/not the
license grace period for
this site has expired.

If the license for the site has lived out
its grace period, then the value of this
measure will be Yes. If the license
grace period has not expired, then the
value of this measure will be No.

The numeric values that correspond to
these measure values are as follows:

Measure value| Numeric Value

No 0
Yes 1
Note:

By default, this measure reports the
values Yes or No while indicating
whether/not the grace period of the site
license has expired. However, in the
graph of this measure, the same will be
represented using the corresponding
numeric equivalents of 0 and 1 only.

License grace hours
left

Indicates how much time
(in hours) is left for the
grace period to expire.

Hours

This measure will report a value
only if the value of the 'Is license in
grace period?' measure is 'Yes'.

If the value of this measure is low, then
you may want to quickly install
additional licenses on the site to ensure
that your users receive uninterrupted
access to their critical applications and
desktops. Because, upon the expiry of
the grace period, the Delivery
Controllers in the site can not checkout
licenses to launch sessions from
license server.
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The detailed diagnosis of the License server availability measure displays the name of the License
server in the site and the port at which it listens. Alongside, the detailed diagnosis displays the
desktop model, desktop edition, application model and application edition that is compatible with the
license. The date on which the license would finally expire/the last date for renewal of the license is
provided in the REQUIRED SA DATE column. This information enables administrators to effectively
troubleshoot issues with the availability of the License server.

Shows the license server information en this site

DESKTOP DESKTOP APPLICATION APPLICATION
SITE NAME LICENSE SERVER NAME LICENSE LICENSE LICENSE LICENSE LICENSE REQUIRED SA DATE

SERVERPORT  ppymion MODEL EDTION MODEL
Jan 02, 2017 17:12:44

egsite ZK12R2XD711-DC1.egin.local 27000 Platinum User/Device XenApp User/Device 9/8/2016 5:30:00 AM

Figure 8.6: The detailed diagnosis of the License server availability measure

The detailed diagnosis of the Total controllers on the site measure displays the names of the delivery
controllers on this site. For each controller, the detailed diagnosis additionally reveals the machine
on which that controller is installed, the total number of desktops managed by the controller, the state
of the controller, the version of the controller, the type of operating system, the version of the
operating system, the last time at which the controller was active, and the zone to which the
controller belongs. This information helps you to identify the controllers that are inactive.

Shows the list of controllers on this site

CONTROLLER, TOTAL CONTROLLER LAST ACTIVE

MACHINE NAME DMNS NAME STATE MACHINES VERSION 0s 0S5 VERSION TIME ZOMNE NAME
Jan 02, 2017 17:03:32

ECIMYZK12RZXD711- ZK12R2XD711- Active 4 7.11.0.23 Windows 2012 6.2.9200.0 1/2/2017 5:02:43 Primary

DCl DCl.egin.local RZ PM

ECINYZK12RZ- 2K1ZR2Z- Active 3 7.11.0.23 Windows 2012 5.2.9200.0 1272017 5:02:56 Primary
XDC7112 XDC7112. egin.local RZ PM

Figure 8.7: The detailed diagnosis of the Total brokers for this site measure

8.2.2 AppDisk Details Test

Citrix AppDisk, a new application layering technology in XenApp and XenDesktop 7.8, allows IT to
package and deliver apps separately from golden images.

AppDisk allows IT to create, deploy and update fewer master images. Instead of installing
applications alongside the OS, IT can package and deliver them separately in departmental
AppDisks. An AppDisk is either a virtual hard disk or virtual machine disk file, depending on the
hypervisor -- either Citrix XenServer or VMware ESXi.
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The virtual disks that house the applications act as an independent storage layer that attaches to the
base golden image when users boot a XenApp or XenDesktop session. The hypervisor controls the
process of attaching the AppDisk's drives to the base image. From the users' perspectives, the apps
contained in the AppDisks perform as if they are installed locally on the virtual machine (VM).

If an AppDisk is unable to perform application delivery, then you may want to know if the AppDisk
was created properly and is ready for use. This can be ascertained using the AppDisk Details test.
This test auto-discovers the AppDisks, and for each AppDisk reports the state of the AppDisk and
the number of application packages installed on it. Detailed diagnostics provided by this test also
reveal which applications are installed on which AppDisk.

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to.

Username In order to monitor the target Delivery Controller 7, eG requires a special user with the

following privileges;
o The All scope and read-only privileges

« The Allow log on locally security privilege on the Delivery Controller host

The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.

Password Specify the password for the user specified in the Username text box, here.
Confirm Password ~ Confirm the Password by retyping it here.

Domain Here, specify the domain to which the user specified in the Username text box belongs
to.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
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Parameter Description

configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description gﬁﬁsurement Interpretation
AppDisk state Indicates the current state The values that this measure reports
of this AppDisk. and their corresponding numeric values

are listed in the table below:

Mc\e;:ll:;'e Numeric Value
Unknown 0
Ready i
Populating 2
Creating 3

Note:

By default, this measure reports the
above-mentioned Measure Values to
indicate the state of an AppDisk.
However, in the graph of this measure,
the same will be represented using the
numeric equivalents.

Number of packages | Indicates the number of Number Use the detailed diagnosis of this
application packages measure to know which applications
available in this AppDisk. are installed on this AppDisk.
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The detailed diagnosis of the Number of packages measure lists the applications installed on an
AppDisk, the manufacturer of each application, and the application version.

Details of packages

NAME MANUFACTURER VERSION
Dec 22, 2016 13:17:09

Symantec Endpoint Protection Symantec Corporation 12.1.6608.6300

Figure 8.8: The detailed diagnosis of the Number of packages measure
8.2.3 Zones Details Test

Deployments that span widely-dispersed locations connected by a WAN can face challenges due to
network latency and reliability. One of the means by which these challenges can be mitigated is by
configuring zones. Zones can help users in remote regions connect to resources without necessarily
forcing their connections to traverse large segments of the WAN. In other words, zones connect
users to resources that are closest to them, keeping traffic ‘local’. Using zones allows effective Site
management from a single Citrix Studio console, Citrix Director, and the Site database.

A Site always has one primary zone, which should include the central Site database and at least two
Delivery Controllers. It can also optionally have one or more satellite zones, which should include
one or more VDAs, Controllers, StoreFront servers, and NetScaler Gateway servers.

When a Delivery Controller in a zone (primary/satellite) fails, another one in the same zone will take
over. But how does an administrator determine that a failover has occurred in a primary zone? By
executing this test at regular intervals, administrators can be promptly alerted if a controller in
primary zone fails over to another controller in the same zone. Additionally, this test also scans each
zone configured in a site and reports the number of controllers, delivery groups, and machine
catalogs in that zone.

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each zone configured in the Delivery Controller site
being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.
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Parameter Description
Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.
Username In order to monitor the target Delivery Controller 7, eG requires a special user with the
following privileges;
« The All scope and read-only privileges
« The Allow log on locally security privilege on the Delivery Controller host
The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.
Password Specify the password for the user specified in the Username text box, here.

Confirm Password

Domain

Detailed Diagnosis

Confirm thePassword by retyping it here.

Here, specify the domain to which the user specified in the Username text box belongs
to.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

» The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Is primary zone?

Description Me:asurement Interpretation
Unit
Indicates whether/not this The values that this measure reports
is the primary zone. and their corresponding numeric values

are listed in the table below:
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Measurement

Description

Measurement
Unit

Interpretation
SRR Numeric Value
Value
Yes 1
No 0
Note:

By default, this measure reports the
above-mentioned Measure Values to
indicate whether a zone is a primary or
a satellite zone. However, in the graph
of this measure, the same will be
represented using the numeric
equivalents.

Has primary zone
recently changed?

Indicates whether/not the
state of the primary zone
changed during the last
measurement period.

This measure will report a value only if
the 'ls primary zone?' measure reports
the value 'Yes'.

Typically, when a controllerin a
primary zone fails over to another
controller in the same zone in the last
measure period, then this measure will
report the value Yes. If no failover has
occurred in the primary zone between
two measure periods, then the value of
this measure will be No.

The numeric values that correspond to
the measure values discussed above
are listed in the table below:

EEEITTE Numeric Value
Value
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned Measure Values to
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Measurement

Description

Measurement

Unit

Interpretation

indicate whethe/not a failover has
occurred in the primary zone. However,
in the graph of this measure, the same
will be represented using the numeric

catalogs

machine catalogs in this
Zone.

equivalents.
Number of Indicates the number of Number Use the detailed diagnosis to know
controllers controllers in this zone. which controllers are in this zone and
when each controller was last started.
Number of delivery | Indicates the number of Number Use the detailed diagnosis of this
groups delivery groups in this measure to know which delivery
zone. groups are operating in this zone.
Number of machine | Indicates the number of Number Use the detailed diagnosis of this

measure to identify the machine

catalogs in this zone.

The detailed diagnosis of the Number of controllers measure lists the controllers in this zone, their
version, their OS details, and the last start and activity time of each controller. A quick look at these
details will also indicate if a failover occurred within the zone recently, and if so, which controller
failed and which one took over.

DNS NAME

Details of controllers

Dec 01, 2016 13:02:48

2K12R2XD711-DCl.egin.local

MACHINE NAME VERSION

ECINV2ZK12R2XD711-DC1 7.11.0.23

CONTROLLER

0S TYPE

Windows 2012 R2

05 VERSION

6.2.9200.0

LAST ACTIVITY TIME LAST START TIME

127172016 6:31:38 PM 11/27/2016 2:00:25 AM

Figure 8.9: The detailed diagnosis of the Number of controllers measure

The detailed diagnosis of the Number of delivery groups measure provides the current state and
configuration of every delivery group in the zone. .

Details of delivery groups

DELIVERY GROUP
NAME

Dec 01, 2016 13:02:48

‘Win&-Apdskl

DESCRIFTION

SESSION I5
SUPPORT ENABLED

Single Session True

IN MAINTENANCE
MCDE

False

TOTAL DESKTOP SECURE ICA
MACHIMES KIND REQUIRED
1 Shared False

Figure 8.10: The detailed diagnosis of the Number of delivery groups measure
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The detailed diagnosis of the Number of machine catalogs measure reveals the catalogs presentin
the zone and their complete details.

Details of machine catalogs

SESSION ALLOCATION IS MACHINES PERSIST USER

CATALOGC NAME DESCRIFTION SUPPORT TYPE ARE PHYSICAL CHANGES PROVISIONING TYFPE SCOPES
Dec 01, 2016 13:02:48
Linux-vDA - MMultiple Random Yes On local disk Manual
Sessions
Winl0 = Single Session Static Mo On local disk Manual
Win2k16-AppSrv - MMultiple Random Yes On local disk Manual
Sessions
Win7Base - Single Session Random Mo Discard Machine Creation Services
Win7-VMWare - MMultiple Random Mo Discard Machine Creation Services
Sessions
Win&-XDBase - Single Session Random No Discard Machine Creation Services
Windows8-VMWare - Single Session Random No Discard Machine Creation Services

Figure 8.11: The detailed diagnosis of the Number of catalogs measure
8.3 The Controllers Layer
Using the tests mapped to this layer, you can easily determine the following:

What is the state of each broker?;

« How many machines are registered with each broker?;
« The overall health of the broker in terms of how error-prone itis;

« The issues in the communication between the Citrix Configuration Service and the MS SQL
database;

« Errorsin transactions executed by the Citrix Host Service on the broker’s database;
« How well the Citrix AD Identity Service interacts with the broker's MS SQL database?;
« The health of transactions performed by the Machine Creation Service on the broker’s database;

« Whether the Citrix Machine Identity Service is able to connect to the broker’s database, and how
well the database is managing the load generated by the service;

« The load handling ability of the Citrix XML Service that is responsible for communication between
the Web Interface component and the XenDesktop site;

Since most of the tests mapped to this layer are already discussed in the Monitoring Citrix Delivery
Controller v3/4 and Monitoring Citrix Delivery v5 chapters, let us now proceed to discuss those tests
that haven’t been dealt before.
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& Controllers

vy

LR A YA NN

<

<

<

<

<

SN AN KN NN

0 Citrix Machine Creation Service Tasks
@ citrix XML Access
~ @ Citrist XML Services

assign desktop

change password
desktop restart
disconnect user sessions
enumerate resources
get account info

get capabilities

get protocol info

get server farm data

get user info

0 Controller Database Connectivity
A 0 Controller Details

ZK12RZ-XDCV112 egin.local

o Controller Service Details

~ @ DNs Check

ZK12RZ-XDCV112 egin.local

A o Domain Controller Time Check

egin.local

Q License Details
~ @ WCF EndPoints

Citrix.Broker.Admin.|BrokerAdminCQuerny
Citrix.Broker. Admin S3DK.|BrokerAdminService
Citrix.Cds.Protocel. Controller | DynamicDataSink
Citrix.Cds.Protocol.Controller.INotifyBroker
Citrix.Cds.Protocel Controller.|IRegistrar
Citrix.Cds.Protocel Controller. | Ticketing

Citrix.EnvTest.Interfaces. |[EnvTestApi

Figure 8.

12: The tests mapped to the Controllers layer

8.3.1 Controller Details Test

Controllers are server machines running instances of the broker service. The broker service is
responsible for the brokering of user sessions to desktops or applications, and for power
management of the underlying machines. An operational site must contain at least one Controller.

This test auto-discovers the Desktop Delivery Controllers configured within a site, and reports the
current status of each controller and the count of machines registered with every controller. The test
also reveals the current status of the licensing server on each controller. This helps administrators to
re-allocate additional set of licenses on the Citrix License server and restart licensing services if the .

Target of the test : A Citrix Delivery Controller 7.x
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Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every controller configured within a site.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.
Username In order to monitor the target Delivery Controller 7, eG requires a special user with the
following privileges;
o The All scope and read-only privileges
« The Allow log on locally security privilege on the Delivery Controller host
The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.
Password Specify the password for the user specified in the Username text box, here.

Confirm Password

Domain

Detailed Diagnosis

Confirm the Password by retyping it here.

Here, specify the domain to which the user specified in the Username text box belongs
to.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.
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Measurements made by the test

Measurement Description gﬁia:surement Interpretation

Controller state Indicates the current state | Number This test reports one of the following
of this desktop delivery values to indicate the current state of a
controller (broker). desktop delivery controller:

« Active —Indicates that the broker is

powered-on and fully operational

« On —Indicates that the broker is

powered-on, but not fully operational

« Failed — Indicates that the broker

has failed due to some reason

« Off —Indicates that the broker is

powered-off

The numeric values that correspond to
the above-mentioned states are as

follows:
State Numeric Value
Active 1
On 2
Failed 3
Off 4
Note:

By default, this measure reports the
above-mentioned States while
indicating the current state of a broker.
However, the graph of this measure will
represent states using the
corresponding numeric equivalents —
i.e.,, 1to4.

The detailed diagnosis of this measure
reveals when the controller was last
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Measurement

Unit Interpretation

Measurement Description

accessed, when it was last started, the
zone to which the controller belongs,
and also displays the site services that
were active on the controller during its
last access.

Licensing server Indicates the current state The numeric values that correspond to
state on this of the licensing server on the above-mentioned states are as
controller this desktop delivery follows:

controller (broker).

State Numeric Value

Ok 1

License
Expired

Not Connected 3

Server Not Spe-
cified

License Not
Installed

Incompatible 6

Failed 7

Note:

By default, this measure reports the
above-mentioned States while
indicating the current state of the
licensing server on a broker. However,
the graph of this measure will represent
states using the corresponding numeric
equivalents —i.e., 1to 7.

Total registered Indicates the number of Number
machines machines that are
currently registered with
this broker.

The detailed diagnosis of the Controller state measure reveals when the controller was last
accessed, when it was last started, and also displays the name of the machine on which the
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controller is installed, the version of the controller, the zone to which the controller belongs, the
Operating system of the machine and the Operating system version.

Shows the controller information

CONTROLLER

DNS NAME MACHINE NAME VERSION

as 0S5 VERSION LAST ACTIVE TIME LAST START TIME ZONE NAME
Jan 02, 2017 17:50:45

ZK1ZRZXD711- ECINYVZK1ZRZXD711- 7.11.0.23 Windows 2012 6.2.9200.0 1722017 5:50:25 12/28/2016 5:46:34 Primary
DC1l.egin.local pc1 RZ P A

Figure 8.13: The detailed diagnosis of the Controller state measure
8.3.2 Controller Service Details Test

This test auto-discovers the critical services executing on the XenDesktop 7 server, and reports the
status of each service. With the help of this test, you can promptly detect which services have failed
currently.

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for every controller configured within a site.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to.

Username In order to monitor the target Delivery Controller 7, eG requires a special user with the

following privileges;
« The All scope and read-only privileges
« The Allow log on locally security privilege on the Delivery Controller host

The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.

Password Specify the password for the user specified in the Username text box, here.
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Parameter Description

Confirm Password ~ Confirm the Password by retyping it here.

Domain Here, specify the domain to which the user specified in the Username text box belongs
to.

Measurements made by the test

v Measurement .
Measurement Description Unit Interpretation
Broker service Indicates the current The Citrix Broker Service brokers
status status of the broker connections from endpoint devices to
service on this broker. desktops and applications.
The numeric values that correspond to the
Measure Values that this measure can take
are as follows:
Numeri
Measure Value
¢ Value
OK 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
Electroencephalographic 5
DBOlder- 6
VersionThanService
DBVer- 7
sionChangelnProgress
PendingFailure 8
Failed 9
Unknown 10
DBNotFound 11
DBMiss- 12
ingOptionalFeature
DBMiss- 13
ingMandatoryFeature
Note:
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Measurement

Description

Measurement

Unit

Interpretation

By default, this measure reports the above-
mentioned Measure Values while
indicating the current state of the broker
service. However, in the graph of this
measure, the same will be represented
using the corresponding numeric
equivalents —i.e., 1to 13.

AD identity service
status

Indicates the current
status of the AD
Identity Service on this
broker.

The Citrix AD Identity Service manages
active directory computer accounts. Once
the broker validates a user login, this
service connects to the broker’s database
to identify the virtual desktop that is
assigned to the user who has logged in.

The values that this measure reports and
the numeric values that correspond to them
are as follows:

Measure Value b e,
c Value

OK 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNotFound 5
DBNew- 6
erVersionThanService
DBOlder- 7
VersionThanService
DBVer- 8
sionChangelnProgress
Failed 9
Unknown 10

Note:

By default, this measure reports the above-
mentioned Measure Values while
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Measurement

Description

Measurement

Unit

Interpretation

indicating the current status of the AD
Identity Service. However, in the graph of
this measure, the same will be represented
using the corresponding numeric
equivalents —i.e., 1to 10.

Configuration
service status

Indicates the current
status of the
Configuration Service
on this broker.

The Citrix Configuration Service stores the
configuration information related to Citrix
services in the broker's MS SQL database.

The values that this measure can report
and their corresponding numeric values are
as follows:

Measure Value e
c Value

OK 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNotFound 5
DBNew- 6
erVersionThanService
DBOlder- 7
VersionThanService
DBVer- 8
sionChangelnProgress
Failed 9
Unknown 10

Note:

By default, this measure reports the above-
mentioned Measure Values while
indicating the current status of the
Configuration service. However, in the
graph of this measure, the same will be
represented using the corresponding
numeric equivalents —i.e., 1to 10.
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Measurement Description me'iatsurement Interpretation
Host service status | Indicates the current The Citrix Host Service manages host and
status of the Host hypervisor connections.

service on this broker. The values that this measure can take and

their corresponding numeric values are as

follows:
Measure Value e
c Value

OK 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNotFound 5
DBNew- 6
erVersionThanService
DBOlder- 7
VersionThanService
DBVer- 8
sionChangelnProgress
Failed 9
Unknown 10

Note:

By default, this measure reports the above-
mentioned Measure Values while
indicating the current status of the
Configuration service. However, in the
graph of this measure, the same will be
represented using the corresponding
numeric equivalents —i.e., 1to 10.

Machine creation Indicates the current The Citrix Machine Creation Service
service status status of the Machine creates new virtual machines.
Creation Service on this

Once a valid user logs into the Delivery
Controller via the Web Interface, the
Delivery Controller manages the delivery
groups by building, starting, and shutting

broker.
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Measurement

Description

Measurement

Unit

Interpretation

down the desktops as required. At this
juncture, the Delivery Controller relies on
Machine Creation Services (MCS) to
deliver the appropriate desktop image to the
Pooled and Dedicated delivery groups.

The values that this measure can take and
their corresponding numeric equivalents are
as follows:

Measure Value A TTE]
c Value

OK 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNotFound 5
DBNew- 6
erVersionThanService
DBOlder- 7
VersionThanService
DBVer- 8
sionChangelnProgress
Failed 9
Unknown 10

Note:

By default, this measure reports the above-
mentioned Measure Values while
indicating the current status of the Machine
creation service. However, in the graph of
this measure, the same will be represented
using the corresponding numeric
equivalents —i.e., 1to 10.

Admin service
status

Indicates the current
status of the Delegated
Administration service
on this broker.

The Delegated Administration Service
(DAS) stores information about Citrix
administrators and the rights they have.
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Measurement

Description

Measurement

Unit

Interpretation

Services in the XenDesktop deployment
use the DAS to determine whether a
particular user has the privilege to perform
an operation or not.

The values that this measure can report
and their corresponding numeric
equivalents are as follows:

Measure Value e
c Value

OK 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNotFound 5
DBNew- 6
erVersionThanService
DBOlder- 7
VersionThanService
DBVer- 8
sionChangelnProgress
Failed 9
Unknown 10

Note:

By default, this measure reports the above-
mentioned Measure Values while
indicating the current status of the
Delegated Administration service.
However, in the graph of this measure, the
same will be represented using the
corresponding numeric equivalents —i.e., 1
to 10.

Licensing service
status

Indicates the current
status of the Licensing
service on this broker.

The values that this measure can take and
their corresponding numeric values are as
follows:
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- M remen .
Measurement Description Ureliatsu ement Interpretation
Numeri
Measure Value

c Value
OK 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNotFound o)
DBNew- 6
erVersionThanService
DBOlder- 7
VersionThanService
DBVer- 8
sionChangelnProgress
Failed 9
Unknown 10

Note:

By default, this measure reports the above-
mentioned Measure Values while
indicating the current status of the
Licensing service. However, in the graph of
this measure, the same will be represented
using the corresponding numeric
equivalents —i.e., 1to 10.

Monitoring service | Indicates the current The Citrix Monitor Service monitors the
status status of the Monitoring Flexcast system. Citrix FlexCast is a
service on this broker. delivery technology that allows an IT

administrator to personalize virtual
desktops to meet the performance, security
and flexibility requirements of end users.
Currently, there are five different FlexCast
models available.

The values that this measure can take and
their corresponding numeric values are as
follows:
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Measurement

Description

Measurement

Unit

Interpretation

Measure Value L TTET
c Value

OK 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNotFound 5
DBNew- 6
erVersionThanService
DBOlder- 7
VersionThanService
DBVer- 8
sionChangelnProgress
Failed 9
Unknown 10

Note:

By default, this measure reports the above-
mentioned Measure Values while
indicating the current status of the
Monitoring service. However, in the graph
of this measure, the same will be
represented using the corresponding
numeric equivalents —i.e., 1to 10.

Logging service
status

Indicates the current
status of the Logging
service on this broker.

The Configuration Logging Service logs
configuration changes or administrator
requested state changes made to the site.

The values that this measure can take and
their corresponding numeric values are as
follows:

Numeri

Measure Value
c Value

OK 1
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Measurement

Description

Measurement

Unit

Interpretation

Measure Value L TTET
c Value

DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNotFound 5
DBNew- 6
erVersionThanService
DBOlder- 7
VersionThanService
DBVer- 8
sionChangelnProgress
Failed 9
Unknown 10

Note:

By default, this measure reports the above-
mentioned Measure Values while
indicating the current status of the
Monitoring service. However, in the graph
of this measure, the same will be
represented using the corresponding
numeric equivalents —i.e., 1to 10.

AppDisk status

Indicates the current
state of the AppDisk
service.

Citrix AppDisk, a new application layering
technology in XenApp and XenDesktop
7.8, allows IT to package and deliver apps
separately from golden images.

AppDisk allows IT to create, deploy and
update fewer master images. Instead of
installing applications alongside the OS, IT
can package and deliver them separately in
departmental AppDisks. An AppDisk is
either a virtual hard disk or virtual machine
disk file, depending on the hypervisor -
either Citrix XenServer or VMware ESXi.

The values that this measure can take and
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. M remen :
Measurement Description UreI;su ement Interpretation
their corresponding numeric values are as
follows:
Measure Value Numeri
c Value
OK 1
DBUnconfigured 2
DBRejectedConnection 3
InvalidDBConfigured 4
DBNotFound 5
DBNew- 6
erVersionThanService
DBOlder- 7
VersionThanService
DBVer- 8
sionChangelnProgress
Failed 9
Unknown 10
Note:
By default, this measure reports the above-
mentioned Measure Values while
indicating the current status of the AppDisk
service. However, in the graph of this
measure, the same will be represented
using the corresponding numeric
equivalents —i.e., 1to 10.

8.3.3 Citrix Configuration Logging Service Test

The Configuration Logging Service logs configuration changes or administrator requested state changes made
to the site. Configuration Logging can be configured, site wide, to be mandatory or optional. If mandatory
logging is selected, then any attempts to change site configuration or state when the logging mechanism is
unavailable are denied.

The Configuration Logging Service stores information about the logged changes in a database
which can be configured to be separate from the site database.
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The Configuration Logging Service runs on every Controller in the Site handling logging requests. If
one Controller fails, the service on another Controller automatically handles logging requests.

This test periodically monitors the Citrix Configuration Logging Service and reports the connectivity
between the service and the database and the health of transactions performed by the service on
the database, so that you can receive real-time updates on the following:

« The sudden unavailability of connection to the database;

« A service overload;

« Failure of transactions to the database;

« Delays in the completion of transactions on the database

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the host listens to. By default, this is 80.

Measurements made by the test

Measurement Description ﬁﬁﬁsurement Interpretation

Database average Indicates the average time | Secs Ideally, the value of this measure

transaction time taken by the service to should be low. A high value indicates
execute database that the service is taking too much time
transactions. to execute transactions on the

database; this can cause significant
delays in connection brokering.

Is database Indicates whether the This measure reports the value Yes if

connected? database is connected or the database is connected and No if it
not i.e.,whether this is not. The numeric values that
service is in contact with correspond to these measure values

the database. are as follows:
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- Measurement .
Measurement Description Unit Interpretation
Measure .
Numeric Value
Value
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned Measure Values to
indicate whether/not the Citrix
Configuration Logging service is
connected to the database. However,
in the graph of this measure, the same
will be represented using the numeric
equivalents — 1 and O only.

If the database is unavailable, the
logging service may not be able to
perform critical database transactions;
this may adversely impact the user
experience with the service and with
the broker as a whole.

Database Indicates the rate at which | Errors/Sec A low value is desired for this measure.
transaction errors the database transactions

are failing while the Citrix

Configuration Logging

Service is executing the
transactions.

Database Indicates the rate at which | Trans/Sec
transactions the database transactions
are executed by the Citrix
Configuration Logging
Service.

8.3.4 Citrix Delegated Admin Service Test

The Delegated Administration Service (DAS) stores information about Citrix administrators and the
rights they have. Services in the XenDesktop deployment use the DAS to determine whether a
particular user has the privilege to perform an operation or not.

242



Chapter 8: Monitoring Delivery Controller 7.x

This test periodically monitors the connectivity between the service and the database, and the health
of transactions performed by the service on the database, so that you can receive real-time updates
on the following:

« The sudden unavailability of connection to the database;
« Failure of transactions to the database;
« Delays in the execution of transactions on the database

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the host listens to. By default, this is 80.

Measurements made by the test

Measurement Description gﬁiatsurement Interpretation

Database average Indicates the average time | Secs Ideally, the value of this measure

transaction time taken by the service to should be low. A high value indicates
execute a database that the service is taking too much time
transaction. to execute transactions on the

database; this can cause significant
delays in connection brokering.

Is database Indicates whether the This measure reports the value Yes if
connected database is connected or the database is connected and No if it
not. is not. The numeric values that

correspond to these measure values
are as follows:

243



Chapter 8: Monitoring Delivery Controller 7.x

- Measurement .
Measurement Description Unit Interpretation
Measure Numeric Value
Value
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned Measure Values to
indicate whether/not the Citrix
Delegated Admin service is connected
to the database. However, in the graph
of this measure, the same will be
represented using the numeric
equivalents — 1 and O only.

If the database is unavailable, the
service may not be able to perform
critical database transactions; this
may adversely impact the user
experience with the service and with
the broker as a whole.

Database Indicates the rate at which | Errors/Sec A low value is desired for this measure.
transaction errors the database transactions
are failing while the Citrix
Delegated Administration
Service is executing the
transactions.

Database Indicates the rate at which | Trans/Sec
transactions the database transactions
are executed by the Citrix
Delegated Administration
Service.

8.3.5 Citrix Environment Test Service Test

The Citrix Environment Test Service provides tools to test and inspect the state of a XenDesktop
installation at different points during and after configuration and install.

244



Chapter 8: Monitoring Delivery Controller 7.x

This test tracks the transactions executed by the Citrix Environment Test Service on the broker’s
MS SQL database server, and reports errors/delays (if any) in the transactions.

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port number at which the host listens to. By default, this is 80.

Measurements made by the test

Measurement Description ﬁ::?tsurement Interpretation

Database average Indicates the average time | Secs Ideally, the value of this measure

transaction time taken by the service to should be low. A high value indicates
execute database that the service is taking too much time
transactions. to execute transactions on the

database; this can cause significant
delays in connection brokering.

Is database Indicates whether the This measure reports the value Yes if
connected? database is connected or the database is connected and No if it
not. is not. The numeric values that

correspond to these measure values
are as follows:

L EREITTE Numeric Value
Value
Yes 1
No 0

Note:

By default, this measure reports the
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Measurement

Unit Interpretation

Measurement Description

above-mentioned Measure Values to
indicate whether/not the Citrix
Environment Test service is connected
to the database. However, in the graph
of this measure, the same will be
represented using the numeric
equivalents — 1 and 0 only.

If the database is unavailable, the
broker service may not be able to
perform critical database transactions;
this may adversely impact the user
experience with the service and with
the broker as a whole.

Database Indicates the rate at which | Trans/Sec A low value is desired for this measure.
transaction errors the database transactions
are failing while the Citrix
Environment Test Service
is executing the
transactions.

Database Indicates the rate at which | Trans/Sec
transactions the database transactions
are executed by the Citrix
Environment Test
Service.

8.3.6 Citrix Monitor Service Test

The Citrix Monitor Service monitors the Flexcast system. Citrix FlexCast is a delivery technology that
allows an IT administrator to personalize virtual desktops to meet the performance, security and
flexibility requirements of end users. Currently, there are five different FlexCast models available.

« Hosted Shared - hosts multiple user desktops on a single server-based operating system.
« Hosted VDI - provides each user with their own individual desktop operating systems.

o Streamed VHD - allows Windows 7, Vista, or XP desktops to be run locally on an end user’s
desktop computer. Desktops are based on a single golden image and provisioned using
Provisioning Services.
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o Local VM - allows Windows 8, Windows 7, Vista, or XP desktops to run locally within a
hypervisor on the end user’s laptop. The virtual desktop image in its entirety is delivered to the
hypervisor to allow for offline connectivity.

« On-Demand Apps - delivers Windows applications from the data center. Allows software
applications to be delivered online or offline. Does not provide end users with a virtual desktop.

This test periodically monitors the load on the Citrix Monitor Service, the connectivity between the
service and the database, and the health of transactions performed by the service on the database,
so that you can receive real-time updates on the following:

The sudden unavailability of connection to the database;

A service overload;

Failure of transactions to the database;

« Delays in the execution of transactions on the database

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Citrix XenDesktop 7 being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the host listens to. By default, this is 80.

Measurements made by the test

Measurement Description ﬁﬁﬁsurement Interpretation

Database average Indicates the average time | Secs Ideally, the value of this measure

transaction time taken by the service to should be low. A high value indicates
execute database that the service is taking too much time
transactions. to execute transactions on the

database; this can cause significant
delays in connection brokering.
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Measurement Description mﬁiatsurement Interpretation
Is database Indicates whether the This measure reports the value Yes if
connected? database is connected or the database is connected and No if it
not i.e.,whether this is not. The numeric values that
service is in contact with correspond to these measure values
the database. are as follows:
L EREIE Numeric Value
Value
Yes 1
No 0
Note:
By default, this measure reports the
above-mentioned Measure Values to
indicate whether/not the Citrix Monitor
service is connected to the database.
However, in the graph of this measure,
the same will be represented using the
numeric equivalents — 1 and 0 only.
If the database is unavailable, the
service may not be able to perform
critical database transactions; this may
adversely impact the user experience
with the service and with the broker as
awhole.
Database Indicates the rate at which | Errors/Sec A low value is desired for this measure.
transaction errors the database transactions
are failing while the Citrix
Monitor Service is
executing the
transactions.
Database Indicates the rate at which | Trans/Sec
transactions the database transactions
are executed by the Citrix
Monitor Service.
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8.3.7 Citrix Storefront Service Test

This test periodically monitors the load on the Citrix Storefront Service, the connectivity between the
service and the database, and the health of transactions performed by the service on the database,
so that you can receive real-time updates on the following:

« The sudden unavailability of connection to the database;

« A service overload;

« Failure of transactions to the database;

« Delays in the execution of transactions on the database

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the host listens to. By default, this is 80.

Measurements made by the test

Measurement Description m:?tsurement Interpretation

Database average Indicates the average time | Secs Ideally, the value of this measure

transaction time taken by the service to should be low. A high value indicates
execute database that the service is taking too much time
transactions. to execute transactions on the

database; this can cause significant
delays in connection brokering.

Is database Indicates whether the This measure reports the value Yes if

connected? database is connected or the database is connected and No if it
not i.e.,whether this is not. The numeric values that
service is in contact with correspond to these measure values
the database. are as follows:
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- Measurement .
Measurement Description Unit Interpretation
Measure Numeric Value
Value
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned Measure Values to
indicate whether/not the Citrix
Storefront service is connected to the
database. However, in the graph of this
measure, the same will be represented
using the numeric equivalents — 1 and 0
only.

Database Indicates the rate at which | Errors/Sec A low value is desired for this measure.
transaction errors the database transactions
are failing while the Citrix
Storefront Service is
executing the
transactions.

Database Indicates the rate at which | Trans/Sec
transactions the database transactions
are executed by the Citrix
Storefront Service.

8.3.8 Citrix XML Access Test

This verifies the interactions between the web interface, the XML service, and the IMA service. A
typical web interface interaction is composed of the following:

« Client device users utilize a Web browser to view the Log in page and enter their user credentials.

« The Web Interface reads users' information and uses the Web Interface's classes to forward the
information to the Citrix XML Service; this service can execute on the Web Interface or on each of
the Presentation servers in a server farm. If this service executes on a XenApp server, then the
designated server acts as a broker between the web interface server and the Presentation
servers in afarm.
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« The Citrix XML Service then retrieves a list of applications from the servers that users can access.
These applications comprise the user's application set. The Citrix XML Service retrieves the
application set from the Independent Management Architecture (IMA) system and Program
Neighborhood Service, respectively

« The Citrix XML Service then returns the user's application set information to the Web Interface's

classes.

« The user then clicks on the application of interest to him/her to accessiit.

This test executes on a Citrix Web Interface, and can be optionally enabled to execute on a Citrix
XenApp server. This test emulates a user accessing the XML service port and requesting for a list of
applications available to him/her. By emulating a request, this test checks that the entire login and
application enumeration process using the the XML service and IMA service of Citrix is functioning

properly.

Target of the test : A Citrix Delivery Controller 7.x

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller that is being monitored.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the host listens to. By default, this is 80.
Username In order to monitor the target Delivery Controller 7, eG requires a special user with the
following privileges;
« The All scope and read-only privileges
« The Allow log on locally security privilege on the Delivery Controller host
The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.
Password Specify the password for the user specified in the Username text box, here.

Confirm Password

Confirm the Password by retyping it here.
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Parameter Description

SSL The web interface through which these tests are executing may be configured for
HTTP or HTTPS access. If HTTPS access is configured, then this parameter should
be setto Yes.

No Of Tries and In environments where network connections are normally fuzzy and latencies are to be

Sleep Time expected, the availability and response time checks performed by this test, may not

always report accurate results. False alarms may hence be generated. In such
environments therefore, you may want the test to try connecting to the XML service a
few more times before reporting the availability and responsiveness of the service. To
instruct the test to do so, you can use the No Of Tries and Sleep Time parameters. In
the No Of Tries text box, indicate the number of times the test should try reconnecting
to the XML service, and in the Sleep Time text box, specify how long (in seconds) the
test should wait for a response from the service before attempting to reconnect. Both
these parameters are set to 1 by default.

Timeout Specify the duration (in seconds) for which the test needs to wait for a response from
the server. At the end of this duration, the test will timeout. The default is 30 seconds.

Encoding Format By default, the Encoding Format is set to UTF-8, for providing code compatibility when
the test is executed in different language platforms.

NFUSE Protocol Specify the version of the NFUSE Protocol. By default the version is set to 5.1.
Version

Measurements made by the test

Measurement Description ﬁ::?tsurement Interpretation

Connection This metric tracks if the Percent If the TCP connection to the XML

availability Citrix XML service is service port fails, this metric has a
available to handle any value of 0. Otherwise, it has a value of
requests. 100.

Authentication status | This metric indicates if the | Percent It has a value of 100 if the user was
user authentication authenticated, and a value of O if the
succeeded authentication failed. If the user login

is valid, yet authentication fails, the
problem then lies with the Citrix IMA
service's communication with the
domain controller/active directory
server.
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Measurement Description gﬁiatsurement Interpretation

Application This metric indicates if the |Percent A value of 0 indicates that application

enumeration status | Citrix web interface was enumeration failed, while a value of
able to enumerate the 100 denotes that the application
applications available for enumeration operation succeeded. If
the user logging in. authentication succeeds but

application enumeration fails, then the
problem is most likely to be in the
Citrix XML service, its interaction with
the IMA service, or with the IMA

service itself.
TCP connection time | The time taken to establish | Seconds If this value is significantly high, it
a TCP connection to the could probably be because the
Citrix XML service port network latency is high or the Citrix
web interface host is overloaded.
Total response time | This metric represents the | Seconds The value of this metric indicates the
total time taken for a user responsiveness of the Citrix web
to login to the Citrix web interface and its connectivity to the
interface and enumerate all XML service.

the applications.

8.3.9 License Details Test

Licensing errors in a XenApp/XenDesktop environment can cause major outages or degraded
service for customers. To avoid such adversities, administrators should be able to proactively identify
when license problems affect your site or are about to impact user connections. This is where the
License Details test helps. This test scans the application event log of the delivery controller for
specific critical, error, warning, and information events pertaining to license usage, and reports the
count of events captured recently. The detailed diagnosis of this test reveals the messages so
captured, so as to aid troubleshooting.

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller being monitored.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The host for which this test is to be configured.

Port Refers to the port at which the specified DDC listens to.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description mt:iatsurement Interpretation
Delivery controller Indicates the count of Number Events with the ID 1154 occur only
license warning warning events with the when the controller enters the licensing
event ID 1154 that were grace period. Use the detailed
captured in the event log diagnosis of this measure to know
during the last when the grace period will expire - i.e.,
measurement period. to know how much time is left before
the controller stops providing desktop
sessions.
Broker service Indicates the count of Number Typically, events with the ID 1151,
license critical critical events with the 1155, 1157, and 1159 are triggered, if
events event ID 1151, 1155, the following problems are noticed:
1157, and 1159, which
. « The Citrix Broker Service is not
were captured in the event
log during the last able to contact the license
measurement period. server:
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Measurement

Description

Measurement
Unit

Interpretation

« The Citrix Broker Service stops
providing desktop sessions,
because the controlleris no
longer in or could not enter a

licensing grace period;

« The version of the license server
is older than the version of the

Citrix Broker Service;

« The Citrix Broker Service denies
a desktop connection because
the maximum number of
licenses for the site has
exceeded
Use the detailed diagnosis of this
measure to know which events

occurred recently and how to resolve
them.

Broker service
license information
events

Indicates the number of
events with event ID 1150
and 1156, which were
captured during the last
measurement period.

Number

Typically, events with the ID 1150 and
1156 are triggered, if the following are
noticed:
« The Citrix Broker Service
successfully contacted the

license server;

« The controlleris no longer in the
licensing grace period, as the
license has been acquired. The
Citrix Broker Service is
successfully communicating
with the license server after

license acquisition.

Use the detailed diagnosis of this

255




Chapter 8: Monitoring Delivery Controller 7.x

Measurement

Description

Measurement
Unit

Interpretation

measure for more details about these
events.

Broker service
license warning

Indicates the number of
events with the event ID
1153, 1158, and 1160,
which were captured in
the last measurement
period.

Number

Typically, events with the ID 1153,
1158, and 1160 are triggered, if the
following problems are noticed:

« The XenDesktop site's license

expired:

« The Citrix Broker Service
detected that you have
exceeded the number of
licenses available for this site on
the license server for this
edition. The license server

granted you an overdraft license;

« The Citrix Broker service
encountered an internal error
while managing licenses.

Use the detailed diagnosis of this
measure to know which events

occurred recently and to troubleshoot
them effectively.

Site license error

Indicates the number of
events with event

ID 1152, that were
captured during the last
measurement period.

Number

Events with ID 1152 occur if the
XenDesktop site being monitored does
not have the required licenses present
on the license server.

Use the detailed diagnosis of this
measure to know more details about
these events. Typically, when such
events occur, you may want to use the
License Administration Console to add
the relevant licenses to the license
server and proceed.
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8.3.10 Controller Database Connectivity Test
A site uses three SQL server databases:

» Site — (also known as Site Configuration) stores the running Site configuration, plus the
current session state and connection information.

« Configuration Logging — (also known as Logging) stores information about Site
configuration changes and administrative activities. This database is used when the
Configuring Logging feature is enabled (default = enabled).

« Monitoring — stores data used by Director, such as session and connection information.

Each Delivery Controller communicates with the Site database; Windows authentication is required
between the Controller and the databases. If your Site contains more than one zone, the Site
database should always be in the primary zone. Controllers in every zone communicate with that
database.

Since the Site database forms a single point of failure, if the database server fails, existing
connections will continue to function until a user either logs off or disconnects. New connections
cannot be established if the database server is unavailable (except in certain cases when connection
leasing is configured). If a user to a XenApp / XenDesktop site complaints that he is unable to
connect to it, you may want to check if the database server is available. The Controller Database
Connectivity test reports this information at pre-configured intervals. In addition, the test reports
how long the database server has remained unavailable, thus indicating to you whether the
unavailability was sudden or prolonged. This greatly aids troubleshooting, as it points to the time
window in which the break in connection might have occurred, so that you can effectively time-
correlate the unavailability with problems that might have occurred around that time frame and
determine the source of the issue.

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the DDC for which this test is to be configured.
Port Refers to the port at which the specified DDC listens to.
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Measurements made by the test

Measurement Description ﬁﬁiatsurement Interpretation
Database availability | Indicates whether/not the | Percent The value 100 indicates that the
Site database is available. controller is able to connect to the

database. The value 0 indicates that the
database is inaccessible to the

controller.
Database Indicates how long the Mins This measure will be reported only
unavailability Site database was if the 'Database availability' measure
duration unavailable. reports the value 0.

A low value is desired for this measure.
A consistent rise in this value indicates
that the database has been unavailable
to users for a long time. This could
adversely impact user experience with
XenApp/XenDesktop.

8.3.11 Citrix High Availability Service Test

The Citrix Broker Service is responsible for negotiating session launch requests with ‘workers’. The
Broker service communicates with the VDA over a protocol that Citrix refers to as CBP (connection
brokering protocol) to validate a worker’s readiness to fulfill a session launch request, gather the
necessary details (IP address or host name), and send the details back to the StoreFront site to be
packaged and delivered as an .ICA launch file that’s consumed by the Receiver.

The high availability of this service relies on the availability of the Microsoft SQL server database that
is used by the StoreFront site. If network issues or other interruptions prevent delivery Controllers
from accessing the database, the broker service will fail - as a result, users may not be able to
connect to their applications or desktop.

To avoid database failures, administrators often employ SQL server high availability best practices.
Also, as a supplement to these best practices, administrators also enable connection leasing. The
connection leasing feature enables users to connect and reconnect to their most recently used
applications and desktops, even when the Site database is not available.

Although users may have a large number of published resources available, they often use only a few
of them regularly. When you enable connection leasing, each Controller caches user connections to
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those recently used applications and desktops during normal operations (when the database is
available).

The leases generated on each Controller are uploaded to the Site database for periodic
synchronization to other Controllers on the Site. In addition to leases, each Controller’s cache holds
application, desktop, icon, and worker information. The lease and related information is stored on
each Controller’s local disk. If the database becomes unavailable, the Controller enters leased
connection mode and “replays” the cached operations when a user attempts to connect or reconnect
to a recently used application or desktop from StoreFront.

For the Citrix broker service to be highly available therefore, administrators should:

« Periodically check the availability of the SQL database to determine whether/not any
SQL server high availability best practices are in place and measure their effectiveness;

« Check the effectiveness of the Connection Leasing feature;

Using what is observed during such checks, administrators can then fine-tune the high availability
settings of the SQL database.

This is exactly what the Citrix High Availability Service test helps administrators do! With the help of
this test, administrators can run availability checks on the SQL database, and in the process,
determine whether/not the SQL high availability best practices have succeeded in keeping the
database alive and accessible. Using the test, administrators can also monitor the Connection
leasing activity and measure its effectiveness. This way, the test provides useful pointers to
administrators on how to make the SQL database and the broker service that depends on it, highly
available.

This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick Citrix Cloud Connector as the desired
Component type, set Performance as the Test type, choose the test from the DISABLED TESTS
list, and click on the < button to move the test to the ENABLED TESTS list. Finally, click the Update
button.

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the Delivery Controller being monitored.
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Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The host for which the test is to be configured.

Port The port at which the connector listens. By default, this is 443.

Measurements made by the test

Measurement Description ﬁﬁ;surement Interpretation

Is database Indicates whether/not the This measure reports the value Yes if

connected? Citrix broker service is the database is connected and No if it
able to access its SQL is not. The numeric values that
database. correspond to these measure values

are as follows:

Measure Numeric
Value Value
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned Measure Values to
indicate whether/not the Citrix Broker
service is connected to the database.
However, in the graph of this
measure, the same will be
represented using the numeric
equivalents — 1 and 0 only.

If the database is unavailable, the
broker service may not be able to
perform critical database
transactions; this may adversely
impact the user experience with the
service and with the broker as a
whole.
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Measurement

Description

Measurement
Unit

Interpretation

Database average
transaction time

Indicates the average time
taken by the broker to
execute a database
transaction from the Citrix
Broker Service.

Secs

Ideally, the value of this measure
should be low. A high value indicates
that the broker service is taking too
much time to execute transactions on
the database; this can cause
significant delays in connection
brokering.

Database
transactions

Indicates the rate at which
the database transactions
are executed by the Citrix
Broker Service.

Transactions/Sec

Database
transaction errors

Indicates the rate at which
the database transactions
are failing while the Citrix
Broker Service is
executing the
transactions.

Trans/Sec

A low value is typically desired for
this measure. High values may
indicate connectivity issues of the
XenDesktop Broker service with the
XenDesktop database. In case
issues are reported, SQL server and
network availability needs to be
verified.

Registration
average request
time

Indicates the average time
taken to process a virtual
desktop registration
request in Citrix Broker
Service.

Secs

If the value of this measure increases
consistently, it denotes that the
registration process is bottlenecked.
If the situation is allowed to persist, it
can seriously hamper user
experience with the cloud service.

Registration
requests

Indicates the number of
registration requests
received by the Citrix
Broker Service from the
virtual desktops.

Number

Soft registrations

Indicates the rate at which
the virtual desktop agents
are soft-registered.

Registrations/Sec

When the virtual desktop agents are
soft registered with Citrix Broker
Service, the virtual desktop agents
can securely communicate with the
Citrix Broker Service other, but
cannot deliver sessions.

Hard registrations

Indicates the rate at which

Registrations/Sec
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Measurement
Unit

Measurement Description

Interpretation

the virtual desktop agents
are hard-registered i.e.,
forcefully registered with
the Citrix Broker Service.

Registration rejects | Indicates the rate at which | Rejects/Sec
the Citrix Broker Service
rejects registration
requests from virtual

desktops.
Expired registrations | Rate at which virtual Registrations/Sec | The value 0 is desired for this
desktop registrations with measure.

Citrix Broker Service
expire, through inactive
communication.

Deregistration Indicates the number of Number
requests de-registration requests
received by the Citrix

Broker Service from
virtual desktops.

Application cache Indicates the number of Number For best performance, user

writes applications cached for connections to regularly used
connection leasing by the applications, desktops, icons, and
Citrix Broker Service. machines should be in the cache.

However, if the cache does not have
adequate space, then very few user
connections will be cached -
sometimes, many of the regular
connections themselves may not be
in the cache. In such a situation, if
the database becomes unavailable,
many application/desktop launches
will fail owing to the absence of
cached connections.

Therefore, to ensure that the values
of these measures remain high - i.e.,
to ensure that sufficient user
connections to applications,
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Measurement

Description

Measurement
Unit

Interpretation

Shared desktop
cache writes

Indicates the number of

shared desktops cached
for connection leasing by
the Citrix Broker Service.

Number

Private desktop
cache writes

Indicates the number of

private desktops cached
for connection leasing by
the Citrix Broker Service.

Number

Icon cache writes

Indicates the number of
icons cached for
connection leasing by the
Citrix Broker Service.

Number

Machine cache
writes

Indicates the number of
machines cached for
connection leasing by the
Citrix Broker Service.

Number

desktops, icons, and machines are
present in the cache - you need to
make sure that the cache is
adequately sized.

Successful leased
enumerations

Indicates the number of
resource enumerations
that were successful
when the Citrix Broker
Service is in connection
leasing mode.

Number

A high value is desired for this
measure.

Successful leased
launches

Indicates the resource
launches that were
successful when the
Citrix Broker Service is in
connection leasing mode.

Number

A high value is desired for this
measure.

Failed leased
enumerations

Indicates the number of
resource enumerations
that failed when the Citrix
Broker Service is in
connection leasing mode

Number

Ideally, the value of this measure
should be 0.

Failed launches

Indicates the number of
resource launches that
failed when the Citrix
Broker Service is in

Number

Ideally, the value of this measure
should be 0.
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Measurement

Description

Measurement
Unit

Interpretation

connection leasing mode.

ping requests received by
the Citrix Broker Service
from virtual desktops.

Expired launches Indicates the rate at which | Launches/Sec If the value of this measure is
virtual desktops time out abnormally high, you may want to
waiting on clients to check the Timeout setting for virtual
connect to them, as desktops and change it (if need be).
detected by Citrix Broker
Service.
Lease sync skipped | Indicates the number of Number The leases generated on each
lease cache Controller are uploaded to the Site
synchronization cycles database for periodic synchronization
that were skipped as a to other Controllers on the Site.
result of the preV|c?us If a non-zero value is reported by this
cycle not completing on )
time. measure,.|t means that one/mo.re
synchronizations have been missed.
This in tumn implies that outdated
lease information is at the disposal of
the other controllers on the site. This
in turn can cause inconsistencies in
connection leasing behavior across
the site.
Lease uploads Indicates the number of Number Ideally, the value of this measure
leases uploaded and should be high.
synchronized across the
site for connection leasing
by the Citrix Broker
Service.
Lease writes Indicates the number of Number
leases cached for
connection leasing by the
Citrix Broker Service.
Brokered sessions | Indicates the number of Number This is a good indicator of the load
virtual desktop sessions handled by the service.
that are brokered by the
Citrix Broker Service.
Ping requests Indicates the number of Number
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8.3.12 Citrix High Availability XML Service Test

The Citrix XML service is responsible for communications between the Web Interface component
and the XenDesktop site. The XML Service authenticates users, provides a list of available virtual
desktops, and generates the information to allow the end-point to make a connection to the virtual
desktop. To understand the load handled by the XML service, proactively determine probable delays
in the delivery of the XML service, and to isolate the exact XML transaction that is causing the
slowdown, you can use this test.

This test is disabled by default. To enable the test, follow the Agents -> Tests -> Enable/Disable
menu sequence, select Citrix Cloud Connector as the Component type, select this test from the
Disabled Tests list, and click the < button to enable it.

Target of the test : A Citrix Cloud Connector
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each XML transaction performed by the XML service.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.

Measurements made by the test

Measurement Description It\jnﬁia;surement Interpretation

Average transaction | Indicates the time taken by | Secs Ideally, the value of this measure

time this XML transaction to should be low. A high value indicates
complete. that a particular XML transaction is

taking too much time for execution;
this can adversely impact the user
experience with the broker.

Concurrent Indicates the number of Number These measures are good indicators of
transactions concurrent transactions the processing ability of the XML
being processed. service.

265



Chapter 8: Monitoring Delivery Controller 7.x

Measurement Description w::?tsurement Interpretation
Transactions Indicates the rate at which | Trans/Sec

this transaction was

processed by the XML

service.

8.4 The Delivery Groups Layer

Delivery groups consist of virtual desktops and applications that are pooled, pre-assigned, or assigned
on first use. Each group can contain only one type of desktop or application. These virtual desktops and
applications can run on PCs, blades, or virtual machines (VMs) provided through a virtualization

infrastructure.

This layer focuses on the performance of the delivery groups managed by a Delivery Controller 7
site, and reports the availability, usage, and the hosting infrastructure of the desktops within each

group.
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Figure 8.14: The Delivery Groups layer

8.4.1 Delivery Groups Test

With the help of this test, you can determine the maintenance mode of each delivery group managed
by the monitored broker, and track the usage of desktops within each group. Unregistered desktops,
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CPU-intensive desktops, disconnected desktops, and desktops available to users, which are
managed by this broker, can thus be quickly and accurately isolated.

Target of the test : Citrix Delivery Controller 7.x

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each delivery group that is configured with the Delivery

Controller 7.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to. By default, this is 80.
Username In order to monitor the target Delivery Controller 7, eG requires a special user with the
following privileges;
« The All scope and read-only privileges
« The Allow log on locally security privilege on the Delivery Controller host
The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.
Password Specify the password for the user specified in the Username text box, here.

Confirm Password

Domain

Report by Machine
Type

Show Available
Machines DD

Confirm the Password by retyping it here.

Here, specify the domain to which the user specified in the Username text box belongs
to.

By default, this flag is set to Yes indicating that the individual descriptors of this test -
i.e., the delivery groups- are classified based on their machine type; in other words, the
delivery groups will be listed either under Server OS Machines or Desktop OS
Machines based on their machine type. If you do not want to group the delivery groups
based on their machine types, set this flag to No.

By default, this flag is set to No. This implies that by default, detailed metrics will not
be available for the Available machines measure of this test. To enable detailed
diagnosis for this measure, you can set this flag to Yes. In this case, you will be able to
view the complete details of all machines that are currently available in each delivery
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Parameter Description

group managed by the broker.
Show Registered By default, this flag is set to No. This implies that by default, detailed metrics will not
Machines DD be available for Registered machines measure of this test. To enable detailed

Show Powered On
Machines DD

Detailed Diagnosis

diagnosis for this measure, you can set this flag to Yes. In this case, you will be able to
view the complete details of the machines (in each delivery group) that are currently
registered with the broker being monitored.

By default, this flag is set to No. This implies that by default, detailed metrics will not
be available for Powered on machines measure of this test. To enable detailed
diagnosis for this measure, you can set this flag to Yes. In this case, you will be able to
view the complete details of the powered on machines in each delivery group that is
managed by the broker.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Is delivery group
available?

Description Me.asurement Interpretation

Unit
Indicates whether this This measure reports the value Yesif a
delivery group is available delivery group is available, and reports
or not. No if it is not available.

The numeric values that correspond to
the above-mentioned measure values
are as follows:
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Measurement

Description

Measurement
Unit

Interpretation

Measure Value| Numeric Value

Yes 1
No 0
Note:

By default, this measure reports the
above-mentioned Measure Values
while indicating the availability of the
delivery group. However, in the graph of
this measure, the same will be
represented using the numeric
equivalents — 1 and O only.

The detailed diagnosis of this measure if
enabled, lists the name of the delivery
group, the description, the zone to which
the group belongs, the desktop kind,
whether Secure ICA is required, the
number of sessions supported, whether
the machine needs to be shut down after
use, Powered on status of the
machine if user is assigned, Powered on
status of the machine during peak period
if user is assigned , the published name
of the machine, the delivery type, and
the AppDisk name.

Is delivery group in
maintenance mode?

Indicates whether this
delivery groupisina
maintenance mode or not.

Delivery groups are typically put on
maintenance mode, if the connections to
the machines within the group are to be
temporarily stopped so that maintenance
tasks are carried out.

XenDesktop has no control over delivery
groups that are in maintenance mode.
No user can log on to a machine in this
state.

This measure reports the value Yesif a
delivery group is in the maintenance
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Measurement

Description

Measurement
Unit

Interpretation

mode, and reports No if it is not. The
numeric values that correspond to the
above-mentioned Measure Values are
as follows:

Measure Value| Numeric Value

Yes 1
No 0
Note:

By default, this measure reports the
above-mentioned Measure Values
while indicating the maintenance status
of the desktop group. However, in the
graph of this measure, the same will
represent the maintenance modes using
the numeric equivalents — 1 and O only.

Total machines

Indicates the total number
of machines in this group.

Number

Available machines

Indicates the number of
machines in this delivery
group that are available
for a new user to connect
to.

Number

Ideally, this value should be high. The
detailed diagnosis of this measure if
enabled, will reveal the complete details
of the available desktops, such as, the
desktop name, IP address, the desktop
type, the catalog to which the desktop
belongs, the hosting server on which the
desktop operates, etc.

Used machines

Indicates the number of
machines in this group
that are currently used by
users.

Number

The detailed diagnosis of this measure
provides complete details of the
machines in use such as the machine
name, the IP address, the delivery
group and catalog to which it belongs,
the operating system it runs on and the
version of the OS, the hypervisor to
which the machine is connected, the
user accessing the session, the name of
the DNS server with which it
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Measurement

Description

Measurement

Unit

Interpretation

communicates, and the machine type -
whether Private or Shared, the name of
the controller, the location of the
changes made by the user, the
provisioning type of the machine, the
applications that are published on the
machine etc.

Percentage of used
machines

Indicates the percentage
of machines in this group
that are currently in use
by users.

Percent

Ideally, the value of this measure should
be low. A value close to 100% indicates
that the delivery group is about to run out
of free machines. Owing to the absence
of unused machines, other users who
have been assigned to this delivery
group will be denied access to the group
upon login.

Moreover, high usage of a delivery group
may also drain the corresponding
hosting infrastructure of its physical and
virtual resources.

Disconnected
machines

Indicates the number of
machines that are
disconnected from this
delivery group.

Number

The detailed diagnosis of this measure
will reveal the complete details of the
disconnected machines, such as, the
machine name, IP address, OS type,
OS version, the desktop type, the
delivery group to which the machine
belongs, the catalog to which the
machine belongs, the hosting server on
which the machine operates, the
hypervisor connection, the name of the
controller, location of the changes made
by the user, provisioning type of this
machine etc.

Preparing machines

Indicates the number of
machines in this group
that are currently
preparing sessions for
users.

Number
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Measurement

Description

Measurement
Unit

Interpretation

Pending update
machines

Indicates the number of
machines managed by
this delivery group to
which updates are
currently pending.

Number

Use the detailed diagnosis of this
measure to know which machines are
awaiting updates.

Machines in
maintenance mode

Indicates the number of
machines in this group
that are currently under
maintenance.

Number

Registered
machines

Indicates the number of
machines that are
currently registered with
this delivery group.

Number

Use the detailed diagnosis of this
measure to know which machines are
currently registered with the broker.

Unregistered
machines

Indicates the number of
machines that are
configured in this delivery
group but are in an
unregistered state with
this broker.

Number

Agent error
machines

Indicates the number of
machines that are in an
AgentError state in this
delivery group.

Number

Never registered
machines

Indicates the number of
machines that are not
registered properly with
the broker although they
are configured in this
delivery group.

Number

High CPU machines

Indicates the number of
machines managed by
this delivery group that
are currently consuming
CPU resources
excessively.

Number

A low value is desired for this measure.
Use the detailed diagnosis of this
measure to know which machines are
running CPU-intensive applications.

High latency
machines

Indicates the number of
machines managed by

Number

A low value is desired for this measure.
Use the detailed diagnosis of this
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Measurement

Description

Measurement
Unit

Interpretation

this delivery group that
are currently experiencing
high network latencies.

measure to know which machines are
experiencing high latencies.

High profile load Indicates the number of | Number A low value is desired for this measure.
time machines machines managed by Use the detailed diagnosis of this
this delivery group that measure to know which machines are
are currently taking too facing issues when loading profiles.
long a time to load
profiles.
Powered on Indicates the number of | Number Use the detailed diagnosis of this
machines machines in this desktop measure to know which machines are
group that are currently currently powered on.
powered on.
Machines with Indicates the number of | Number Use the detailed diagnosis of this
suspended power machines in this delivery measure to know which machines are
state group that are currently in currently in the Suspended state.
the Suspended state.
Powered off Indicates the number of | Number Use the detailed diagnosis of this
machines machines in this delivery measure to know which machines are
group that are currently currently in the powered off.
powered off.
Machines with Indicates the number of | Number A low value is desired for this measure.

unknown power
state

machines in the following
power states:

o Unavailable
« Unmanaged

« Unknown

The detailed diagnosis of this measure
will reveal the complete details of the
unavailable machines, such as, the
machine name, IP address, the machine
type, the delivery group and catalog to
which the machine belongs, the hosting
server on which the machine operates,
the name of the hypervisor and the
controller on which the machine
operates, the user who is active on the
session, the location at which the
changes made by the user is stored, the
provision type of the machine, and the
application published on the machine, if
the machine is a XenAPP server.
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Measurement

Description

Measurement
Unit

Interpretation

Power action
pending machines

Indicates the number of
machines in this delivery
group on which the power
action is pending.

this broker during the last
measurement period.

Last connection Indicates the number of | Number A low value is desired for this measure.
failed machines machines in this group to Use the detailed diagnosis of this
which the last connection measure to know which machines could
attempt failed. not be connected to recently.
Recent connection | Indicates the number of | Number
failed machines machines in this group to
which the last connection
attempt failed during the
last measurement period.
Last deregisteration | Indicates the number of | Number The detailed diagnosis of this measure if
machines machines in this group enabled, lists the name of the machine,
that were the last to be IP address, OS type and version, the
deregistered from this delivery group and catalog to which the
broker. machine belongs, the desktop kind, the
hosting server on which the machine
operates, the hypervisor connection, the
user who is currently accessing the
session, name of the controller, the
location of the changes made by the
user, provisioning type, the applications
published on the machine if the machine
is a XenAPP, the reason for
deregistration of the machine and the
actual time of deregistration etc.
Recent Indicates the number of | Number The detailed diagnosis of this measure if
deregisteration machines in this group enabled, lists the name of the machine,
machines that deregistered from IP address, OS type and version, the

delivery group and catalog to which the
machine belongs, the desktop kind, the
hosting server on which the machine
operates, the hypervisor connection, the
user who is currently accessing the
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Measurement

Description

Measurement
Unit

Interpretation

session, name of the controller, the
location of the changes made by the
user, provisioning type, the applications
published on the machine if the machine
is a XenAPP, the reason for the machine
to be deregistered from the broker, the
time of deregistration etc.

inidle state, in peak
hours

machines in this group
that should be available in
idle state, during peak
hours.

Last error machines | Indicates the number of Number
machines on which errors
were detected last.
Recent error Indicates the machines Number
machines on which errors were
detected during the last
measurement period.
Machines available | Indicates the numberof | Number The value of this measure is governed
in idle state, outside | machines in this group by the OffPeakBufferSizePercentand
peak hours that should be available in PeakHours variables. The
idle state, outside peak OffPeakBufferSizePercent is set with
hours. the PowerShell cmdlet: Set-
BrokerDesktopGroup ThePeakHours
variable can be set using the Citrix
Studio.
Depending upon when the machines in
the group are used the least and how
many machines are used on an average
during that period, you can tweak the
above-mentioned variables.
Machines available | Indicates the number of | Number The value of this measure is governed

by the PeakBufferSizePercent and
PeakHours variables. The
PeakBufferSizePercent is set with the
PowerShell cmdlet: Set-
BrokerDesktopGroup. The
PeakHours variable can be set using
the Citrix Studio.

Depending upon when the machines in
the group are used the maximum and
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Measurement

Description

Measurement
Unit

Interpretation

how many machines are used on an
average during that period, you can
tweak the above-mentioned variables.
The goal is to make sure that there is no
loss of productivity during peak hours
due to the lack of sufficient idle

of applications deployed
on machines in this
delivery group.

machines.
Total sessions Indicates the total number | Number
of sessions currently
active on this delivery
group.
Total applications Indicates the total number | Number

Is added machine
turned-on?

Indicates whether/not
machines should be
automatically powered-on
when being added to this

group.

The values that this measure reports and
the numeric values that correspond to
them are as follows:

Measure Value| Numeric Value

Yes 1
No 0
Note:

By default, this measure reports the
above-mentioned Measure Values
while indicating whether/not the
machines are to be powered-on when
being added to this group. However, in
the graph of this measure, the same will
be represented using the numeric
equivalents only.

The detailed diagnosis of the Is delivery group available? measure lists the name of the delivery
group, the description, the zone to which the group belongs, the desktop kind, whether Secure ICA
is required, the number of sessions supported, whether the machine needs to be shut down after

use, Powered on status of the machine if user is assigned, Powered on status of the machine during
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peak period if user is assigned , the published name of the machine, the delivery type, and the
AppDisk name.

Shows the details of delivery group settings

DELIVERY DESCRIPTION DESKTOP SECURE ICA SESSION SHUTDOWN AFTER POWER ON POWER ON ASSIGNED
GROUP KIND REQUIRED SUPPORT USE ASSIGNED PEAK

Jan 03, 2017 11:57:15

Widnows 10 - Private False Single Session False True False

Figure 8.15: The detailed diagnosis of the Is delivery group available? measure

The detailed diagnosis of the Used machines measure provides complete details of the machines in
use such as the machine name, the IP address, the delivery group and catalog to which it belongs,
the operating system it runs on and the version of the OS, the hypervisor to which the machine is
connected, the user accessing the session, the name of the DNS server with which it communicates,
and the machine type - whether Private or Shared, the name of the controller, the location of the
changes made by the user, the provisioning type of the machine, the applications that are published
on the machine etc.

Shows the list of used machines

TIME | MACHINE MACHINE DNS NAME 1P ADDRESS | 05 o5 |DELIVERY| cATALOG| DEsKTOP| HOSTED HOSTING SERVER | HYPERVISOR| SESSION CONTROLLER NAME PERSIST | PROVISIONING| PUBLISHED APPLICATIONS | PUBLISHED| ~
NAME TYPE |VERSION | CROUP | NAME | KIND | MACHINE NAME CONNECTION | USERNAME USER TVPE NAME
NAME CHANGES
2013-09-18 01:10:48
CITRDACTX | CTX- 192.168.8.126 W XenApp  XenApp Shared  WInZKER2- nevxenserver1(10.163) Xemserver - ExcL- Onlocal | Manusl <, Texplors otepad, Vilvara | -
sssss EXCL3. Citrix.aginnavstions.com 2 excis £ Citrix.ginnovations.com  disk
= .126]
&
2013-09-18 01:05:47
CITRDACTX | CTX- 192.166.8.126 | Windows Microsoft | XenApp  XenApp | Shared | WIn2KSR2- newxemservers1(10.165) Xenserver - ExcL- On local | Manual Editplus, explore, Hotepad, Viivare -
EXCL3. Citrix.aginnaval tions.com 2008 R2 | W Excls 1.Citrix.eginnovations.com  disk Viavs Cliant
Serviee I [8-126]
Packt &
s
Pack 1
2013-09-18 01:00:37
CITRIACTX: | CTX- . - c Onlocsl | Manua! Editplus, Texgl pad, Ve
ExcLs EXCL3. Citrix.aginnovations.com ExcLz 1.Citrix.egi b m disk View Cliant
sssssss

Figure 8.16: The detailed diagnosis of the Used machines measure

The detailed diagnosis of the Unavailable machines measure will reveal the complete details of the
unavailable machines, such as, the machine name, IP address, the machine type, the delivery group
and catalog to which the machine belongs, the hosting server on which the machine operates, the
name of the hypervisor and the controller on which the machine operates, the user who is active on
the session, the location at whih the changes made by the user is stored, the provision type of the
machine, the application published on the machine, if the machine is a XenAPP etc.

Shows the list of unavailable machines

TIME | MACHINE MACHINE DNS NAME IP ADDRESS | OS DELIVERY| CATALOG| DESKTOR | HOSTED HOSTINGSERVER | HYPERVISOR| SESSION CONTROLLER NAME PERSIST | PROVISIONING| PUBLISHED APPLICATIONS | PUBLISHED
NAME TYPE |VERSION | GROUP | NAMj MACHINE NAME NNECTION | USERNAME USER TYPE NAME
NAME CHANGES
2013-09-17 13:32:52
CITRIGCTX- | CTX- s2.158.8.125 Wi ft Xenspp  XenApp | Sharsd  Win2KBRZ- nevxenserver61(10.163) Xenserver - ExcL- onlocal | Manual Editplus Texplore, otepad VMuare -
L EXCL3.Citrix.aginnovations.com 2 ExcLs £.Gitrix eginnevations.com  disk View Cliant
s [e.128]
Pack 1
Pack 1
2013-09-17 13:27:46
CITRIOCTX- | CTX- 192.168.8.135 Windows Microsoft XenApp  XenApp | Shared  Win2KER2- nevxenserver61(10.165) Xemservar - ExcL- Onlocal | Manual Editplus Texplore, lotepad Vivare -
L EXCL3.Citrix.eginnovations.com 2008 R2 ExcLs 1.Gitrix eginnovations.com  disk View Client
ervice [s.126]
Pack 1
2013-09-17 13:22:45
CITRIOCTX- | CTX- 192.168.8.126 | Windovs XsmApo  XamApp | Shared  Win2KBR2- nausenssrverl(10.165) Xsnservar - EXcL- Onloezl | Manual Editplus Texplore, iotepad Vivara -
i EXCL3.Citrix.aginnovations.com 2008 R2 ExcLz 1.Citrix.egin diskc View Client
8.125]

Figure 8.17: The detailed diagnosis of the Unavailable machines measure

278



Chapter 8: Monitoring Delivery Controller 7.x

The detailed diagnosis of the Disconnected machines measure will reveal the complete details of
the disconnected machines, such as, the machine name, IP address, OS type, OS version, the
desktop type, the delivery group to which the machine belongs, the catalog to which the machine
belongs, the hosting server on which the machine operates, the hypervisor connection, the name of
the controller, location of the changes made by the user, provisioning type of this machine etc.

BEiSiedBiSgnesit]| Measure Graph Summary Graph Trend Graph  Fix History Fix Feedback
Shows the list of disconnected machines
ADDRESS os os DELIVERY | CATALOG | DESKTOP| HOSTED HOSTING | HYPERVISOR| SESSION CONTROLLER NAME PERSIST | PROVISIONING| PUBLISHED | PUBLISHED| ~
TYPE | vERsION ND MACHINE SERVER | CONNECTION | USERNAME USER TYPE APPLICATIONS | NAME
NAME NAME NAME NAME cHANGES
Sales-  Private | XenvDI7hox- 152.168.10.14 VMwere-VvC | CITRIX\finance | EXCL- Personal
Desktop- 201 1.Citrix.eginnovations.com | vDisk
ataicg
188.8.127 Window Sales-  Private | XenVDI7box- 152.168.10.14 VMwere-vC | CITRIX\finance ExcL- Personal | Machine A
7 Desktop- oo 1.Citrix.eginnovations.com | vDisk Creation E
Catalog Services
168.8.127 | Window Sales-  Privats | XanVDI7hox- 192.168.10.14 VMware-VC | CITRIX\finance | EXCL- Parsonal | Machine
7 s 001 1. Citrix.aginnovations.cam  vDizk Craation
Catalog Sarvicas
168.8.127 | Windovs | Microsoft | Soles- Sales-  Private | XenVDI7box- 152.168.10.14 VMwere-vC | CITRIX\finance ExcL- Personal | Machine
7 Windovs  Desktop | Desktop 201 1.Citrix.eginnovations.com | vDisk Creation
HT Catalog Services
6.1.7600.0
168.8.127 | Windovs | Microsoft | Sales- Sales-  Private | XanVDI7box- 192.168.10.14 VMware-vC | CITRIX\finance  EXCL- Parsonal | Machina
7 Windovs  Desktop | Desktop- oo1 1.Citrix.eginnovations.com | vDisk Creation
T Catalog vices
5.1.7500.0
168.8.127 | Window Sales-  Privats | XanVDI7hox- 192.168.10.14 VMwara-VC | CITRIX\finance ExcL- Parsonal
7 Dasktop- oor 1.Citrix.eginnovations.com | vDisk
Catalog
168.8.127 | Windows | Microsoft | Sales- Sales-  Private | XenVDI7box- 152.168.10.14 VMwere-VC | CITRIX\finance | EXCL- Personal | Machine - - -
< - i - = -

Figure 8.18: The detailed diagnosis of the Disconnected machines measure

The detailed diagnosis of the Last deregisteration machines measure, lists the name of the machine,
IP address, OS type and version, the delivery group and catalog to which the machine belongs, the
desktop kind, the hosting server on which the machine operates, the hypervisor connection, the user
who is currently accessing the session, name of the controller, the location of the changes made by
the user, provisioning type, the applications published on the machine if the machine is a XenAPP,

the reason for deregistration of the machine and the actual time of deregistration etc.

Shows the list of last deregistration machines
TIME | MACHINE NAME MACHINE DNS NAME 1P ADDRESS | _©S 05 | DELIVERY | CATALOG | DESKTOP|  HOSTED HOSTING | HYPERVISOR| SESSION CONTROLLER NAME PERSIST | PROVISIONING| PUBLISHED | PUBLISHED|  REASON TMe |+
TYPE | VERSION | GROUP | NAME | KIND | MACHINE SERVER | CONNECTION| USERNAME USER TYPE APPLICATIONS | NAME
NAME NAME NAME NAME
2013-09-18 01:30:25
b IR gentshutd:
g om
2013-00-18 01:25:48
5 - IR gentshutd:
nnnnnnnnnnnnnnnnnnnnnnnnn m
2013-09-18 01:21:07
5 - crrana hutdorn | 8/21/
om 11:2
oM
2013-09-18 01:15:53
xxxxxxxxxxxxxx box- | XenuDI7box- dove ot sal ales- b crrs hutdorn 8/21/2013
00; 001.Cit tions.com ? Vindows  Desktop  Desktop- oot 11:21108
T Catalog oM
5.1.7600.0

Figure 8.19: The detailed diagnosis of the Last deregisteration machines measure

The detailed diagnosis of the Recent deregisteration machines measure if enabled, lists the name of
the machine, IP address, OS type and version, the delivery group and catalog to which the machine
belongs, the desktop kind, the hosting server on which the machine operates, the hypervisor
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connection, the user who is currently accessing the session, name of the controller, the location of
the changes made by the user, provisioning type, the name of the applications published on the
machine if the machine is a XenAPP, the reason for the machine to be deregistered from the broker,
the time of deregistration etc.

Shows the list of recenly last deregistration machines
M \CHINE DNS NAME 3

Figure 8.20: The detailed diagnosis of the Recent deregistration machines measure
8.4.2 Delivery Groups - Site Test

To determine the maintenance mode of each delivery group managed by every controller in the
monitored Delivery Controller site, and to understand the number, nature, and usage of machines
within each group in a site, use the Delivery Groups - Site Test.

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each delivery group managed by every broker in the site
being monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to.

Username In order to monitor the target Delivery Controller 7, eG requires a special user with the

following privileges;
« The All scope and read-only privileges
« The Allow log on locally security privilege on the Delivery Controller host

The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.
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Parameter

Description

Password
Confirm Password

Domain

Report by machine
Type

Show Available
Machines DD

Show Registered
Machines DD

Show Powered
Machines DD

Show Site Wide
Information

Detailed Diagnosis

Specify the password for the user specified in the Username text box, here.
Confirm the Password by retyping it here.

Here, specify the domain to which the user specified in the Username text box belongs
to.

By default, this flag is set to Yes indicating that the individual descriptors of this test -
i.e., the delivery groups- are classified based on their machine type; in other words, the
delivery groups will be listed either under Server OS Machines or Desktop OS
Machines based on their machine type. If you do not want to group the delivery groups
based on their machine types, set this flag to No.

By default, this flag is set to No. This implies that by default, detailed metrics will not
be available for the Available machines measure of this test. To enable detailed
diagnosis for this measure, you can set this flag to Yes. In this case, you will be able to
view the complete details of all machines that are currently available in each delivery
group managed by every broker in the site.

By default, this flag is set to No. This implies that by default, detailed metrics will not
be available for Registered machines measure of this test. To enable detailed
diagnosis for this measure, you can set this flag to Yes. In this case, you will be able to
view the complete details of the machines (in each delivery group) that are currently
registered with every broker in the site.

By default, this flag is set to No. This implies that by default, detailed metrics will not
be available for Powered on machines measure of this test. To enable detailed
diagnosis for this measure, you can set this flag to Yes. In this case, you will be able to
view the complete details of the powered on machines in each delivery group that is
managed by every broker in the site.

By default, this flag is set to Yes, indicating that the monitored server is the site server
of a broker site. For a site server, this test will report metrics at the site-level -
accordingly, a set of metrics will be reported for each delivery group managed by every
broker in the site. On the other hand, if the monitored broker is only a member of a site
and not the site server, then set this flag to No. In this case, the test will not report any
metrics.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.
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Parameter Description

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description ﬁ:?tsurement Interpretation

Is delivery group Indicates whether this This measure reports the value Yesif a

available? delivery group is available delivery group is available, and reports
or not. No if it is not available.

The numeric values that correspond to
the above-mentioned Measure Values
are as follows:

BRI Numeric Value
Value
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned Measure Values
while indicating the availability of the
delivery group. However, the graph of
this measure will represent the same
using the numeric equivalents — 1 and
Oonly.

The detailed diagnosis of this measure
if enabled, lists the name of the
delivery group, the description, the
desktop kind, whether Secure ICA is
required, the number of sessions
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Measurement

Description

Measurement

Unit

Interpretation

supported, whether the machine needs
to be shut down after use, Powered on
status of the machine if useris
assigned, Powered on status of the
machine during peak period if user is
assigned and the published name of
the machine.

Is delivery group in
maintenance mode?

Indicates whether this
delivery groupisina
maintenance mode or not.

Delivery groups are typically put on
maintenance mode, if the connections
to the machines within the group are to
be temporarily stopped so that
maintenance tasks are carried out.

XenDesktop has no control over
delivery groups that are in maintenance
mode. No user can log on to a machine
in this state.

This measure reports the value Yesif a
delivery group is in the maintenance
mode, and reports No if it is not. The
numeric values that correspond to the
above-mentioned Measure Values are
as follows:

A ERBITE Numeric Value
Value
Yes 1
No 0

Note:

By default, this measure reports the
above-mentioned Measure Values
while indicating the maintenance
status of the desktop group. However,
the graph of this measure will represent
the maintenance modes using the
numeric equivalents — 1 and 0 only.

Total machines

Indicates the total number

Number
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Measurement

Description

Measurement
Unit

Interpretation

of machines in this group.

Available machines

Indicates the number of
machines in this delivery
group that are available for
a new user to connect to.

Number

Ideally, this value should be high. The
detailed diagnosis of this measure will
reveal the complete details of the
available desktops, such as, the
desktop name, IP address, the
desktop type, the catalog to which the
desktop belongs, the hosting server on
which the desktop operates, etc.

Used machines

Indicates the number of
machines in this group that
are currently used by
users.

Number

The detailed diagnosis of this measure
provides complete details of the
machines in use such as the machine
name, the delivery group and catalog to
which it belongs, the operating system
it runs on, the DNS server with which it
communicates, and the machine type -
whether Private or Shared.

Percentage of used
machines

Indicates the percentage
of machines in this group
that are currently in use by
users.

Percent

Ideally, the value of this measure
should be low. A value close to 100%
indicates that the delivery group is
about to run out of free machines.
Owing to the absence of unused
machines, other users who have been
assigned to this delivery group will be
denied access to the group upon login.

Moreover, high usage of a delivery
group may also drain the corresponding
hosting infrastructure of its physical
and virtual resources.

Disconnected
machines

Indicates the number of
machines that are
disconnected from this
delivery group.

Number

The detailed diagnosis of this measure
will reveal the complete details of the
disconnected machines, such as, the
machine name, IP address, OS type,
OS version, the desktop type, the
delivery group to which the machine
belongs, the catalog to which the
machine belongs, the hosting server on
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Measurement Description gﬁﬁsurement Interpretation
which the machine operates, the
hypervisor connection, the name of the
controller, location of the changes
made by the user, provisioning type of
this machine etc.
Preparing machines | Indicates the number of Number
machines in this group that
are currently preparing
sessions for users.
Pending update Indicates the number of Number Use the detailed diagnosis of this
machines machines managed by this measure to know which machines are
delivery group to which awaiting updates.
updates are currently
pending.
Machines in Indicates the number of Number
maintenance mode | machines in this group that
are currently under
maintenance.
Registered machines | Indicates the number of Number
machines that are
currently registered with
this delivery group.
Unregistered Indicates the number of Number Use the detailed diagnosis of this
machines machines that are measure to figure out the machines
configured in this delivery that were unregistered with the broker,
group but are in an the name of the delivery group and
unregistered state with this catalog to which the machine belongs
broker. to etc.
Agent error machines | Indicates the number of Number
machines that are in an
AgentError state in this
delivery group.
Never registered Indicates the number of Number

machines

machines that are not
registered properly with the
broker although they are
configured in this delivery
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Measurement Description g:—:ia:surement Interpretation
group.

High CPU machines | Indicates the number of Number A low value is desired for this measure.
machines managed by this Use the detailed diagnosis of this
delivery group that are measure to know which machines are
currently consuming CPU running CPU-intensive applications.
resources excessively.

High latency Indicates the number of Number A low value is desired for this measure.

machines machines managed by this Use the detailed diagnosis of this
delivery group that are measure to know which machines are
currently experiencing high experiencing high latencies.
network latencies.

High profile load time | Indicates the number of Number A low value is desired for this measure.

machines machines managed by this Use the detailed diagnosis of this
delivery group that are measure to know which machines are
currently taking too long a facing issues when loading profiles.
time to load profiles.

Powered on Indicates the number of Number Use the detailed diagnosis of this

machines machines in this desktop measure to know which machines are
group that are currently currently powered on.
powered on.

Suspended Indicates the number of Number Use the detailed diagnosis of this

machines machines in this delivery measure to know which machines are
group that are currently in currently in the Suspended state.
the Suspended state.

Powered off Indicates the number of Number Use the detailed diagnosis of this

machines machines in this delivery measure to know which machines are
group that are currently currently powered off.
powered off.

Unavailable Indicates the number of Number A low value is desired for this measure.

machines machines in the following The detailed diagnosis of this measure

power states:
« Unavailable
« Unmanaged

« Unknown

will reveal the complete details of the
unavailable desktops, such as, the
desktop name, IP address, the
desktop type, the catalog to which the
desktop belongs, the hosting server on
which the desktop operates, etc.
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Measurement Description g::ia;surement Interpretation
Power action Indicates the number of
pending machines machines in this delivery
group on which the power
actions are pending.
Last connection Indicates the number of Number A low value is desired for this measure.
failed machines machines to which the last Use the detailed diagnosis of this
connection attempt failed. measure to know which machines
could not be connected to recently.
Recent connection | Indicates the number of Number
failed machines machines to which
connection attempts failed
during the last
measurement period.
Last deregisteration | Indicates the number of Number The detailed diagnosis of this measure,
machines machines that were the if enabled, lists the name of the
last to be deregistered machine, IP address, OS type and
from this broker. version, the delivery group and catalog
to which the machine belongs, the
desktop kind, the hosting server on
which the machine operates, the
hypervisor connection, the user who is
currently accessing the session, name
of the controller, the location of the
changes made by the user,
provisioning type, the applications
published on the machine if the
machine is a XenAPP, the reason for
deregistration of the machine and the
actual time of deregistration etc.
Recent Indicates the number of Number
deregisteration machines that were the
machines deregistered from this
broker during the last
measurement period.
Last error machines | Indicates the number of Number

machines on which errors
were detected last.
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o Measurement :
Measurement Description Unit Interpretation
Recent error Indicates the machines on | Number
machines which errors were detected

during the last
measurement period.

The detailed diagnosis of the Is delivery group available? measure lists the name of the delivery
group, the description, the desktop kind, whether Secure ICA is required, the number of sessions
supported, whether the machine needs to be shut down after use, Powered on status of the
machine if user is assigned, Powered on status of the machine during peak period if user is assigned
and the published name of the machine.

Detailed Diagnosis | Measure Graph Summary Graph Trend Graph Fix History  Fix Feedback
Component  DESKTOF7:80 Measured By DESKTOP?
Test Delivery Groups - Site
Description [ Windows Client 05:Sales-Desktop [=] Measurement [ 1= dalivery group availsble? = |
Timeline [1 hour [4] From [@ [ 20130916 | W0 [~ |min[s2]-] To @ [2013-05-18] me[1 [ [min[s2]-] | Submit | m
TIME DELIVERY GROUP DESCRIPTION DESKTOP KIND ‘ SECURE ICA SESSION SUPPORT SHUTDOWN AFTER POWER ON ‘ POWER ON PUBLISHED NAME
NAME REQUIRED USE ASSIGNED ASSIGNED DURING
PEAK

2013-09-18 01:38:20

Szles-Desktop XenDesktop Private Falz= Single Sessien Falze Trus Fzls=
2013-09-18 01:33:20

Szles-Desktep XenDesktop Private Falze Single Sessien Falz= Trus Fzlse
2013-09-18 01:28:14

Szles-Desktep XenDesktop Private False Single Sessien Falze Trus Fzlse
2013-09-18 01:23:05

Szles-Desktep XenDesktop Private Falze Single Sessien Fals= Trus False
2013-09-18 01:18:03

Szles-Desktop XenDesktop Private Falz= Single Sessien Falze= Trus Fzls=
2013-09-18 01:13:27

Szles-Desktep XenDesktop Private Falz= Single Sessien Falz= Trus Fzlse
2013-09-18 01:08:27

Szles-Desktep XenDesktop Private Fals= Single Sessien False Trus Fzlse
2013-09-18 01:03:27

Szles-Desktep XenDesktop Private Falzs Single Sessien False Trus False
2013-09-18 00:58:45

Sales-Deskiop XenDesktop Private False Single Sessien False True False
2013-09-18 00:53:50

Sales-Desktep XenDesktep Private False Single Sessien False True False
2013-09-18 00:48:29

Sales-Desktop XenDesktop Private False Single Sessien False True False
2013-09-18 00:43:21

Sales-Desktop XenDesktop Private False Single Session False True False

Figure 8.21: The detailed diagnosis of the Is delivery group available? measure

The detailed diagnosis of the Disconnected machines measure will reveal the complete details of the
disconnected machines, such as, the machine name, IP address, OS type, OS version, the desktop
type, the delivery group to which the machine belongs, the catalog to which the machine belongs,
the hosting server on which the machine operates, the hypervisor connection, the name of the
controller, location of the changes made by the user, provisioning type of this machine etc.
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Shows the list of disconnected machines
DELIVERY | CATALOG

TIME | MACHINE NAME MACHINE DNS NAME 1P ADDRESS os os DESKTOP| HOSTED HOSTING | HYPERVISOR| SESSION CONTROLLER NAME PERSIST | PROVISIONING| PUBLISHED | PUBLISHED| +
TYPE | VERSION | GROUP | Wi KIND MACHINE SERVER | CONNECTION | USERNAME USER TYPE APPLICATIONS | NAME
NAME NAME NAME CHANGES
2013-09-18 01:38:20
CITRIKiK=nVDI7box- XenVDI7bax- 192.168.8.127 Windovs Microsoft  Sales- Sales-  Private  XenVDIZbox- 192.168.10.14 VMrare-VC  CITRIX\finance ExcL Personal
001 001.Citrix.aginnovations.com 7 Windovs  Desktop  Desktop- o1 1.Citrix.eginnovations.com  vDisk
nT Catalog
6.1.7600.0
2013-09-18 01:33:20
CITRIKXenVDI7box- XenVDI7bax- 192.168,8.127 Windous Microsoft  Sales- Sales-  Private  XenVDI7box- 192.168.10.14 VMvare-VC  CITRIX\finance EXCL- Personal
001 001.Citrixc. aginnovations.com 7 Windows  Dasktop  Desktop- o1 1.Citrix.eginnovations.com  wDisk
T Catalog
6.1.7600.0
2013-09-18 01:28:14
CITRIXiXanVDI7box- XenVDIZbox- 192.168.8.127 Windows Microsoft | Sales- Sales-  Private  XenvDI7box- 192.166.10.14 VMvare-VC  CITRIX\finance EXCL- Personal
001 001.Citrix. aginnovations.com 7 Windows  Dasktop  Dasktop- oL L.Citrix.aginnovations.com  wDisk
WT Catalog
6.1.7600.0
2013-09-18 01:23:05
CITRIXiXenVDI7box- XenVDI7box- 192.168.8.127 Windous Microsoft | Sales- Sales-  Private  XenvDI7box- 192.168.10.14 VMvare-vC  CITRIX\finance ExcL- Personal |
001 001 Citrise.aginnovations.com 7 Windous  Dasktop  Dasitop- 001 L.Citrie.2g tionz.com wDizk
NT Catalog
6.1.7600.0

Figure 8.22: The detailed diagnosis of the Disconnected machines measure

The detailed diagnosis of the Last deregisteration machines measure, if enabled, lists the name of
the machine, IP address, OS type and version, the delivery group and catalog to which the machine
belongs, the desktop kind, the hosting server on which the machine operates, the hypervisor
connection, the user who is currently accessing the session, name of the controller, the location of
the changes made by the user, provisioning type, the applications published on the machine if the
machine is a XenAPP, the reason for deregistration of the machine and the actual time of
deregistration etc.

Shows the list of last deregisiration machines
s TALOG| DESH o NAME PERSI:
RSION 1 ERVER u: i

TIME | MACHINE NAME MACHINE DNS NAME 1P ADDRESS | pusuiskeD |pusLiswEn| Reasow TME |~
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o1 001, Citrixeginnavations.com 7 eskicp  Deskiop- o1 £.Citr i 1152106
Catalog 2
2013-09-18 01:38:20
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Figure 8.23: The detailed diagnosis of the Last deregistration machines measure
8.4.3 Brokering Machines Test

Collections of desktops or physical computers are managed as a single entity called a machine
catalog. To deliver desktops and applications to users, the machine administrator creates a catalog
of machines and the assignment administrator allocates machines from the machine catalog to
users by creating delivery groups.

For each catalog managed by a broker, this test reports the number of machines available, the
number of registered machines, those machines that are not registered, the machines that are
currently powered on, powered off, those in Agent error state etc. In addition, using this test, you can
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figure out the number of sessions on each catalog, the sessions that are established and the
sessions that are currently pending. The load on each catalog can thus be ascertained.

Target of the test : A Citrix Delivery Controller 7.x

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each catalog that is to be monitored.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to. By default, this is 80.
Username In order to monitor the target Delivery Controller 7, eG requires a special user with the
following privileges;
o The All scope and read-only privileges
« The Allow log on locally security privilege on the Delivery Controller host
The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.
Password Specify the password for the user specified in the Username text box, here.

Confirm Password

Domain

Show Total
Machines DD

Show Total
Sessions DD

Report by machine

Confirm the Password by retyping it here.

Here, specify the domain to which the user specified in the Username text box belongs
to.

By default, this flag is set to No. This implies that by default, detailed metrics will not
be available for the Total sessions measure of this test. To enable detailed diagnosis
for this measure, you can set this flag to Yes. In this case, you will be able to view the
complete details of all the sessions related to each catalog of the monitored broker.

By default, this flag is set to No. This implies that by default, detailed metrics will not
be available for the Total sessions measure of this test. To enable detailed diagnosis
for this measure, you can set this flag to Yes. In this case, you will be able to view the
complete details of all the sessions related to each catalog of the monitored broker.

By default, this flag is set to Yes indicating that the individual descriptors of this test -
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Parameter Description

Type i.e., the delivery groups- are classified based on their machine type; in other words, the
delivery groups will be listed either under Server OS Machines or Desktop OS
Machines based on their machine type. If you do not want to group the delivery groups
based on their machine types, set this flag to No.

Show Registered By default, this flag is set to No. This implies that by default, detailed metrics will not

Machines DD be available for Registered machines measure of this test. To enable detailed

Show Powered On
Machines DD

Detailed Diagnosis

diagnosis for this measure, you can set this flag to Yes. In this case, you will be able to
view the complete details of the machines (in each catalog) that are currently registered
with the broker being monitored.

By default, this flag is set to No. This implies that by default, detailed metrics will not
be available for Powered on machines measure of this test. To enable detailed
diagnosis for this measure, you can set this flag to Yes. In this case, you will be able to
view the complete details of the powered on machines in each catalog configured on
the monitored broker.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Total machines

Description Me.asurement Interpretation

Unit
Indicates the total number of machines | Number The detailed diagnosis of this
in this catalog. measure, if enabled, reveals

the details of each of the
machines in a catalog.

Entitled machines

Indicates the total number of machines | Number Users can be explicitly
that are currently assigned to users in assigned to the machines or
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Measurement

Description

Measurement
Unit

Interpretation

this catalog.

can be assigned based on the
first use of the machine.

The detailed diagnosis of this
measure if enabled, lists the
name of the machine, the
delivery group and catalog to
which the machine belongs,
the power state of the
machine, the IP address, the
OS on which the machine
operates and the version, the
location where the changes
made by the user is stored,
the user active on the
session, the version of the
agent, the applications
published on the machine
etc.

Not entitled Indicates the number of machines in Number
machines this catalog that are not assigned to
any users.
Registered Indicates the number of machines in Number
machines this catalog that are currently
registered with the broker.
Unregistered Indicates the number of machines in Number A high value for this measure
machines this catalog that are currently not indicates that the machines
registered with the broker. are not provisioned to the
users and the applications
are not published which
eventually results in a poor
end user experience.
Agent error Indicates the number of machines in Number An AgentErroris reported if
machines this catalog that are currently in the the Virtual Desktop Agent
AgentError state. itself is experiencing issues
in its operations.
Powered on Indicates the number of machines that | Number
machines are currently powered on in this
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Measurement Description gﬁiatsurement Interpretation
catalog.

Powered off Indicates the number of machines that | Number

machines are currently powered off in this
catalog.

Machines with Indicates the number of machines in Number

suspended power | this catalog that are currently in the

state Suspended state.

Machines with Indicates the number of machines in Number

unknown power this catalog that are currently in

state: Unknown/Unmanaged/Unavailable
states.

Maintenance Indicates the total number of machines | Number

mode machines in this catalog that are currently under
maintenance - i.e., the maintenance
mode of the virtual desktop is enabled.

Total sessions Indicates the total number of user Number This measure is a sum of the
sessions across all the machines Established sessions and
available in this catalog. the Pending sessions

measures.

Established Indicates the number of user sessions | Number The detailed diagnosis of this

sessions that are currently established on the measure if enabled, lists the
machines of this catalog. name of the machine, the

delivery group and catalog to
which the machine belongs,
the number of sessions
established through each
machine, the IP address, the
OS on which the machine
operates and the version, the
location where the changes
made by the user is stored,
the user active on the
session, the version of the
agent, the applications
published on the machine
etc.

Pending sessions | Indicates the number of user sessions | Number
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o Measurement
Measurement Description

Interpretation

Unit
that are pending or waiting to be

established on the machines of this
catalog.

The detailed diagnosis of the Entitled machines measure if enabled, lists the name of the machine,
the delivery group and catalog to which the machine belongs, the power state of the machine, the IP

address, the OS on which the machine operates and the version, the location where the

changes

made by the user is stored, the user active on the session, the version of the agent, the applications

published on the machine etc.

Shows the assigned machine details

TIME | CATALOG | DELIVERY | DESKTOP MACHINE DNS NAME POWER | IP ADDRESS HOSTED | HYPERVISOR NG os os PERSIST SESSION ACGENT PUBLISHED
NAME GROUP | KIND STATE MACHINE | CONNECTION|  SERVER TYPE | VERSION USER. USERNAME | VERSION | APPLICATIONS
NAME NAME NAME CHANGES
2013-09-18 02:11:31
Sales- | Sales Private  excalib7001.Citrix.eginnovations.com | On 192.168.8.248 | excalb7001  VMvare-VC  192.168.10.14 | Windows | Microsoft | Bersona TS 7.0.0.3018 -
Desktop- Windovs | vDisk
Catalog
Sales-  Sales- Private  XenVDIZbox- On 192.168.8.127 | XenVDI7box- VMvare-VC  192.168.10.14 Windows Mi Personal | CITRIX\finance | 7.0.0.3018
Desktop- | Desktop 001.Citrix.eginnovations.com 7 “Dis
Catalog

Figure 8.24: The detailed diagnosis of the Entitled machines measure

The detailed diagnosis of the Established sessions measure if enabled, lists the name of the
machine, the delivery group and catalog to which the machine belongs, the number of sessions
established through each machine, the IP address, the OS on which the machine operates and the

version, the location where the changes made by the user is stored, the user active on the
the version of the agent, the applications published on the machine etc.

session,

Shows the established session details
TIME CATALOG | DELIVERY | DESKTOP MACHINE DNS NAME ESTABLIHSED 1P ADDRESS HOSTED HYPERVISOR HOSTING os os PERSIST SESSION AGENT PUBLISHED
NAME GROUP KIND SESSIONS MACHINE CONNECTION SERVER TYPE VERSION USER USERNAME VERSION | APPLICATIONS
NAME NAME NAME NAME CHANGES
2013-09-18 02:11:31
Sales- Sales- Private XenVD17box- 1 192.168.8.127 XenVDI7box- VMware-VC 192.168.10.14 Windows Microsoft Personal | CITRIX\finance 7.0.0.3018 -
Desktop-  Desktop 001.Citrix.eginnovations.com 7 Windows vBisk
Catalog T
6.1.7600.0
2013-09-18 02:01:26
Sales- | Sales- Private | XenVDI7box- i 192.168.8.127 XenVDI7box- | VMvare-VC  192.168.10.14 Windovs Microsoft  Personal |CITRIX\finance 7.0.0.3018 -
Desktop- Desktop 001.Citrix.eginnovations.com oo1 7 Wi wBisk
Catalog NT
6.1.7600.0
2013-09-18 01:51:17
Sales- Sales- Private XenVDI7box- 1 192.168.8.127 XenWDI7box- VMvare-VC 192.168.10.14 Windovs Microse Personsl CITRIX\finance 7.0.0.3018 -
Desktop- | Desktop 001.Citrix.eginnovations.com 001 7 Windovs  vDisk
Catalog NT
6.1.7600.0

Figure 8.25: The detailed diagnosis of the Establised sessions measure

8.4.4 Brokering Machines Test

Collections of desktops or physical computers are managed as a single entity called a machine

catalog. To deliver desktops and applications to users, the machine administrator creates a
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of machines and the assignment administrator allocates machines from the machine catalog to
users by creating delivery groups.

For each catalog managed by the brokers of this site, this test reports the number of machines
available, the number of registered machines, those machines that are not registered, the machines
that are currently powered on, powered off, those in Agent error state etc. In addition, using this test,
you can figure out the number of sessions on each catalog, the sessions that are established and the
sessions that are currently pending. The load on each catalog can thus be ascertained.

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each catalog that is to be monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to. By default, this is 80.
Username In order to monitor the target Delivery Controller 7, eG requires a special user with the

following privileges;
« The All scope and read-only privileges

« The Allow log on locally security privilege on the Delivery Controller host

The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.

Password Specify the password for the user specified in the Username text box, here.
Confirm Password  Confirm the Password by retyping it here.

Domain Here, specify the domain to which the user specified in the Username text box belongs
to.

Report By Machine By default, this flag is set to Yes indicating that the individual descriptors of this test -

Type i.e., the delivery groups - are classified based on their machine type; in other words, the
delivery groups will be listed either under Server OS Machines or Desktop OS
Machines based on their machine type. If you do not want to group the delivery groups
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Parameter Description
based on their machine types, set this flag to No.

Show Site Wide By default, this flag is set to Yes, indicating that the monitored server is the site server

Information of a broker site. For a site server, this test will report metrics at the site-level -
accordingly, a set of metrics will be reported for each delivery group managed by every
broker in the site. On the other hand, if the monitored broker is only a member of a site
and not the site server, then set this flag to No. In this case, the test will not report any
metrics.

Show Total By default, this flag is set to No. This implies that by default, detailed metrics will not

Machines DD be available for the Total machines measure of this test. To enable detailed diagnosis
for this measure, you can set this flag to Yes. In this case, you will be able to view the
complete details of all the machines in each catalog of every broker in the target site.

Show Total By default, this flag is set to No. This implies that by default, detailed metrics will not

Sessions DD be available for the Total sessions measure of this test. To enable detailed diagnosis
for this measure, you can set this flag to Yes. In this case, you will be able to view the
complete details of all the sessions related to each catalog of every broker in the target
site.

Show Registered By default, this flag is set to No. This implies that by default, detailed metrics will not

Machines DD be available for Registered machines measure of this test. To enable detailed

Show Powered On
Machines DD

Detailed Diagnosis

diagnosis for this measure, you can set this flag to Yes. In this case, you will be able to
view the complete details of the machines (in each catalog) that are currently registered
with a broker in this site.

By default, this flag is set to No. This implies that by default, detailed metrics will
not be available for Powered on machines measure of this test. To enable
detailed diagnosis for this measure, you can set this flag to Yes. In this case, you
will be able to view the complete details of the powered on machines in each
catalog configured on a broker in this site.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability
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Parameter Description

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Meas- Meas-
Description urement Interpretation
urement ;
Unit
Total Indicates the total number of | Number The detailed diagnosis of this
machines machines that are currently measure, if enabled, reveals the
available in this catalog. details of each of the machines in
a catalog.
Entitled Indicates the total number of | Number Users can be explicitly assigned to
machines machines that are currently the machines or can be assigned
assigned to users in this catalog. based on the first use of the
machine.

The detailed diagnosis of this
measure if enabled, lists the name
of the machine, the delivery group
and catalog to which the machine
belongs, the zone to which the
catalog belongs, the power state
of the machine., the IP address,
the OS on which the machine
operates and the version, the
location where the changes made
by the user is stored, the user
active on the session, the version
of the agent, the applications
published on the machine etc.

Machines Indicates the number of machines | Number Use the detailed diagnosis of this
notentitled |in this catalog that are not measure to know which machines
assigned to any users. in this catalog are not assigned to

any user.

Registered | Indicates the number of machines | Number If the detailed diagnosis of this
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Meas-
urement

machines

Description

that are currently registered with
the broker of this catalog.

Meas-
urement
Unit

Interpretation

measure is enabled, then you can
it to quickly identify the
machines in this catalog that are

use

this catalog.

currently registered with the
broker.
Unregistere | Indicates the number of machines | Number A high value for this measure
d machines |that are currently not registered indicates that the virtual desktops
with the broker of this catalog. are not provisioned to the users
and the applications are not
published which eventually results
in a poor end user experience.
Use the detailed diagnosis of this
measure to know which machines
in this catalog are not registered
with the broker.
Machines Indicates the number of machines | Number An AgentError is reported if the
with agent|that are currently in the Virtual Desktop Agent itself is
errors: AgentError state during the experiencing issues in its
registration process with the operations.
broker.
Use the detailed diagnosis of this
measure to know which machines
in this catalog are currently in the
AgentError state.
Powered on | Indicates the number of machines | Number If the detailed diagnosis of this
machines | that are currently powered on in measure is enabled, then you can
this catalog. use it to quickly identify the
machines in this catalog that are
currently in the powered on state.
Powered off | Indicates the number of machines | Number The detailed diagnosis of this
machines |that are currently powered off in measure if enabled, lists the name
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Meas-
urement

Description

Meas-
urement
Unit

Interpretation

of the machine, the delivery group
and catalog to which the machine
belongs, the zone to which the
catalog belongs, the desktop kind,
the hypervisor on which the
machine is hosted, the location
used for storing the changes
made by the user, the user who is
currently active on the session,
the agent version, the applications
published on the machine etc.

available in this catalog.

Machines Indicates the number of machines | Number Use the detailed diagnosis of this
with in this catalog that are currently in measure to know which machines
suspended |the Suspended state. in this catalog are currently in the
power state Suspended state.
Machines Indicates the number of machines | Number Use the detailed diagnosis of this
with in this catalog that are currently in measure to know which machines
unknown Unknown/Unmanaged/Unavailab in this catalog are currently in the
power state | /e states. Unknown/Unmanaged/Unavailab
le states.
Machines in|Indicates the total number of|Number Use the detailed diagnosis of this
maintenanc | machines that are currently under measure to know which machines
€ mode maintenance i.e, the maintenance in this catalog are currently under
mode of the virtual desktop is maintenance.
enabled.
Total Indicates the total number of user | Number This measure is a sum of the
sessions sessions across all the machines Established sessions and the

Pending sessions measures.

If the detailed diagnosis of this
measure is enabled, then you can
use it to quickly view the complete
details of the sessions on all
machines in this catalog.
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Meas- Meas-
Description urement Interpretation
urement .
Unit
Established |Indicates the number of user|Number The detailed diagnosis of this
sessions sessions that are currently measure if enabled, lists the name
established on the machines of of the machine, the delivery group
this catalog. and catalog to which the machine

belongs, the zone to which the
catalog belongs, the number of
sessions established through
each machine, the IP address, the
OS on which the machine
operates and the version, the
location where the changes made
by the user is stored, the user
active on the session, the version
of the agent, the applications
published on the machine etc.

Pending Indicates the number of user|Number Use the detailed diagnosis of this
sessions sessions that are pending or measure for the complete details
waiting to be established on the of the pending sessions.

machines of this catalog.

The detailed diagnosis of the Entitled machines measure if enabled, lists the name of the machine,
the delivery group and catalog to which the machine belongs, the zone to which the catalog belongs,
the power state of the machine., the IP address, the OS on which the machine operates and the
version, the location where the changes made by the user is stored, the user active on the session,
the version of the agent, the applications published on the machine etc.

Shows the list of entitled machines

DELIVERY DESKTOP POWER HOSTED MACHINE HYPERVISOR CONMNECTION
SR GROUP KIND DEB L STATE [P ADIDHESS NAME NAME

Jan 02, 2017 18:52:35

Windows7 Win7 Static Windows7xd111. egin.local Unmanaged 192.168.9.85

Figure 8.26: The detailed diagnosis of the Entitled machines measure for the site

The detailed diagnosis of the Established sessions measure if enabled, lists the name of the
machine, the delivery group and catalog to which the machine belongs, the zone to which the
catalog belongs, the number of sessions established through each machine, the IP address, the OS
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on which the machine operates and the version, the location where the changes made by the user is
stored, the user active on the session, the version of the agent, the applications published on the
machine etc.

Shows the list of established sessions

DELIVERY DESKTOP ESTABLIHSED HOSTED MACHINE HYPERVISOR CONME!
EHIHLEE GROUP KIND LB SESSIONS P (BIESE NAME NAME
Jan 02, 2017 18:52:35
Windows7 ‘Win7? Static ‘Windows7xd111.egin.loca 1 192.168.9.85

Figure 8.27: The detailed diagnosis of the Established sessions measure of the site

The detailed diagnosis of the Machines with unknown power state measure if enabled, lists the
name of the machine, the delivery group and catalog to which the machine belongs, the zone to
which the catalog belongs, the desktop kind, the hypervisor on which the machine is hosted, the
location used for storing the changes made by the user, the user who is currently active on the
session, the agent version, the applications published on the machine etc.

Shows the list of machines with unknown power state

DELIVERY DESKTOF POWER HOSTED MACHINE HYPERVISOR CONNECTION
CATALOG CROUP KIND DMNS NAME STATE IP ADDRESS NAME NAME

Jan 02, 2017 18:52:35

Windows? Win7 Static Windows 7xd111.egin.loca Unmanaged 192.168.9.85

Figure 8.28: The detailed diagnosis of the Machines with unknown power state measure
8.4.5 Machine Catalog Details Test

In XenDesktop, collections of virtual machines (VMs) or physical computers of the same type are
managed as a single entity called a catalog. To deliver desktops to users, the machine administrator
creates a catalog of machines and the assignment administrator allocates machines from the
catalog to users by creating delivery groups.

This test auto-discovers the catalogs managed by the XenDesktop site being monitored, and reports
useful statistics related to each catalog, which reveal:

« The catalog type;
« The type of desktops allocated to each catalog;

« The availability, usage, and assignment of desktops in each catalog

Target of the test : A Citrix Delivery Controller 7.x

Agent deploying the test : Aninternal agent
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Outputs of the test : One set of results for every catalog on each broker configured within a site.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.
Username In order to monitor the target Delivery Controller 7, eG requires a special user with the
following privileges;
« The All scope and read-only privileges
« The Allow log on locally security privilege on the Delivery Controller host
The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.
Password Specify the password for the user specified in the Username text box, here.

Confirm Password

Domain

Report by Machine
Type

Detailed Diagnosis

Confirm the Password by retyping it here.

Here, specify the domain to which the user specified in the Username text box belongs
to.

By default, this flag is set to Yes indicating that the individual descriptors of this test -
i.e., the catalogs - are classified based on their machine type; in other words, the
catalogs will be listed either under Server OS Machines or Desktop OS Machines
based on their machine type. If you do not want to group the catalogs based on their
machine types, set this flag to No.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.
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Measurements made by the test

Measurement Description ut:iatsurement Interpretation
Allocation type Indicates the allocation | Number This measure can report any one of the
type of the machines following values:

available in this catalog.
« Static

« Permanent
« Random
« Unknown

The table below provides the numeric
values that correspond to the allocation
types listed above, and a brief description

of each type:
Allocation |Numeric Description
Type Value

Static Indicates that
the machines
in this
catalog are
either
assigned by
the

administrator
1 or assigned
on first use to
users. This
assignment
will  change
only when
the
administrator
explicitly
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Measurement

Unit Interpretation

Measurement Description

Allocation |Numeric

Type Value Description

changes the
assignments.

Permanent Indicates that
the machines
in this
2 |catalog are
permanently
assigned to
the user.

Random Indicates that
the machines
in this
catalog are
picked in
random and
are
temporarily
assigned to
the user.

Note:

By default, this measure reports the
Allocation Types listed in the table above.
However, the graph of this measure will
represent the allocation types using their
corresponding numeric equivalents —i.e., 1
to 3.

The detailed diagnosis of this measure if
enabled, lists the catalog to which the
machine belongs, the zone to which the
machine catalog belongs, the machine
type, the number of sessions supported by
the machine i.e, either Single session or
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Measurement

Description

Measurement
Unit

Interpretation

Multi session, the location used for storing
user data, the provisioning type and the
scopes associated with the chosen
catalog.

Are physical
machines?

Indicates whether/not
the machines in this
catalog are power
managed by the broker.

This measure reports a value Yes if the
machines are power managed by the broker
and No, if otherwise.

The table below provides the numeric
values that correspond to the above
mentioned values:

Measure Value | Numeric Value

Yes 1

No 0

Note:

By default, this measure reports whether
the machines are power managed by the
broker or not. However, the graph of this
measure will be represented using their
corresponding numeric equivalents —i.e., 0
or1.

delivery groups

entitled available for

machines within the
delivery groups that are
not yet assigned to

Entitled machines | Indicates the number of | Number
used in delivery assigned machines (to
groups users) in this catalog
that are within delivery
groups.
Entitled machines | Indicates the number of | Number
available for machines in this
delivery groups catalog that are
available to users within
delivery groups.
Machines not Indicates the number of | Number
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Measurement Description mt:iatsurement Interpretation
users.
Machines not Indicates the number of | Number
entitled used in unassigned machines
delivery groups in this catalog within the
delivery groups but are
still used in the pool.
Machines used in | Indicates the number of | Number
delivery groups machines in this
catalog that are within
delivery groups.
Total machines in | Indicates the total Number

catalog

number of machines in
this catalog.

The detailed diagnosis of the Allocation type measure if enabled, lists the catalog to which the
machine belongs, the zone to which the catalog belongs, the machine type, the number of sessions
supported by the machine i.e, either Single session or Multi session, the location used for storing

user data, the provisioning type and the scopes associated with the chosen catalog.

Shows the Machine Catalog details
CATALOG DESCRIPTION

Jan 02, 2017 18:04:23

Winl0Q

Desktop OS

Machines

SESSION
SUPPORT

MACHINE TYPE

Single

5ession

USER DATA

On local
disk

PROVISIONING PVS

TYPE

Manual

ADDRESS

PVS DOMAIN

SCOPES

ZONE NAME

Primary

Figure 8.29: The detailed diagnosis of the Allocation type measure

8.4.6 Load Evaluator Index Test

A server’s load index may be the aggregate of:

« Various computer performance counter based metrics, namely CPU, Memory and Disk Usage

o Session Count

It is designed to indicate how suitable a XenApp Worker is to receive a new user session. It is the
Delivery Controller’'s responsibility to calculate the load index based on the aggregate of the
normalized load rule indexes generated by the various load rules. As only the Delivery Controller can
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determine the session load, a server’s overall load index is calculated on the Delivery Controller and
not the Virtual Delivery Agent.

Administrators can use the Load Evaluator Index test to periodically evaluate the load on the
servers managed by a delivery group. This is imperative to ensure that load is uniformly balanced
across the servers. In addition, in times of an overload, this test can help administrators accurately
identify which server is overloaded and which resource is the constraint.

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for server OS machine managed by the broker.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to.

Username In order to monitor the target Delivery Controller 7, eG requires a special user with the

following privileges;
« The All scope and read-only privileges

« The Allow log on locally security privilege on the Delivery Controller host

The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.

Password Specify the password for the user specified in the Username text box, here.
Confirm Password ~ Confirm the Password by retyping it here.

Domain Here, specify the domain to which the user specified in the Username text box belongs
to.

Report by Delivery By default, this flag is set to No indicating that this test reports metrics for every server

Group OS machine in each delivery group configured on the broker. You can set this flag to
Yes if you want this test to group the machines by delivery group and display the
delivery groups as the primary descriptors. In this case, expanding a delivery group will
reveal the secondary descriptors, which are the server OS machines.
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Parameter Description

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description Il\jllﬁiatsurement Interpretation
Effective load Indicates the load Percent By comparing the value of this
evaluator index evaluator index of this measure across server OS machines,
machine. you can figure out whether or not load
is uniformly balanced across all
servers.

Use the detailed diagnosis of this
measure to view the complete details
of this machine and to view the CPU,
disk, memory, and session load
evaluator index of the machine.

CPU load evaluator | Indicates the CPU load Percent A high value is indicative of excessive
index evaluator index of this CPU usage by the machine over time.
server OS machine.

Memory load Indicates the memory load | Percent A high value is indicative of excessive

evaluator index evaluator index of this memory usage by the machine over
server OS machine. time.

Disk load evaluator | Indicates the disk load Percent A high value is indicative of excessive

index evaluator index of this disk usage by the machine over time.

server OS machine.

Session load Indicates the session Percent A high value indicates that the
evaluator index count load evaluator index machine has been consistently
of this server OS machine. handling many user sessions.
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Use the detailed diagnosis of the Effective load evaluator index measure to view the complete details
of this machine and to view the CPU, disk, memory, and session load evaluator index of the
machine.

Shows the list of machines with load evaluator index details

MACHINE NAME DN5 NAME DELIVERY GROUP 05 05 VERSION SE

Jan 03, 2017 15:48:12

CITRIX\2KBR2-XATE 2K BR2-XATs Citrix.eginnovations.com eCdev-2k8r2-xa76 Windows 2008 R2 Service Pack 1 Microsoft Windows NT 6.1.7601 Service Pack 1 1

Figure 8.30: The detailed diagnosis of the Effective load evaluator index measure
8.4.7 The Applications Layer

This layer tracks the applications that are published on the site and helps you in identifying the
applications that are enabled, the applications that are visible to users, the number of instances of
each application that is currently running etc.

<
£

& Applications Q,

b 0 Applications
' Calc-A

Calculator

Command Prompt

gedit

Motepad

Motepad-A

LN NSNS S

Motepad_Test
W Paint

' Wordpad

/' Write_babu

Figure 8.31: The Applications layer
8.4.8 Applications Test

With XenDesktop 7, you provide users with access to information by publishing the following types of
resources that can be virtualized on servers or desktops:

« Applications installed on servers running Delivery Controller - 5. When users access them, the
published applications appear to be running locally on client devices.

» Streamed applications installed in application profiles and stored on a file server in your App Hub.
Users access the profile and virtualize the applications on their client desktops.

309




Chapter 8: Monitoring Delivery Controller 7.x

« Data files such as Web pages, documents, media files, spreadsheets, and URLs. In XenApp, the
combined total of data types you publish is referred to as content.

« The server desktops, so users can access all of the resources available on the server.

All these types of resources are called Published applications.

Whenever users to a virtual desktop complain that they are unable to access one/more published
applications, administrators should be able to quickly troubleshoot and figure out the reason for this —
is it because the application is disabled on the site? Or is it because the application is not even visible
to users?

In addition, administrators should also be able to periodically check how popular an application is (in
terms of usage) and accordingly reset its CPU priority level, so that such applications always
command more CPU resources and users have no problems accessing or continuously using such
applications.

The Applications test enables users to perform these checks. This test points administrators to
applications that are currently enabled on the site and those applications that are not visible to the
users. In addition, this test reports the number of instances of an application that is currently running
and the CPU priority level of each application, so that administrators can accurately isolate popular
applications and their CPU priority level.

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each application that is to be monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to. By default, this is 80.
Username In order to monitor the target Delivery Controller 7, eG requires a special user with the

following privileges;
« The All scope and read-only privileges

« The Allow log on locally security privilege on the Delivery Controller host
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Parameter Description
The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.

Password Specify the password for the user specified in the Username text box, here.

Confirm Password

Domain

Show Site Wise
Information

DD Frequency

Detailed Diagnosis

Confirm the Password by retyping it here.

Here, specify the domain to which the user specified in the Username text box belongs
to.

By default, this flag is set to Yes, indicating that the monitored server is the site server
of a broker site. For a server which is a site, this test will report metrics at the site-level
- accordingly, a set of metrics will be reported for each delivery group managed by
every broker in the site. On the other hand, if the monitored broker is only a member of
a site and not the site server, then set this flag to No. In this case, the test will not
report any metrics.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 71:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.
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Measurements made by the test

Measurement Description gﬁiatsurement Interpretation
Is application Indicates whether/not this The values that this measure reports
enabled? application is enabled on and their corresponding numeric values
this site. are:
LRI Numeric Value
Value
No 0
Yes 1

Note:

By default, this measure reports the
values Yes or No while indicating
whether the application is enabled or
not in this site. However, the graph of
this measure will represent the same
using the corresponding numeric
equivalents of 0 and 1 only.

The detailed diagnosis of this measure
if enabled, lists the name and type of
the application, the location of the
program file and the working directory.

Is application visible | Indicates whether/not this The values that this measure reports
tousers? application is visible to the and their corresponding numeric values
users of this site. are:
Measure Numeric Value
Value
No 0
Yes 1

Note:

By default, this measure reports the
values Yes or No while indicating
whether the application is visible or not
in this site. However, the graph of this
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Measurement

Description

Measurement
Unit

Interpretation

measure will represent the same using
the corresponding numeric equivalents
of 0and 1 only.

Instances currently
running

Indicates the number of
instances of this
application that are
currently running in this
site.

Number

Comparing the value of this measure
across all the applications will help you
to identify the application that is most
often used by the users.

The detailed diagnosis of this measure
if enabled, lists the name of the
application, the application type, the
name of the catalog and delivery group
to which the machine belongs, the zone
to which the delivery group belongs, the
machine ID, the user accessing the
application, the client name and IP
address, the protocol used for
establishing the session, the start time
of the session, the number of sessions
—if the session is a Single session or a
Multiple session etc.

CPU priority level

Indicates the priority level
that is set for the resource
usage of this application.

The values that this measure can report
and their corresponding numeric values
are:

Mszf:;e Numeric Value
Low L
Below Normal 1
Normal 2
Above Normal 3
High -
Note:

By default, this measure reports the
above mentioned values while
indicating the priority level with which
the application has to be processed.
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Measurement
Unit

Measurement Description

Interpretation

However, the graph of this measure will
represent the same using the
corresponding numeric equivalents
only.

The detailed diagnosis of the Is application enabled? measure lists the name and type of the
application, the location of the program file and the working directory.

Detailed Di; i Graph y Graph Trend Graph Fix History Fix Feedback
Component DESKTOPT:80 Measured By DESKTOP?
Test Applications - Site
Description |Editp|us Izl Measurement \ Is application enabled? El
Timeline  [irowr [x] from [0 Jwm [215] 7o e [ w521 [ DN
Shows the application details
TIME | APPLICATION NAME | DESCRIPTION | APPLICATION TYPE ‘ PROGRAM | 'WORKING DIRECTORY | =

2013-09-18 01:21:07

Editplus - HostedOnDesktop %ProgramFiles(»86)%\EditPlus | %ProgramFiles(x86)%\EditPlus
Sheditplus.exe 3

2013-09-18 01:15:39

Editplus - HostedOnDesktop % ProgramFiles(x86)%\EditPlus | %ProgramFiles(x86)%\EditPlus
Theditplus.exe 3

2013-09-18 01:10:33

m

Editplus - HostedOnDesktop % ProgramFiles(x86)% \EditPlus | %tProgramFiles(x86)% \EditPlus
S\editplus.exe 3

2013-09-18 01:05:45

Editplus - HostedOnDesktop %ProgramFiles(x86)% \EditPlus | %ProgramFiles(x86)%\EditPlus
3leditplus.exs 3

2013-09-18 01:00:55

Editplus - HostedonDesktop %ProgramFiles(x86)%\EditPlus | %tProgramFiles(x86)% \EditPlus
S\editplus.exe 3

2013-09-18 00:56:19

Editplus - HostedOnDesktop % ProgramFiles(x86)%\EditPlus | %ProgramFiles(x86)%\EditPlus
Sheditplus.exe 3

2013-09-18 00:51:08

Editplus - HostedonDesktop %ProgramFiles(x86)% \EditPlus | %tProgramFiles(x86)%: \EditPlus
3\editplus.exe 3

2013-09-18 00:46:18

Editplus - HostedOnDesktop %ProgramFiles(x86)%\EditPlus | %ProgramFiles(x86)%\Edittlus
3\editplus.axe 2

Figure 8.32: The detailed diagnosis of the Is application enabled? measure

The detailed diagnosis of the Instances currently running measure lists the name of the application,
the name of the application, the application type, the name of the catalog and delivery group to which
the machine belongs to, the machine ID, the user accessing the application, the client name and IP
address, the protocol used for establishing the session, the start time of the session, the number of
sessions — if the session is a Single session or a Multiple session etc.

314



Chapter 8: Monitori

Shows the running application details

TIME | APPLICATION | DESCRIPTION | APPLICATION
NAME TYPE

ng Delivery Controller 7.x

PROGRAM WORKING DIRECTORY MACHINE | HOSTED |DELIVERY|CATALOG|ID
NAME

USERNAME

CLIENT
N

CLIENTIP

PROTOCOL

SESSION | SESSION
STA STAR

BROKERING
TIME

MACHINE | GROUP | NAM UPPORT
NAME NAME TIME
2013-09-18 01:21:07
Editplus ¢ o (x86)%\EditPlus  CITRDACTX- Win2K8R2- XenApp  XenApp 143 CITRIXicuser EGLAPO024- 192.168.9.44 HDX Disconnacted | 5/17/2013 - Multipl
Sieditplus.exa 3 excts ExcLs e 7135109 essions
[e.126]
2013-09-18 01:15:39
Editpluz = Hestad! 5 o (86)%%\¢ CITRDACTX- Win2KBR2- Xemapp  XemApp 143 CITRIXicbwser EGLAPOO24- 152.168.9.44 HDX Disconnactsd 9/17/2013 - Multipl
Sieditplus.exe 3 excis ExcL3 B 7139108 Sazsions
[8.126] M
2013-09-18 01:10:33
Editplus - ( o (<BE)%\EdHPlus CITRIX\CTX- Win2KSR2- XenApp  XemApp | 143 CITRIXicxuser EGLAP0024- 192.168.5.44 HDX Disconna cted | 8/17/2013 - Multipl
Sieditplus.axe 3 ExcLa ExcLa PC 7:39:08 azsions
[8.126] M
2013-09-18 01:05:45
Editplus - ( (xBE)%\EditPlus CITRIX\CTX- | Win2KSR2- XenApp  Xandpp 143 CITRIXicxuser EGLAPO024- 192.168.5.44 HDX Disconnactad 9/17/2013 - Multipl
Siaditplus.axe & ExcLa ExcLa pC 7:39:08 azsions
[8.126] M

SESSION | +

Figure 8.33: The detailed diagnosis of the Instances currently running measure

8.5 The Users Layer

Using the tests mapped to this layer, you can easily understand the following:

« session wise information for each protocol type of each broker;

site wide information

« the statistical information on the broker events generated by the target system.

the logins and logouts of each protocol type on the broker;

on the sessions of each protocol type;

@ Users

w 0 Login Details
v ./ Desktop O% Machines
Al
 HDX
+ RDP
v /' Server OS Machines
< Al
o HDX
< RDP
hd 0 Session and Application States
~ / Desktop OS Machines
< Al
 HDX
J RDP
w ./ Server 05 Machines
& Al
o HDX
« RDP

the overall logins and logouts of each protocol type on the site; and

b4

&

Figure 8.34: The Users layer
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8.5.1 Session and Application States Test

In the event of a session overload on XenDesktop, administrators may want to know the type of
sessions that may have contributed to the overload — HDX sessions? or RDP sessions? This can be
determined using the Session and Application States test. For every type of session (HDX and
RDP) on the broker, this test reports the total session count and the status of the sessions.

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each session type; an All descriptor also appears, which
reports aggregated metrics across all session types.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to.

Username In order to monitor the target Delivery Controller 7, eG requires a special user with the

following privileges;
« The All scope and read-only privileges
« The Allow log on locally security privilege on the Delivery Controller host

The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.

Password Specify the password for the user specified in the Username text box, here.
Confirm Password ~ Confirm the Password by retyping it here.

Domain Here, specify the domain to which the user specified in the Username text box belongs
to.

Report by Machine By default, this flag is set to Yes indicating that the individual descriptors of this test -

Type i.e., the delivery groups- are classified based on their machine type; in other words, the
delivery groups will be listed either under Server OS Machines or Desktop OS
Machines based on their machine type. If you do not want to group the delivery groups
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Parameter Description

based on their machine types, set this flag to No.

DD Frequency Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:1. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

Detailed Diagnosis  To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

» The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description m:?tsurement Interpretation
Total sessions Indicates the total number | Number This is a good indicator of the session
of user sessions. load on the broker. If a consistent

increase is observed in the value of
this measure for the All descriptor, it
could hint at a potential overload
condition. In such situations, you can
compare the value of this measure
across session types to figure out
which type of session is high on the
broker—HDX or RDP?

Active sessions Indicates the number of Number A consistent zero value could indicate
user sessions of this type a connection issue.
that are currently active on

To determine the details of the

the broker. . .
currently active sessions, use the
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Measurement

Description

Measurement
Unit

Interpretation

detailed diagnosis of this measure.

Connected sessions: | Indicates the number of Number The detailed diagnosis of this measure
sessions of this type that if enabled, lists the Session ID, the
are currently connected. name of the machine, the name of the

catalog and delivery group to which
the machine belongs, the zone to
which the catalog belongs, the server
on which the machine is hosted, the
hypervisor name, the user who is
active on the session, the protocol
used for connecting to the session, the
Client IP and version, the state of the
session, the time for which the
session is connected, the time at
which the state of the session
changed, the start time of the session,
the brokering time, the number of
session supported —whether single
session or multiple session, the
applications that are currently in use if
the machine in operation is a XenApp
etc.

Disconnected Indicates the number of Number If all the current sessions suddenly log

sessions sessions of this type that out, it indicates a problem condition
are currently disconnected. that requires investigation. The

detailed diagnosis of this measure
lists the sessions that were logged
out.

Reconnecting Indicates the number of Number The detailed diagnosis of this measure

sessions sessions of this type that lists the sessions that reconnected
are reconnecting soon after soon after a disconnect.
adisconnect.

Preparing sessions | Indicates the number of Number The detailed diagnosis of this measure
sessions of this type that lists the sessions that are currently in
are currently in the the Preparing state.

Preparing state.
Non-brokered Indicates the number of Number The detailed diagnosis of this measure
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Measurement

Description

Measurement
Unit

Interpretation

sessions

user sessions of this type
that were not brokered by

the machines managed by
this broker.

lists the sessions that were not
brokered by the machines managed by
this broker.

applications for which
sessions of this type are
prelaunched.

Unknown sessions | Indicates the number of Number The detailed diagnosis of this measure
sessions of this type that lists the sessions that are currently in
are currently in Unknown Unknown state.
state.

Other sessions Indicates the number of Number The detailed diagnosis of this measure
sessions of this type that lists the sessions that reconnected
are currently in Other state. soon after a disconnect.

Hidden sessions Indicates the number of Number The detailed diagnosis of this measure
sessions of this type that lists the sessions that are currently
are currently hidden. hidden.

Autonomously Indicates the number of Number The detailed diagnosis of this measure

brokered sessions sessions of this type that lists the sessions that are
are brokered without the autonomously brokered.
use of this broker.

Pre-logon Indicates the number of Number This measure is only applicable for
applications that are in pre- Server OS Machines descriptor.

I forth

ogorT state or.t © Use the detailed diagnosis of this

sessions of this type. . —
measure to know which applications
are in the pre-logon state.

Pre-launched Indicates the number of Number This measure is only applicable for

Server OS Machines descriptor.

The session prelaunch enables all or
specified users access applications
quickly, by starting sessions before
they are requested. The session will
wait for a user, and when the user
starts an application prelaunched
session is replaced with a regular
session.

Use the detailed diagnosis of this
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Measurement Description ﬁﬁﬁsurement Interpretation
measure to know which applications
are in the pre-launched state.
Active applications | Indicates the number of Number This measure is only applicable for
applications that are Server OS Machines descriptor.
currently running in the ) ) i i
. . Use the detailed diagnosis of this
sessions of this type. i )
measure to know which are the active
applications.
Lingering Indicates the number of Number This measure is only applicable for
sessions of this type that Server OS Machines descriptor.
are in active state even ) ) ) )
. Use the detailed diagnosis of this
after the applications are s )
closed measure to know which sessions are
' active even after the applications are
closed.
No applications Indicates the number of Number This measure is only applicable for
sessions of this type that Server OS Machines descriptor.
are active without any ] ] ] )
_ Use the detailed diagnosis of this
application launch. : _
measure to know which sessions are
active without any application launch.

Use the detailed diagnosis of the Active sessions measure to know which sessions are presently

active.

Shows the list of active sessions

SESSION
D

Jan 02, 2017 20:43:40

MACHINE NAME DNS NAME IP ADDRESS

71189 CITRIX\2ZKBR2-XA7E8  ZKERZ-XATE.Citrix.eginnovations.com 192.168.9.94

05 CATALOG DELIVERY GROUP

Windows 2008 R2 Service Pack 1 eG-ZkE8rZ-xaie

eCdev-2kBr2-xa7s

F
]

Figure 8.35: The detailed diagnosis of the Active sessions measure

To know which sessions are currently disconnected, use the detailed diagnosis of the Disconnected

sessions measure.

Shows the list of disconnected sessions

SESSION
D

Jan 03, 2017 10:43:57

MACHINE NAME DNS NAME IP ADDRESS

70921 CITRIX\rhelodesktop rhelbdesktop.citrix.eginnovations.com 192.168.83.179

DE

05 CATALOG CH

Red Hat Enterprise Linux Workstation release 6.8 (Santiago) Linux-vM RH

Figure 8.36: The detailed diagnosis of the Disconnected sessions measure
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The detailed diagnosis of the Active applications measure reveals the complete details of
applications that are currently running.

SESSION
ID

Jan 03, 2017 10:43:57

Shows the list of active applications

MACHINE NAME

70921 CITRIX\rhelédesktop rhelGdesktop.citrix.eginnovations.com 192.168.8.179 Red Hat Enterprise Linux Workstation release 6.6 (Santiago) Linux-%M R

DNS NAME IP ADDRESS (03] CATALOG g[

Figure 8.37: The detailed diagnosis of the Active applications measure

8.5.2 Session States - Site Test

For every type of session (HDX and RDP) on each broker in a site, this test reports the total session
count and the status of the sessions.

Target of the test : A Citrix Delivery Controller 7.x

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each OS machine type:protocol that is to be monitored.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.
Username In order to monitor the target Delivery Controller 7, eG requires a special user with the
following privileges;
« The All scope and read-only privileges
« The Allow log on locally security privilege on the Delivery Controller host
The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.
Password Specify the password for the user specified in the Username text box, here.

Confirm Password

Domain

Confirm the Password by retyping it here.

Here, specify the domain to which the user specified in the Username text box belongs
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Parameter Description
to.

Report by Machine By default, this flag is set to Yes indicating that the individual descriptors of this test -

Type i.e., the delivery groups- are classified based on their machine type; in other words, the
delivery groups will be listed either under Server OS Machines or Desktop OS
Machines based on their machine type. If you do not want to group the delivery groups
based on their machine types, set this flag to No.

Show Site Wide By default, this flag is set to Yes, indicating that the monitored server is the site server

Information of a broker site. For a server which is a site, this test will report metrics at the site-level

DD Frequency

Detailed Diagnosis

- accordingly, a set of metrics will be reported for each delivery group managed by
every broker in the site. On the other hand, if the monitored broker is only a member of
a site and not the site server, then set this flag to No. In this case, the test will not
report any metrics.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:1. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Total sessions

Description Me.asurement Interpretation

Unit
Indicates the total number | Number This is a good indicator of the session
of user sessions of this load on the brokers. If a consistent
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Measurement

Description

Measurement
Unit

Interpretation

type across all brokers in
this site.

increase is observed in the value of
this measure for the All descriptor, it
could hint at a potential overload
condition. In such situations, you can
compare the value of this measure
across session types to figure out
which type of session is high on the
brokers in this site —HDX or RDP?

Active sessions

Indicates the number of
user sessions of this type
that are currently active.

Number

A consistent zero value could indicate
a connection issue.

To determine the details of the
currently active sessions, use the
detailed diagnosis of this measure.

Connected sessions

Indicates the number of
sessions of this type that
are currently connected.

Number

Disconnected
sessions

Indicates the number of
sessions of this type that
are currently disconnected.

Number

If all the current sessions suddenly log
out, it indicates a problem condition
that requires investigation. The
detailed diagnosis of this measure lists
the sessions that were logged out.

Reconnecting
sessions

Indicates the number of
sessions of this type that
are reconnecting soon after
a disconnect.

Number

Preparing sessions

Indicates the number of
sessions of this type that
are currently in the
Preparing state.

Number

Non-brokered
sessions

Indicates the number of
user sessions of this type
that were not brokered by
the machines across this
site.

Number

Unknown sessions

Indicates the number of
sessions of this type that

Number
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Measurement
Unit

Measurement Description

Interpretation

are currently in Unknown
state.

Other sessions Indicates the number of Number
sessions of this type that
are currently in Other state.

Hidden sessions Indicates the number of Number
sessions of this type that
are currently hidden.

Autonomously Indicates the number of Number
brokered sessions sessions of this type that
are brokered without the
use of any broker in this
site.

8.5.3 Login Details Test

For every type of session (HDX and RDP) that is established on the broker, this test reports the total
number of new sessions and the count of sessions that are logging out.

Target of the test : A Citrix Delivery Controller 7.x
Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each type of session on the broker.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port at which the specified host listens to.

Username In order to monitor the target Delivery Controller 7, eG requires a special user with the

following privileges;
o The All scope and read-only privileges

« The Allow log on locally security privilege on the Delivery Controller host
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Parameter Description
The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.

Password Specify the password for the user specified in the Username text box, here.

Confirm Password

Domain

Report by Machine
Type

DD Frequency

Detailed Diagnosis

Confirm the Password by retyping it here.

Here, specify the domain to which the user specified in the Username text box belongs
to.

By default, this flag is set to Yes indicating that the individual descriptors of this test -
i.e., the delivery groups- are classified based on their machine type; in other words, the
delivery groups will be listed either under Server OS Machines or Desktop OS
Machines based on their machine type. If you do not want to group the delivery groups
based on their machine types, set this flag to No.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The defaultis 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Measurement
Unit

Description

Interpretation

Current sessions

Indicates the current Number This count includes both the currently
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Measurement

Description

number of user sessions of
this type on the controller.

Measurement

Unit

Interpretation

active sessions and inactive
sessions. To know which sessions
are active and which are inactive, use
the detailed diagnosis of this measure.

New sessions

Indicates the number of
sessions of this type that
have been established
newly on the broker.

Number

A consistent zero value could indicate
a connection issue.

Percent new
sessions

Indicates the percentage of
current sessions of this
type that were established
on the broker during the
last measurement period.

Percent

Sessions logging out

Indicates the number of
sessions of this type that
logged out of the broker.

Number

If all the current sessions suddenly log
out, it indicates a problem condition
that requires investigation. The
detailed diagnosis of this measure
lists the sessions that were logged
out.

To determine the details of the currently active sessions, use the detailed diagnosis of the Current

sessions measure.

Shows the list of current sessions

SESSION
ID

Jan 03, 2017 10:41:18

MACHINE NAME

70821 CITRIX\rhel&desktop

DN5 NAME IP ADDRESS

rhelédesktop.citrix.eginnovations.com 192.168.8.179

05 CATALOG

Red Hat Enterprise Linux Workstation release 6.6 (Santiage) Linux-Vi

DE
GF

RE

Figure 8.38: The detailed diagnosis of the Current sessions measure

The detailed diagnosis of the Sessions logging out measure lists the sessions that were logged out.

Shows the list of logout sessions

:S[I;ZSSION MACHINE NAME DNS NAME IP ADDRESS
Jan 03, 2017 10:45:55
70921 CITRIX\rhel&desktop rhelbédesktop.citrix.eginnovations.com 192.168.8.179

Dt

0s CATALOG i

Red Hat Enterprise Linux Workstation release 6.6 (Santiago) Linux-yvM RF

Figure 8.39: The detailed diagnosis of the Sessions logging out measure
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8.5.4 Login Details - Site Test

For every type of session (HDX and RDP) that is established on each broker in a site, this test
reports the total number of new sessions and the count of sessions that are logging out.

Target of the test : A Citrix Delivery Controller 7.x

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for each type of session on all the brokers in a site.

Configurable parameters for the test

Parameter Description
Test Period How often should the test be executed.
Host The IP address of the host for which this test is to be configured.
Port Refers to the port at which the specified host listens to.
Username In order to monitor the target Delivery Controller 7, eG requires a special user with the
following privileges;
« The All scope and read-only privileges
« The Allow log on locally security privilege on the Delivery Controller host
The steps for assigning such privileges to a user are discussed in the How to Monitor
Citrix Delivery Controller 7 Using eG Enterprise? chapter. Specify the name of
such a user, here.
Password Specify the password for the user specified in the Username text box, here.

Confirm Password

Domain

Report by Machine
Type

Show Site Wide
Information

Confirm the Password by retyping it here.

Here, specify the domain to which the user specified in the Username text box belongs
to.

By default, this flag is set to Yes indicating that the individual descriptors of this test -
i.e., the delivery groups- are classified based on their machine type; in other words, the
delivery groups will be listed either under Server OS Machines or Desktop OS
Machines based on their machine type. If you do not want to group the delivery groups
based on their machine types, set this flag to No.

By default, this flag is set to Yes, indicating that the monitored server is the site server
of a broker site. For a server which is a site, this test will report metrics at the site-level
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Parameter

Description

DD Frequency

Detailed Diagnosis

- accordingly, a set of metrics will be reported for each delivery group managed by
every broker in the site. On the other hand, if the monitored broker is only a member of
a site and not the site server, then set this flag to No. In this case, the test will not
report any metrics.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement

Current sessions

Description Mef:surement Interpretation

Unit
Indicates the number of Number This is a good indicator of the current
user sessions of this type session load on the machines.

that are currently active on
the brokers in this site.

To determine the details of the
currently active sessions, use the
detailed diagnosis of this measure.

New sessions

Indicates the number of Number A consistent zero value could indicate
sessions of this type that a connection issue.

have been established
newly on the brokers in this
site.
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Measurement

Measurement

Description Unit

Interpretation

Percent new
sessions

Indicates the percentage of | Percent
current sessions of this
type that were established
on the brokers in this site
during the last
measurement period.

Sessions logging out | Indicates the number of Number If all the current sessions suddenly log
sessions of this type that out, it indicates a problem condition
logged out of the brokers in that requires investigation. The
this site. detailed diagnosis of this measure

lists the sessions that were logged
out.
8.5.5 Broker Log Test

This test periodically scans the broker event logs for configured patterns of errors/warnings and
promptly captures and reports error/warning messages that match the specified patterns.

Target of the test : A Citrix Delivery Controller 7.x

Agent deploying the test : Aninternal agent

Outputs of the test : One set of results for the XenDesktop 7 server that is to be monitored.

Configurable parameters for the test

Parameter Description

Test Period How often should the test be executed.

Host The IP address of the host for which this test is to be configured.

Port Refers to the port used by the EventLog Service. Here itis null.

LogType Refers to the type of event logs to be monitored. The default value is application.
PolicyFilter Using this page, administrators can configure the event sources, event IDs, and event

descriptions to be monitored by this test. In order to enable administrators to easily and
accurately provide this specification, this page provides the following options:

« Manually specify the event sources, IDs, and descriptions in the FILTER text area,
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Parameter

Description

Filter

or,
« Select a specification from the predefined filter policies listed in the FILTER box

For explicit, manual specification of the filter conditions, select the No option against
the PolicyFilter field. This is the default selection. To choose from the list of pre-
configured filter policies, or to create a new filter policy and then associate the same
with the test, select the Yes option against the PolicyFilter field.

If the PolicyFilter flag is set to No, then a Filter text area will appear, wherein you
will have to specify the event sources, event IDs, and event descriptions to be
monitored. This specification should be of the following format: {Displayname}:
{event _sources to_be_included}:{event_sources to be excluded}:{event
IDs_to_be_included}:{event_IDs_to_be_excluded}:{event_descriptions_to_
be_included}:{fevent_descriptions_to_be_excluded}. For example, assume that
the Filter text area takes the value, 0S_
events:all:Browse, Print:all:none:all:none. Here:

« OS eventsis the display name that will appear as a descriptor of the test in the

monitor Ul;

« Allindicates that all the event sources need to be considered while monitoring.
To monitor specific event sources, provide the source names as a comma-
separated list. To ensure that none of the event sources are monitored, specify

none.

« Next, to ensure that specific event sources are excluded from monitoring,
provide a comma-separated list of source names. Accordingly, in our example,
Browse and Print have been excluded from monitoring. Alternatively, you can
use all to indicate that all the event sources have to be excluded from

monitoring, or none to denote that none of the event sources need be excluded.

« Inthe same manner, you can provide a comma-separated list of event IDs that
require monitoring. The All in our example represents that all the event IDs need

to be considered while monitoring.

« Similarly, the none (following all in our example) is indicative of the fact that
none of the event IDs need to be excluded from monitoring. On the other hand, if

you want to instruct the eG Enterprise system to ignore a few event IDs during
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Parameter

Description

monitoring, then provide the IDs as a comma-separated list. Likewise,

specifying all makes sure that all the event IDs are excluded from monitoring.

The all which follows implies that all events, regardless of description,
need to be included for monitoring. To exclude all events, use none. On
the other hand, if you provide a comma- separated list of event
descriptions, then the events with the specified descriptions will alone be
monitored. Event descriptions can be of any of the following forms -
desc*, or desc, or desc,or desc*, or desc1*desc2, etc. desc here refers to
any string that forms part of the description. A leading *’ signifies any
number of leading characters, while a trailing *’ signifies any number of
trailing characters.

In the same way, you can also provide a comma-separated list of event
descriptions to be excluded from monitoring. Here again, the
specification can be of any of the following forms: desc*, or desc, or
desc,or desc*, or desc1*desc2, etc. desc here refers to any string that
forms part of the description. A leading *’ signifies any number of leading
characters, while a trailing *’ signifies any number of trailing characters.
In our example however, none is specified, indicating that no event
descriptions are to be excluded from monitoring. If you use all instead, it
would mean that all event descriptions are to be excluded from
monitoring.

By default, the Filter parameter contains the value: all:all:none:all:none:all:none.
Multiple filters are to be separated by semi-colons (;).

Note:

The event sources and event IDs specified here should be exactly the same as that
which appears in the Event Viewer window.

On the other hand, if the PolicyFilter flag is set to Yes, then a Filter list box will appear,
displaying the filter policies that pre-exist in the eG Enterprise system. A filter policy
typically comprises of a specific set of event sources, event IDs, and event
descriptions to be monitored. This specification is built into the policy in the following
format:

{Policyname}:{event_sources_to_be_included}:{event_sources to_be
excluded}:{fevent IDs to be_included}:{event IDs to be_ excluded}:{event
descriptions_to_be_included}:{fevent _descriptions_to_be_excluded}
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Parameter

Description

UseWMI

Stateless Alerts

Events During
Restart

DDforlnformation

To monitor a specific combination of event sources, event IDs, and event descriptions,
you can choose the corresponding filter policy from the Filter list box. Multiple filter
policies can be so selected. Alternatively, you can modify any of the existing policies to
suit your needs, or create a new filter policy. To facilitate this, a Click here link
appears just above the test configuration section, once the Yes option is chosen
against PolicyFilter. Clicking on the Click here link leads you to a page where you can
modify the existing policies or create a new one. The changed policy or the new policy
can then be associated with the test by selecting the policy name from the Filter list
box in this page.

The eG agent can either use WMI to extract event log statistics or directly parse the
event logs using event log APIs. If the UseWMI flag is Yes, then WMI is used. If not,
the event log APls are used. This option is provided because on some Windows 2000
systems (especially ones with service pack 3 or lower), the use of WMI access to
event logs can cause the CPU usage of the WinMgmt process to shoot up. On such
systems, set the UseWMI parameter value to No.

Typically, the eG manager generates email alerts only when the state of a specific
measurement changes. A state change typically occurs only when the threshold of a
measure is violated a configured number of times within a specified time window.
While this ensured that the eG manager raised alarms only when the problem was
severe enough, in some cases, it may cause one/more problems to go unnoticed, just
because they did not result in a state change. For example, take the case of the
EventLog test. When this test captures an error event for the very first time, the eG
manager will send out a CRITICAL email alert with the details of the error event to
configured recipients. Now, the next time the test runs, if a different error event is
captured, the eG manager will keep the state of the measure as CRITICAL, but will not
send out the details of this error event to the user; thus, the second issue will remain
hidden from the user. To make sure that administrators do not miss/overlook critical
issues, the eG Enterprise monitoring solution provides the stateless alerting
capability. To enable this capability for this test, set the stateless alerts flag to Yes.
This will ensure that email alerts are generated for this test, regardless of whether or
not the state of the measures reported by this test changes.

By default, the Events During Restart flag is set to Yes. This ensures that whenever
the agent is stopped and later started, the events that might have occurred during the
period of non-availability of the agent are included in the number of events reported by
the agent. Setting the flag to No ensures that the agent, when restarted, ignores the
events that occurred during the time it was not available.

eG Enterprise also provides you with options to restrict the amount of storage required
for event log tests. Towards this end, the DDforlnformation and DDforWarning flags
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Parameter

Description

DDforWarning

DD Frequency

Detailed Diagnosis

have been made available in this page. By default, both these flags are set to Yes,
indicating that by default, the test generates detailed diagnostic measures for
information events and warning events. If you do not want the test to generate and
store detailed measures for information events, set the DDforinformation flag to No.

To ensure that the test does not generate and store detailed measures for warning
events, set the DDforWarning flag to No.

Refers to the frequency with which detailed diagnosis measures are to be generated for
this test. The default is 7:7. This indicates that, by default, detailed measures will be
generated every time this test runs, and also every time the test detects a problem.
You can modify this frequency, if you so desire. Also, if you intend to disable the
detailed diagnosis capability for this test, you can do so by specifying none against
DD Frequency.

To make diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose the On option. To disable the capability, click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

« The eG manager license should allow the detailed diagnosis capability

« Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurements made by the test

Measurement Description x:atsurement Interpretation
Information This refers to the number | Number A change in the value of this measure
messages of application information may indicate infrequent but successful
events generated when operations performed by one or more
the test was last applications.
executed. Please check the Citrix-XenDesktop-
BrokerMonitor/Operational Logs in the
Event Log Viewer for more details.
Warnings This refers to the number | Number A high value of this measure indicates

333




Chapter 8: Monitoring Delivery Controller 7.x

Measurement

Description

Measurement
Unit

Interpretation

of warnings that were
generated when the test
was last executed.

problems with the broker that may not
have an immediate impact, but may
cause future problems in one or more
machines of this broker.

Please check the Citrix-XenDesktop-
BrokerMonitor/Operational Logs in the
Event Log Viewer for more details.

Error messages

This refers to the number
of application error events
that were generated.

Number

A very low value (zero) indicates that the
system is in a healthy state and all
applications are running smoothly
without any potential problems.

An increasing trend or high value
indicates the existence of problems like
loss of functionality or data in one or
more applications.

Please check the Citrix-XenDesktop-
BrokerMonitor/Operational Logs in the
Event Log Viewer for more details.

Critical messages

Indicates the number of
critical events that were
generated when the test
was last executed.

Number

A critical event is one that an application
or a component cannot automatically
recover from.

This measure is applicable only for
Windows 2008/Windows
Vista/Windows 7 systems.

A very low value (zero) indicates that the
system is in a healthy state and all
applications are running smoothly
without any potential problems.

Anincreasing trend or high value
indicates the existence of
fatal/irrepairable problems in one or more
applications.

The detailed diagnosis of this measure
describes all the critical application
events that were generated during the
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Measurement

Description

Measurement
Unit

Interpretation

last measurement period.

Please check the Citrix-XenDesktop-
BrokerMonitor/Operational Logs in the
Event Log Viewer for more details.

Verbose messages

Indicates the number of
verbose events that were
generated when the test
was last executed.

Number

Verbose logging provides more details in
the log entry, which will enable you to
troubleshoot issues better.

This measure is applicable only for
Windows 2008/Windows
Vista/Windows 7 systems.

The detailed diagnosis of this measure
describes all the verbose events that
were generated during the last
measurement period.

Please check the Citrix-XenDesktop-
BrokerMonitor/Operational Logs in the
Event Log Viewer for more details.
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ensure IT effectiveness and deliver on the ROI promise of transformational IT investments across
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