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Chapter 1: Introduction

Apache Web Server is a web server based on the Apache Software Foundation's Apache HTTP
Server that runs on AIX, HP-UX, Linux, Solaris, Windows NT, and z/OS. The web servers are the
heart of IT infrastructures in various domains - Healthcare, Banking, Trading, Logistics, etc. To
ensure scalability and high performance, most web sites are being architected to use the multi-tier
model - i.e., with the web server (IIS, Apache, etc.) functioning as the front-end, the middleware
application server (J2EE, .Net based, etc.) that hosts the business logic functioning as the mid-tier,
and a database server (SQL, Oracle, etc.) as the backend. In such architectures, the web server
plays a pivotal role since all users to the other tiers are routed via the web server and hence, any
slowdown or problem in the web server tier can adversely impact the end user experience.

The availability of a web site and the response time for user accesses to the site are the most critical
metrics of web performance. Both these metrics may vary depending from one website to another
and even from one transaction to another.

The eG adopts a unique two-pronged approach for web transaction monitoring on the Apache Web
server. The external agent uses request emulation to assess the user experience from different
locations. By doing so, the external agent captures the effect of the network latency and the server-
side processing time on the end user experience.

To quantify the server processing times for real user requests (not emulated requests), the eG
internal agent deploys a . This technology enhances web servers with the capability to track
HTTP/HTTPS requests to a web server and the corresponding responses. For each transaction
that is configured for monitoring, the web adapter analyzes the request URLs and responses to
report variousmetrics relating to individual web transactions in real-time.

To ensure the uninterrupted operations of the Apache web server, administrator should
continuously track overall health indicators such as the availability of the web server, the data
processing ability of the server, the data traffic handled by the server, etc. To cater to the
requirements of such administrators, eG Enterprise provides a specialized Apache Web server
model. The statistics reported by this model, enable administrators to find out accurate answers to
server's health related queries.
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Chapter 2: How does eG EnterpriseMonitor ApacheWeb
Server?

eG Enterprise monitors the Apache web server in an agent-based manner using a specialized
monitoring model. All that is required for this is a single eG agent deployed on the target web server.
This eGagent pulls out the wealth of information about health of the web servers.

To measure the availability and overall health of the web server, the pre-requisites outlined in the
topic below Section 2.1 should be fulfilled.

Configuring ApacheWeb Server for Monitoring by eGEnterprise

2.1 Configuring Apache Web Server for Monitoring by eG
Enterprise
To pull out metrics related to the health of the Apache web server, the eG agent accesses a specific
URL on the Apache server that contains the required metrics. To allow the eG agent to access this
URL, you need to ensure that the following entries in the <Apache_home>\confi\HTTPd.conf file are
uncommented (or enabled).

LoadModule status_module modules/mod_status.so

<IfModule mod_status.c>

ExtendedStatus On

</IfModule>

<Location /server-status>

SetHandler server-status

Order deny,allow

Deny from all

Allow from <domain name to give access>

</Location>

In case of the Apache web server v2.2 however, you will have to append the following entries to the
HTTPd.conf file, soon after uncommenting the LoadModule status_module modules/mod_status.so
entry:

<IfModule mod_status.c>

<Location /server-status>

SetHandler server-status
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Order deny,allow

Deny from all

Allow from <domain name to give access>

</Location>

</IfModule>

While uncommenting or inserting (depending upon the version of Apache being monitored) the
aforesaid block, make sure that the <domain name to give access> is configured with the fully
qualified domain name that should be permitted to access the URL on the Apache web server.
Alternatively, you can even specify the IP address of a particular host that should be granted access,
or a space-separated list of 'allowed' IP addresses. Since it is the eG agent that should be allowed
access to the URL, specify the fully qualified name of the domain to which the eG agent belongs
and/or the IP address of the eG agent in <domain name to give access>. For example, your entry
can read as follows:

Allow from mas.eginnovations.com

(OR)

Allow from mas.eginnovations.com 192.168.8.56

This will be the local host's IP/host name in case of an internal agent, or the IP/host name of a
remoteWindows host in case of a remote agent.  

In case of an Apache web server v2.4, you need to uncomment (or enable) the following lines in the
<Apache_home>\confi\HTTPd.conf file:

LoadModule status_module modules/mod_status.so

<IfModule mod_status.c>

<Location /server-status>

SetHandler server-status

Require ip <Host IP>

</Location>

</IfModule>

The <Host IP> in the entry highlighted in Red should be replaced with the IP address of the host
that should be granted access, or a space-separated list of 'allowed' IP addresses. Since it is the eG
agent that should be allowed access to the URL, specify the IP address of the eGagent here. This
will be the local host's IP address in case of an internal agent, or the IP address of a remote
Windows host in case of a remote agent. Finally, save the file.
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2.1.1 Configuring eG Web Adapter for Apache Web Server on a 64-bit Linux
Operating System

To configure the eGweb adapter for an Apache web server on a 64-bit Linux host, do the following:

1. By default, the Java Runtime Environment (JRE) version 1.5 for 32-bit operating systems is
bundled as part of the eG agent installable for Linux. To ensure that such an agent works
smoothly on a 64-bit Linux operating system, follow the steps given below to change the JRE
used by the eGagent, after deploying the standard Linux agent on the 64-bit Linux host:

l Stop the eGagent.

l Login to the eG agent host as the eG install user.  You will currently be working in the
/opt/egurkha directory.

l Move the JRE directory that is used by the eGagent (by default) to another location, say /tmp.

mv jre /tmp

2. If a 64-bit-compatible version of the JRE is already available on the eG agent host, provide a soft
link to that directory using the following command:

ln -s <Full_path_to_the_directory_containing_the_64-bit-compatible_JRE> jre

For instance, if the 64-bit version of JRE is available in the /opt/usr/JRE directory, then the
commandwill be:

ln -s /opt/usr/JRE jre

3. On the other hand, if a compatible JRE does not pre-exist on the agent system, then download
and install the 64-bit version of the JRE from the java.sun.comweb site. 

4. Then, provide a soft link to the JRE directory using the command indicated by step 4 above.

5. The eG agent for the 64-bit Linux host is bundled with the following shared libraries to be used by
the eGweb adapter, if configured on the host:

l mod_eg24.so

l mod_eg22.so

l mod_eg2.so

l libeg_reptr_cat.so
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l libeg_reptr_total.so

l libeg_reptr_site.so

These files are available in the /opt/egurkha/lib/lib64 directory on the host.

6. To enable the eGweb adapter for Apache 2.0, following the steps given below:

l First, login to the Linux host as the Apache install user.

l Edit the <APACHE_HOME>/conf/HTTPd.conf file to append the following line:

LoadModule  eg2_module  modules/mod_eg2.so

l Copy the file mod_ eg2.so from the /opt/egurkha/lib/lib64 directory to <APACHE_
HOME>/modules under <APACHE_INSTALL_USER>.

l Copy the libeg*.so files from the /opt/egurkha/lib/lib64 directory to the /opt/egurkha/lib
directory.

l Stop and restart the Apache server.

7. To enable the eGweb adapter for Apache 2.2, following the steps given below:

l First, login to the Linux host as the Apache install user.

l Edit the <APACHE_HOME>/conf/HTTPd.conf file to append the following line:

LoadModule  eg2_module  modules/mod_eg22.so

l Copy the file mod_ eg22.so from the /opt/egurkha/lib/lib64 directory to <APACHE_
HOME>/modules under <APACHE_INSTALL_USER>.

l Copy the libeg*.so files from the /opt/egurkha/lib/lib64 directory to the /opt/egurkha/lib
directory.

l Stop and restart the Apache server.

8. To enable the eGweb adapter for Apache 2.4, following the steps given below:

l First, login to the Linux host as the Apache install user.

l Edit the <APACHE_HOME>/conf/HTTPd.conf file to append the following line:

LoadModule  eg2_module  modules/mod_eg24.so

l Copy the file mod_ eg24.so from the /opt/egurkha/lib/lib64 directory to <APACHE_
HOME>/modules under <APACHE_INSTALL_USER>.
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l Copy the libeg*.so files from the /opt/egurkha/lib/lib64 directory to the /opt/egurkha/lib
directory.

l Stop and restart the Apache server.

9. Start the eGagent.

2.1.2 Configuring ApacheWeb Server on Unix

eG Enterprise’s unique web adapter technology enables individual transactions performed by users
of a web site to be tracked in real-time without the need for explicit, expensive logging.

The web adapter must be configured for each and every web server that must be monitored by the
eG agent. This adapter is part of the eG agent package for Solaris. In case of an Apache server on
the other hand, amanual procedure needs to be followed in order to configure the web adapter.

Tomanually configure the eGweb adapter on an Apache web server 1.x on Unix, do the following:

1. First, login to the Unix server as the Apache install user.

2. Edit the <APACHE_HOME>/conf/HTTPd.conf file to append the following lines to the end of the
file:

LoadModule  eg1_module libexec/mod_eg1.so

3. Copy the file mod_eg1.so from the /opt/egurkha/lib directory to <APACHE_HOME>/libexec in
the <APACHE_INSTALL_USER> directory.

4. Stop and restart the Apache server.

Note:

To configure the web adapter on Apache 1.x on HPUX/AIX servers, the procedure is almost the
same as what has been discussed above; however, the only difference is that you will have to
append the following lines to the end of the <APACHE_HOME>/conf/HTTPd.conf file:

LoadModule mod_egurkha libexec/mod_egurkha.so

Tomanually configure the eGweb adapter on an Apache web server 2.0 on Unix, do the following:

1. First, login to the Unix server as the Apache install user.

2. Edit the <APACHE_HOME>/conf/HTTPd.conf file to append the following line:

LoadModule  eg2_module  modules/mod_eg2.so
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3. Copy the filemod_eg2.so from the /opt/egurkha/lib directory to <APACHE_HOME>/modules
under <APACHE_INSTALL_USER>.

4. Stop and restart the Apache server.

Note:

You cannot configure the web adapter on Apache web server 2.0 for HPUX.

Tomanually configure the eGweb adapter on an Apache web server 2.2 on Unix, do the following:

1. First, login to the Unix server as the Apache install user.

2. Edit the <APACHE_HOME>/conf/HTTPd.conf file to append the following line:

LoadModule  eg2_module  modules/mod_eg22.so

3. Copy the file mod_ eg22.so from the /opt/egurkha/lib directory to <APACHE_
HOME>/modules under <APACHE_INSTALL_USER>.

4. Stop and restart the Apache server.

To configure the eG web adapter on Apache 2.2 on HPUX/AIX, follow the same procedure
explained above.

Tomanually configure the eGweb adapter on an Apache web server 2.4 on Linux, do the following:

1. First, login to the Unix server as the Apache install user.

2. Edit the <APACHE_HOME>/conf/HTTPd.conf file to append the following line:

LoadModule  eg2_module  modules/mod_eg24.so

3. Copy the file mod_ eg24.so from the /opt/egurkha/lib directory to <APACHE_
HOME>/modules under <APACHE_INSTALL_USER>.

4. Stop and restart the Apache server.

To configure the eG web adapter on Apache 2.4 on HPUX/AIX, follow the same procedure
explained above.

2.1.3 Configuring ApacheWeb server onWindows

The eG web adapter can be configured on an Apache web server on Windows, using a manual
configuration process only. The same has been discussed below.
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To manually configure the eG web adapter on an Apache web server 1.x on Windows, do the
following:

l First, login to theWindows server. 

l Edit the <APACHE_HOME>\conf\HTTPd.conf file to append the following lines:

AddModule  mod_egurkha.c

LoadModule mod_egurkha  modules/mod_egurkha.dll

l Copy the file mod_ egurkha.dll from the <EG_ AGENT_ INSTALL_ DIR>\lib directory to
<APACHE_HOME>\modules.

l Stop and restart the Apache server.

To manually configure the eG web adapter on an Apache web server 2.0 on Windows, do the
following:

l First, login to theWindows server.

l Edit the <APACHE_HOME>\conf\HTTPd.conf file to append the following line:

LoadModule  egurkha_module  modules/mod_egurkha2_0.dll

l Copy the file mod_egurkha2_0.dll from the <EG_AGENT_INSTALL_DIR>\lib directory to
<APACHE_HOME>\modules.

l Stop and restart the Apache server.

To manually configure the eG web adapter on an Apache web server 2.2 on Windows, do the
following:

l First, login to theWindows server.

l Edit the <APACHE_HOME>\conf\HTTPd.conf file to append the following line:

LoadModule  egurkha_module  modules/mod_egurkha2_2.dll

l Copy the file mod_egurkha2_2.dll from the <EG_AGENT_ INSTALL_DIR>\lib directory to
<APACHE_HOME>\modules.

l Stop and restart the Apache server.

2.1.4 Customizing Applications for Monitoring by eG Enterprise'sWeb Adapter

The HTTP protocol specification provides various status codes that are used by web applications to
indicate error conditions. For example, a response code of 404 indicates that a specific page was not
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found on the server. Likewise, a response code of 500 indicates a server-side processing error. As
the Web has evolved to support   a variety of complex applications that involve dynamic rather than
static content, application developers have resorted to newer methods of informing users of
application- level problems. For example, rather than returning a 404 response code to indicate
missing content (which results in the browser throwing an error message), an application developer
may choose to report the error by formatting it within a HTML page (i.e., by providing a 200 response
code) and providing additional user-friendly error messages such as the email address of the web
site’s administrator. The side effect of this approach is that the large number of existing monitoring
tools that primarily use the HTTP response code to detect application failures will not be able to
effectively detect and report problem conditions.

To enable eG agents to detect and report on such application-specific problems, eG Enterprise's
web adapter allows applications to use a specific HTTP header variable called Eg-Status to report
error conditions to it. To report a specific problem, application developers should assign
corresponding error codes (following the HTTP protocol specification’s response code convention).
For example, to report an application-specific error, an application that uses Java technologies (JSP,
Servlets, etc.) can incorporate the following code to set the Eg-Status header value while generating
a HTTP response:

response.setHeader("Eg-Status", "500");

The eG web adapter searches the HTTP header of all responses generated by a web server. If the
Eg-Status header exists, the value of this variable is used to override the HTTP response code
value.  This method allows application developers to indicate potential error conditions to the eG
agents, without affecting the output being provided by their applications to users. 

2.2 Managing the Apache Web Server Monitored using Web
Adapter
eGEnterprise can automatically discover the Apache web server in your environment. To discover a
web server automatically, the port on which it is running should be configured. To achieve this, do
the following:

1. Log into the eGadministrative interface as admin.

2. Following the menu sequence: Infrastructure-> Components -> Discovery will lead you to the
DISCOVERY page.

3. Clicking on the Common Discovery settings in the left panel will lead you to the COMMON
DISCOVERY SETTINGS page. Expanding the TCP ports for application discovery section
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will help you to configure the port on which the web server is listening (See Figure 2.1). Once
done, click on theUpdate button.

Figure 2.1: Configuring the web server port for automatic discovery

4. After updating the changes, begin the discovery process by clicking on the Start option under the
Actions node in theDISCOVERY tree.

5. Discovered components will then have to be managed manually using the COMPONENTS -
MANAGE/UNMANAGE page that comes up on following the menu sequence: Infrastructure->
Components -> Manage/Unmanage.

6. In this screen, select Web server from the Component type drop down list as depicted by
Figure 2.2 below.

Figure 2.2: SelectingWeb server from the drop-down list

7. The host names / IP addresses of the discovered but unmanaged web servers will then be
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populated in the UNMANAGED COMPONENTS list. To manage the web server, select it from
the list, click the << Manage button and add it to theMANAGED COMPONENTS list as shown
in Figure 2.3 below.

Figure 2.3: Managing the Apache web server manually

8. Finally, register the changes by clicking theUpdate button.

9. If the web server is not automatically discovered, manually add it to the environment using the
COMPONENTS page. Components so added will automatically find a place in the MANAGED
COMPONENTS list in the COMPONENTS - MANAGE/UNMANAGE page above (see Figure
2.3 ). To access the COMPONENTS page, follow the menu sequence: Infrastructure - >
Components -> Add/Modify.

10. Here, select Web server from the Component type drop-down list (see Figure 2.4) and then,
click theAdd New Component button to add a new ApacheWeb server.

Figure 2.4: Selecting theWeb server option from the drop-down list in the ADD/MODIFY page

11. In theCOMPONENT page that appears, provide the details requested as depicted by Figure 2.5.
If a valid hostname is specified in Figure 2.5, make sure that this name can be resolved to the
corresponding IP address via the DNS server of the target infrastructure. Also, indicate whether
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the component being added is to be monitored in an agentless manner or not. This option will be
available to you only if the eG license enables the agentless monitoring capability. Moreover, if
the Agentless option in Figure 2.5 is set to No, then an Internal agent assignment option will
appear. If this is set to Manual, then you can associate multiple IPs/nicknames on a host with a
single internal agent. The default selection Auto indicates that every IP/nick name on a host will
be associated with a separate agent. For more details about the Agentless and Internal agent
assignment options, refer to the Administering eG Enterprise Suite manual. Finally, select the
External agent that will monitor the component being added from an external perspective, and
click theAdd button in Figure 2.5 to register the changes.

Figure 2.5: Providing the new server details

12. Then, proceed to configure the services for the web server. A service can be a group of
independent components / components that belong to a segment topology / a web site that can
be hosted on one or more web servers. In other words, a web site is a subset of a service. The
various services that users can avail via a web site are referred to as transactions. To configure
services, first, follow the menu sequence, Infrastructure ->Services -> Configuration. This will
open theSERVICES page (see Figure 2.6).
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Figure 2.6: A page listing existing web sites

13. Then, click on the Add New Service button on the screen. In the screen that appears (see
Figure 2.7), specify thename of the service/site in the Name of the Service/Site text box. Then,
from the Is this service a website list box, select Yes, so as to indicate that the new service is a
web site.

Note:

While adding a service that is not a web site, the No option needs to be selected from the Is this
service a website list box.

Figure 2.7: Adding a new service

14. Finally, click the Update button. Upon clicking, Figure 2.8 will appear, which will help an
administrator configure a service that is a web site. 
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Figure 2.8: Configuring a web site

15. A single site can be addressed by various other names in the environment (e.g., www.abc.com
may also be accessed as www.abc.com:80, abc.com, us.abc.com, 172.169.10.20 etc.). These
names (or IP address:port combinations) can be specified in theAlias name(s) for the site text
box. To ensure that all requests to a website are captured, it is essential to ensure that all the alias
names for a site are specified accurately. The administrators can specify a maximum of six alias
names, each of which should be comma separated. While multiple alias names can be specified
for a site, in the monitor interface, all the statistics pertaining to this web site will be reported using
its site name displayed in theName of the site text box.

Note:

Alias names are applicable to web sites alone. Therefore, while configuring a service that is not a
web site, theAlias name(s) for the site text box will not appear.

16. TheSegment list box contains the list of fully configured segments in the target environment that
contain atleast a single web or application server. The site can be associated with any of these
segments. The Independent components option in this list box enables the administrator to
associate a site to a single web or application server that does not form a part of the segment
topology. By default, a managed web server will be treated as an independent web server by the
eG Enterprise system. Therefore, select the Independent components option from the
Segment list.

Note:

In case of services that are not web sites, the Segment list box will list all the fully configured
segments in the target environment – not just the segments that contain web / application
servers.
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17. Once a site is associated with a segment, the user interface lists the web and application servers
that form a part of the selected segment (or, if the Independent_servers option is chosen, the
list of independent web and application servers in the target environment), in the EXISTING
COMPONENTS list box. The components associated with the site are available in the
COMPONENTS UNDER NEW SITE list box. The administrator can associate an existing
component with the site by selecting the component and then clicking the Add >> button.
Similarly, an associated component can be removed by clicking the <<Remove button.

Note:

Unlike web sites that can be associated only with web / application servers, services that are not
web sites can be associated with any component in the selected segment, or any independent
component. 

18. Finally, click theUpdate button to register the changes. On doing so, the following screen will pop
up:

Figure 2.9: Configuring the dependencies of a web site
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19. A web site inherits all of the dependencies of the web server(s) with which it is associated. In
many instances, a web site may not use all the components that a web server on which it is
hosted, is configured to use. To support such a scenario, the eG Enterprise suite allows the
administrator to disassociate specific components for a web site. Figure 2.9 indicates the
configuration of dependencies for a web site. The components associated with a site are shown
in the ASSOCIATED COMPONENTS box and the non- related ones in the EXCLUDED
COMPONENTS box. When a site is added for the first time, all the components that are
associated with the corresponding web server (s) are available in the ASSOCIATED
COMPONENTS list box. The administrator can associate or disassociate the components using
the Associate or the Disassociate buttons. In our example, however, the web server
associated with the site is an independent one. Hence, simply click the Update button and
proceed to configure transactions.

20. Administrators can configure transactions to reflect the key operations performed by users of the
web site. For performing this activity, first, open the LIST OF SITES AND TRANSACTIONS
page (see Figure 2.10 ) using the following menu sequence: Infrastructure- >Service-
>Transactions.

Figure 2.10: A page listing existing transactions of a web site

Note:

Transactions can be configured for web sites only. Therefore, Figure 2.11 will not list the services
that are not websites.

21. Then, click theAdd/Delete Transaction button therein, thereby opening the following page:
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Figure 2.11: Figure 2.11: Configuring a new transaction

22. Here, specify the Transaction Name and the Pages to be Included (these are one or more
regular expression patterns, where each pattern refers to a set of pages that constitute the
transaction).

For example: The transactions of a retail web site could be: login, registration, browsing of the
product catalog, searching the catalog, adding to shopping cart, deleting items from the cart,
payment, etc. The PAGES TO BE INCLUDED for the Login transaction could be represented by
*/jsps/Loginform.jsp.

Note:

While mentioning thePAGES TO BE INCLUDED, ensure the following:

23. The page names should be prefixed by an * (asterisk) or a slash (/). If not, no measurements will
be gathered from such pages.

24. You can also associate an image with a transaction, by choosing the same from the list below.

25. Then, to add the transaction, click on the Add button. Clicking on Add will take you back to the
NEW TRANSACTION DETAILS page above, where you would be prompted to add another
transaction.

26. Now, if you attempt to sign out, the Processes test information will flash on the screen,
prompting you to configure the test.
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Figure 2.12: Viewing the tests configuration table displaying the Processes test information

27. Clicking on the Processes test to configure it. To know how to configure the test, refer to
Monitoring Unix andWindowsServers document.

28. Finally, signout of the eGadministrative interface.

2.3 Managing the Apache Web Server
To achieve this, do the following:

1. Login to the administrative interface of eGas an administrator (admin).

2. If the Apache web server is automatically discovered, then use the COMPONENTS –MANAGE /
UNMANAGE page to manage the server. On the other hand, if the Apache web server is not
discovered automatically, then either run discovery to get them discovered (Infrastructure ->
Components - > Discover) or add them using the COMPONENTS page (Infrastructure - >
Components - > Add/Modify) (see Figure 2.13 ). Components manually added will be
automaticallymanaged by the eGEnterprise system (see Figure 2.13).

Figure 2.13: Adding the details of a new Apache web server

3. Now, try to sign out of the user interface. Doing so, will bring up a page, which prompts you to
configure the tests for the Apache web server.
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Figure 2.14: The list of unconfigured tests for the Apache web server

4. Click on the Processes test in Figure 2.14 to configure it. To know how to configure this test,
refer toMonitoring Unix andWindowsServers document.

5. Finally signout of the eGadministrative interface.
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Chapter 3: Monitoring ApacheWeb Server

Using the Apache web server (see Figure 3.1) monitoring model, administrators can keep an eye on
the overall health indicators such as the availability of the Apache web server, the data processing
ability of the server, the data traffic handled by the server, etc., monitored. .

Figure 3.1: Layer model of the Apache web server

Each of the layers depicted by Figure 3.1 is associated with a series of tests that report on key
Apache-specific performance parameters, and answers the following performance-related queries: 

l Is the web server available?

l How frequently is the web server accessed?

l Is CPU utilization of the web server optimal?

l How is the traffic on the web server?

l How well does the web server process requests? Are there any bottlenecks in processing?

As the Tcp, Network, and Operating System layers have been discussed in great detail in the
Monitoring Unix andWindowsServers documentmonitoringmodel, the sections to comewill discuss
theApplication Processes andWeb Server layers alone.

3.1 The Application Processes Layer
This layer depicts the states of the different processes that must be executing for the Web server to
be available.
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Figure 3.2: The tests mapped to the Application Processes layer

In addition, the layer can also be optionally configured to monitor the validity of the SSL certificates (if
any) that may have been installed on theWeb server. For this, an SSL Certificate test will have to be
enabled. The details of this test have been provided below.

3.1.1 SSLCertificate Test

This test reports how long (in days) the SSL certificates that have been configured for monitoring will
remain valid.

This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using
the menu sequence : Agents -> Tests -> Enable/Disable, pick the desired Component type, set
Performance as the Test type, choose the test from the DISABLED TESTS list, and click on the <
button tomove the test to the ENABLED TESTS list. Finally, click theUpdate button.

Target of the test : An Apache web server

Agent deploying this test : An internal agent

Outputs of the test : One set of outputs for every Target and/or every Targetfile and/or the unique
key assigned to each certificate in the specified Keystore File.

Parameters Description

Test period This indicates how often should the test be executed.

Host The host for which the test is to be configured.

Targets If you want to monitor specific SSL-enabled web sites, then, provide a comma-
separated list of {HostIP/Name}:{Port) pairs, which represent the web sites to be

Configurable parameters for the test
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Parameters Description

monitored. For example, 192.168.10.7:443,192.168.10.8:443. The test connects to
each IP/port pair and checks for the validity of the certificate associated with that
target. One set of metrics is reported for each target. The descriptor represents the
common name (CN) value of the SSL certificate. By default, this parameter is set to
the <IP_of_the_monitored_web/application_server>:<Port_on_which_the_
server_listens>. If you do not want to monitor the validity of certificates based on
configured targets, set this parameter to none.

Targetfiles Tomonitor specific certificate files, provide a comma-separated list of file paths for the
SSL certificates that are to bemonitored in the Targetfiles text box. For example,
C:\server.crt, D:\admin.crt. The test reads the SSLCertificates for the web sites that
are to bemonitored from this location and checks for the validity. If you do not want to
check the validity of specific certificate files, set this parameter to none.

Keystore File A keystore is a database (usually a file) that can contain trusted certificates and
combinations of private keys with their corresponding certificates. If you are looking to
monitor the certificates contained within a keystore file, then provide the full path to this
file in the Keystore File text box. For example, the location of this file may be:
C:\egurkha\manager\tomcat\webapps\eGmanager.bin. In this case, the test
automatically accesses each of the certificates that the specified keystore contains,
and checks its validity. If you do not want to monitor the certificates in a keystore, set
this parameter to none.

Keystore Password If a Keystore File is provided, then, in this text box, provide the password that is used
to obtain the associated certificate details from the Keystore File. If none is specified
against Keystore File, then, enter none here as well.

Confirm Password Confirm the Keystore Password by retyping it here.

Measurement Description Measurement
Unit Interpretation

SSL certificate
validity

Indicates the number of
days from the current day
for which this SSL
certificate will be valid.

Number

Measurements made by the test
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3.2 The Web Server Layer
The tests associated with the Web Server layer monitor the availability of the Apache web server
and measures the traffic on the Apache web server, its current CPU load, how well the Apache
server handles requests, etc (see Figure 3.3).

Figure 3.3: The tests associated with theWeb Server layer

3.2.1 Apache Status Test

The Apache Status test reveals critical performance statistics pertaining to an Apache web server.
This test, upon execution, accesses a specific URL on the Apache server, which contains the
requiredmetrics.

Target of the test : An Apache web server

Agent deploying this test : An internal agent

Outputs of the test :One set of results for the Apache web server beingmonitored

Parameters Description

Test period This indicates how often should the test be executed.

Host The host for which the test is to be configured.

Port The port to which the specified host listens

URL In the this text box, the URL to be accessed by this test for extracting the Apache web
server's performance statistics, will be displayed by default. The URL is: http://
{Apache web server host}:{Apache web server port}/server-status.

Configurable parameters for the test
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Measurement Description Measurement
Unit Interpretation

Access rate Indicates the rate at which
the users access the web
server.

Accesses/Sec

Data traffic Indicates the rate at which
the web server transmits
data.

KB/Sec

CPU load Indicates the percentage
of CPU used by the web
server.

Percent If the value of this measure increases
with time, it could be a cause for
concern.

Current requests Indicates the number of
requests that are currently
being processed by the
web server.

Number

Idle workers Indicates number of idle
worker threads on the web
server, currently.

Number A very high value of this measure
could indicate a processing
bottleneck.

Measurements made by the test

3.2.2 Apache Server Status Test

This test reveals critical performance and uptime statistics pertaining to an Apache web server. This
test, upon execution, accesses a specific URL on the Apache server, which contains the required
metrics. Using this test, administrators can figure out how well the processes are being procesed in
the server, how many processes are currently idle, the processes that are in KEEPALIVE and
Logging state etc. This way, this test helps administrators to identify processing bottlenecks, if any.

Target of the test : An Apache web server

Agent deploying this test : An internal agent

Outputs of the test :One set of results for the Apache web server beingmonitored

Parameters Description

Test period This indicates how often should the test be executed.

Configurable parameters for the test
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Parameters Description

Host The host for which the test is to be configured.

Port The port to which the specified host listens

URL In the this text box, the URL to be accessed by this test for extracting the Apache web
server's performance statistics, will be displayed by default. The URL is: http://
{Apache web server host}:{Apache web server port}/server-status.

system_property_
key

system_property_
value

Detailed Diagnosis Tomake diagnosis more efficient and accurate, the eG Enterprise suite embeds an
optional detailed diagnostic capability. With this capability, the eG agents can be
configured to run detailed, more elaborate tests as and when specific problems are
detected. To enable the detailed diagnosis capability of this test for a particular server,
choose theOn option. To disable the capability, click on theOff option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

l The eGmanager license should allow the detailed diagnosis capability

l Both the normal and abnormal frequencies configured for the detailed diagnosis

measures should not be 0.

Measurement Description Measurement
Unit Interpretation

Total uptime of
Apache server

Indicates the total number
of days that the server has
been up since its last
reboot.

Days Administrators may wish to be alerted
if a server has been running without a
reboot for a very long period. Setting a
threshold for this measure allows
administrators to determine such
conditions.

Uptime during the
last measure period

Indicates the time period
that the server has been
up since the last time this
test ran.

Secs If the server has not been rebooted
during the last measurement period and
the agent has been running
continuously, this value will be equal to

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

themeasurement period. If the server
was rebooted during the last
measurement period, this value will be
less than themeasurement period of
the test. For example, if the
measurement period is 300 secs, and if
the server was rebooted 120 secs
back, this metric will report a value of
120 seconds. The accuracy of this
metric is dependent on the
measurement period - the smaller the
measurement period, greater the
accuracy.

Has the server been
restarted?

Indicates whether the
server has been rebooted
during the last
measurement period or not

The values reported by this measure
and its corresponding numeric values
arementioned in the table below:

Measure
Value Numeric value

No 0

Yes 1

Note:

By default, this measure reports the
above-mentionedMeasure Values to
indicate whether the server has been
rebooted or not. In the graph of this
measure however, theMeasure Values
are represented using the numeric
equivalents only.

By checking the time periods when this
metric changes from No toYes, an
administrator can determine the times
when this server was rebooted. The
Detailed Diagnosis of this measure, if
enabled, lists the time, shutdown date,
reboot date, shutdown duration, and
reveals whether the server is in
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Measurement Description Measurement
Unit Interpretation

maintenancemode or not.

Total hits Indicates the number of
times the server was
accessed by users during
the last measurement
period.

Number

Data traffic Indicates the rate at which
data is transmitted by the
web server during the last
measurement period.

KB/Sec

CPU usage Indicates the prcentage of
CPU utilized by the web
server during the last
measurement period.

Percent If the value of this measure increases
with time, it could be a cause for
concern.

Requests rate Indicates the rate at which
HTTP requests were
processed by the web
server during the last
measurement period.

Requests/sec

Processing rate of
requests

Indicates the amount of
data transferred by the
web server per second
during the last
measurement period.

KB/sec

Average bytes per
request

Indicates the amount of
data transferred by the
web server per HTTP
request during the last
measurement period.

KB/request

Current requests Indicates the number of
HTTP requests that are
currently being processed
by the web server during
the last measurement
period.

Number

Idle workers Indicates the number of Number
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Measurement Description Measurement
Unit Interpretation

idle Apache processes
waiting for an HTTP
request during the last
measurement period.

Total server
instances

Indicates the total number
of server instances i.e.,
threads on the web server
during the last
measurement period.

Number A very high value of this measure could
indicate a processing bottleneck.

Instances waiting for
connection

Indicates the total number
of threads that were
waiting for a connection
during the last
measurement period.

Number

Currently starting
instances

Indicates the number of
HTTP requests that were
currently processed by the
web server during the last
measurement period.

Number

Instances reading
requests

Indicates the number of
HTTP requests that were
reading the processes of
the web server during the
last measurement period.

Number

Instances sending
reply

Indicates the number of
HTTP requests that
received response from
the web server during the
last measurement period.

Number

Instances in
keepalive state

Indicates the number of
processes inKEEPALIVE
state in the web server
during the last
measurement period.

Number

Instances in DNS
lookup state

Indicates the number of
requests for which DNS
lookup state was enabled

Number
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Measurement Description Measurement
Unit Interpretation

during the last
measurement period.

Instances in logging
state

Indicates the number of
processes that were in
Logging state during the
last measurement period.

Number

Gracefully finishing
instances

Indicates the number of
processes that were in
gracefully finishing state
during the last
measurement period.

Number Sometimes after a graceful restart of
the Apache server, certain extra
processes i.e., the child processes are
left running on the server and these
processes are deemed to be in
gracefully finishing state. These
processes remain in this state
indefinitely and will not go away until a
stop-and-start or a restart is issued on
the server.

A low value is desired for this measure
as frequent restarts to the server may
gradually degrade the performance of
the server.

3.2.3 HTTP Test

The details of the Http test that emulates a user accessing a web server are provided below. Since
this test can be executed from a location external to the web server, this test presents an unbiased
external perspective of the state of the web server.

Target of the test : An Apache web server

Agent deploying this test : An external agent; if you are running this test using the external agent
on the eGmanager box, thenmake sure that this external agent is able to communicate with the port
on which the target Webserver is listening. Alternatively, you can deploy the external agent that will
be running this test on a host that can access the port on which the targetWeb server is listening.

Outputs of the test :One set of outputs for every URL beingmonitored
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Parameters Description

Test period This indicates how often should the test be executed.

Host The host for which the test is to be configured.

Port The port to which the specified host listens

URL This test emulates a user accessing a specific web page(s) on the target web server to
determine the availability and responsiveness of the server. To enable this emulation,
you need to configure the test with the URLof the web page that it should access.
Specify this URL against the URL parameter. If required, you can even configure
multiple URLs – one each for every web page that the test should attempt to access. If
each URL configured requires special permissions for logging in, then, you need to
configure the test with separate credentials for logging into every URL. Likewise, you
need to provide instructions to the test on how to validate the content returned by every
URL, and also set an encoding format for each URL. To enable administrators to easily
configure the above per URL, eG Enterprise provides a special interface. To access
this interface, click on the encircled ‘+’ button alongside the URL text box in the test
configuration page. Alternatively, you can even click on the encircled ‘+’ button
adjacent to the URL parameter in the test configuration page. To know how to use this
special interface, refer to Section 3.2.3.1.  

Cookiefile Whether any cookies being returned by the web server need to be saved locally and
returned with subsequent requests

ProxyHost The host on which a web proxy server is running (in case a proxy server is to be used)

ProxyPort The port number on which the web proxy server is listening

Proxyusername The user name of the proxy server

Proxypassword The password of the proxy server

Confirm password Confirm the password by retyping it here.

Timeout Here, specify themaximum duration (in seconds) for which the test will wait for a
response from the server. The default Timeout period is 30 seconds.

Configurable parameters for the test

Measurement Description Measurement
Unit Interpretation

WebAvailability This measurement
indicates whether the

Percent Availability failures could be caused by

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

server was able to
respond successfully to
the query made by the
test.

several factors such as the web server
process(es) being down, the web server
beingmisconfigured, a network failure,
etc. Temporary unavailability may also
occur if the web server is overloaded.
Availability is determined based on the
response code returned by the server. A
response code between 200 to 300
indicates that the server is available. 

Total response time This measurement
indicates the time taken
by the server to respond
to the requests it
receives.

Secs Response time being high denotes a
problem. Poor response times may be
due to the server being overloaded or
misconfigured. If the URL accessed
involves the generation of dynamic
content by the server, backend problems
(e.g., an overload at the application
server or a database failure) can also
result in an increase in response time.

TCP connection
availability

This measure indicates
whether the test
managed to establish a
TCP connection to the
server.

Percent Failure to establish a TCP connection
may imply that either the web server
process is not up, or that the process is
not operating correctly. In some cases of
extreme overload, the failure to establish
a TCP connectionmay be a transient
condition. As the load subsides, the
server may start functioning properly
again.

TCP connect time This measure quantifies
the time for establishing
a TCP connection to the
web server host.

Secs Typically, the TCP connection
establishment must be very small (of the
order of a few milliseconds). Since TCP
connection establishment is handled at
the OS-level, rather than by the
application, an increase in this value
signifies a system-level bottleneck on the
host that supports the web server.

Server response
time

This measure indicates
the time period between
when the connection was

Secs While the total response timemay
depend on several factors, the server
response time is typically, a very good
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Measurement Description Measurement
Unit Interpretation

established and when the
server sent back a HTTP
response header to the
client.

indicator of a server bottleneck (e.g.,
because all the available server threads
or processes are in use).

Response code The response code
returned by the server for
the simulated request

Number A value between 200 and 300 indicates a
good response. A 4xx value indicates a
problem with the requested content (eg.,
page not found). A 5xx value indicates a
server error.

Content length The size of the content
returned by the server

Kbytes Typically the content length returned by
the server for a specific URL should be
the same across time. Any change in this
metric may indicate the need for further
investigation on the server side.

Content validity This measure validates
whether the server was
successful in executing
the request made to it.

Percent A value of 100% indicates that the
content returned by the test is valid. A
value of 0% indicates that the content
may not be valid. This capability for
content validation is especially important
for multi-tier web applications. For
example, a user may not be able to login
to the web site but the server may reply
back with a valid HTML page where in the
error message, say, "Invalid Login" is
reported. In this case, the availability will
be 100% (since we got a valid HTML
response). If the test is configured such
that the content parameter should
exclude the string "Invalid Login," in the
above scenario content validity would
have a value 0.

DNS availability Indicates whether the
DNS server was able to
respond successfully to
the request made to it.

Percent While the value 100 for this measure
indicates that the DNS server is available
and successfully responded to the
request, the value 0 indicates that the
DNS server is unavailable or is not
responding to requests. Availability
failures could be caused by many
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Measurement Description Measurement
Unit Interpretation

reasons such as a network failure.
Sometimes, the DNS server may be
reachable through basic network testing,
but may not respond to DNS queries from
clients.

Note:

This measure will be able to report a
value only if the url parameter of the test
is configured with a domain name-based
URL – eg.,
http://www.eginnovations.com,
http://www.eBooks.com. If the url
parameter is configured with an IP-based
URL instead – eg.,
http://192.168.10.21:80,
http://192.168.10.34:7077 – then, this
measure will not report any value. This is
because, to report the availability of the
DNS server, the test attempts to connect
to the DNS server and resolve the
domain name in the URL to its IP
address. If the test is able to perform
domain name – IP address resolution
successfully, it reports the value 100 for
this measure. If the resolution fails, the
test reports the value 0. In case of an IP-
based  URL naturally,  the test will not be
able to find any domain name to resolve.
The test therefore will not report any
value for this measure in that case. 

Data transfer time Indicates the time taken
for a data transfer
between the drive and
the host system.

Secs Data transfer time being high denotes a
problem.
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3.2.3.1 Configuring Multiple URLs for Monitoring

By default, the HTTP test will be configured with the URL of the home page of the web server being
monitored. To configure additional URLs, do the following:

1. Click on the encircled ‘+’ button alongside the URL text box in Figure 3.4.

Figure 3.4: Configuring the HTTP test

2. Figure 3.5 then appears. To add another URL, click theAdd More button in Figure 3.5.

Figure 3.5: Configuringmultiple URLs
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3. Another URL specification section will appear. Specify the following in that section:

l Name : Specify a unique name by which the URL you will be specifiying shortly will be referred
to across the eGuser interface. This is the name that will appear as the descriptor of this test.

l URL: Enter the URL of the web page that this test should access.

l Username and Password : These parameters are to be set only if a specific user name /
password has to be specified to login to the web page (i.e., URL ) that you have configured for
monitoring. In this case, provide valid login credentials using the Username and Password
text boxes.  If the web server on whichHTTP test executes supports ‘Anonymous user access’,
then these parameters will take either of the following values:

l A validUsername andPassword for the configuredURL

l none in both the Username and Password text boxes of the configured URL , if no user
authorization is required

l Some web servers however, support NTLM (IntegratedWindows) authentication, where valid
login credentials are mandatory. In other words, a none specification will not be supported by
such web servers. Therefore, in this case, against each configured URL , you will have to
provide a valid Username in the format: domainname\username, followed by a valid
Password. 

l Please be sure to check if your web site requires HTTP authentication while configuring this
parameter. HTTP authentication typically involves a separate pop-up window when you try to
access the page. Many sites use HTTP POST for obtaining the user name and password and
validating the user login. In such cases, the username and password have to be provided as
part of the POST information and NOT as part of the CREDENTIALS specification for the
HTTP test.

l Content :  TheContent parameter has to be configured with an instruction:value pair that will
be used to validate the content being returned by the test. If the Content value is None, no
validation is performed. On the other hand, if you pick the Include option from theContent list,
it indicates to the test that for the content returned by the web server to be valid, the content
must include the specified value (a simple string search is done in this case). This value should
be specified in the adjacent text box. Similarly, if the Exclude option is chosen from theContent
drop-down, it indicates to the test that the server’s output is valid if it does not contain the value
specified in the adjacent text box. The Include or Exclude value you specify in the text box can
include wildcard characters. For example, an Include instruction can be *Home page*.
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l Encoding : Sometimes the eG agent has to parse the URL content with specific encoding
other than the default (ISO-8859-1) encoding. In such a case, specify the type of encoding
using which the eGagent can parse theURL content in theEncoding text box. By default, this
value is none.

l Private Key File Path and Password: SSL-enabled web sites are typically secured by a
private key, public key, or a public-private key pair. If the web page configured for this test is
SSL-enabled – i.e., if an HTTPS URL is specified against URL – and the contents of this web
page can only be accessed using a private key, then the full path to the private key file will have
to be provided againstPrivate key file path and the password of the private key file should be
specified against Password. If no such private key protects the contents of the configured
URL, then set thePrivate key file path and itsPassword to none.

4. Similarly, you can add multiple URL specifications. To remove a URL specification, click on the encircled
‘-‘ button corresponding to it. To clear all URL specifications, click the Clear button in Figure 3.5. To
update all the changes youmade, click theUpdate button.

5. OnceUpdate is clicked, you will return to the test configuration page (see Figure 3.6). The URL text box
in the test configuration page will display just theNames – i.e., the unique display names – that you may
have configured for the multiple URLs, as a comma- separated list. To view the complete URL
specification, click the encircled ‘’+’ button alongside theURL text box, once again.

Figure 3.6: The URL text box displaying only the display names of the configured URLs as a comma-
separated list
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Chapter 4: MonitoringWeb Sites/Web Tranactions on
ApacheWeb Server Using eG web adapter capability

eG Enterprise offers aWeb server model (see Figure 4.1) to monitor the Apache web servers, and
pull out the statistics pertaining to the performance of the Apache web servers . The Operating
System , Network , and Tcp layers have already been discussed in the Monitoring Unix and
Windows Servers document. The Application Processes layer for the Web server is mapped to
an additional SSL Certificate Validity test, which will be discussed later in this chapter. Above the
Application Processes layer is the Web Server layer. This layer captures the state of the web
server itself – whether the server is responding to user requests or not, whether the response is
timely, whether the server is under overload, etc. Since a single web server may handlemultiple web
sites (e.g., in a virtual hosting scenario), the next layer is theWeb Site layer that captures the health
of a specific web site. While the overall health of a web site is represented by theWeb Site layer, the
status of the different key transactions of a web site are represented by the Web Transactions
layer.

Figure 4.1: The different layers that the eG Enterprise suite monitors for an Apache web server

Tomonitor the health of Apache web servers, sites, and transactions, eG agents use the unique web
adapter capability that allows a wealth of information to be collected from web servers without
requiring explicit, expensive log files. More details of the web adapter technology can be found in the
eG Installation Guide and the technical white papers.

The Tcp , Network , and Operating System layers have been discussed in great detail in the
Monitoring Unix and Windows Servers document monitoring model . Likewise, Application
Processes layer has already been discussed in theMonitoring Apache Web Server chapter.
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4.1 The Web Server Layer
This layer tracks the health of a web server application. An external, Http test emulates a user
connection to the web server, retrieves a web page from the server and measures the availability of
the server and the time taken by the server to respond to the emulated user request. A second,
internal WebServer test is based on eG Enterprise's web adapter capability (see Figure 4.2). The
web adapter configured for a web server periodically monitors all the requests handled by the
server. By snooping on user requests to the server and responses sent out by the server, the web
adapter reports a variety of statistics pertaining to the web server. The WebServer test exports the
information pertaining to theWeb Server layer to the eGmanager. The following sections describe
the Http test and theWebServer test in detail.

Figure 4.2: The tests that map to theWeb Server layer

Since theHttp test has been handled previously, the following sections will be dealing with the other
tests.

4.1.1Web Server Test

This internal test complements the measurements made from an external perspective by the Http
test. In order to collect various statistics pertaining to the availability, performance, and usage of a
web server, this test interfaces with the eG web adapter. The statistics collected by this test are
detailed below:

Target of the test : An Apache web server

Agent deploying this test : An internal agent

Outputs of the test :One set of results for every web server monitored
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Parameters Description

Test period This indicates how often should the test be executed.

Host The host for which the test is to be configured.

Port The port to which the specified host listens

Configurable parameters for the test

Measurement Description Measurement
Unit Interpretation

Connections Rate of connections to the
web server.

Conns/Sec An increase or decrease in connection
rate can represent a change in user
workload

Requests Rate of requests to the web
server during the last
measurement period.

Reqs/Sec With the advent of HTTP/1.1, multiple
requests can be transmitted over the
same TCP connection. The ratio of
requests per connection can provide
an idea of the effectiveness of the
HTTP 1.1 protocol.

Data transmitted

Rate at which the data was
transmitted by the server
during the last
measurement period.

KB/Sec A large increase in the data
transmission rate can be indicative of
an increase in the popularity of one or
more web sites hosted on the server.

Data received Rate at which the data was
received by the server
during the last
measurement period.

KB/Sec An increase in this value is indicative
of an increase in user requests to the
server.

Errors Percentage of error
responses from the server
during the last
measurement period.

Percent Percentage of responses with a 400 or
500 status code.

Aborts Percentage of requests
aborted by users (a request
is deemed to have been
aborted if either the

Percent A high percentage of aborts can
happen if the web server’s
responsiveness has dramatically
reduced. Aborts may also occur
because of backend errors (e.g.,

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

connection is closed
without any response being
generated, or if the TCP
connection is closed as the
server is reading the
request or as it is
responding to the request) .

application failures, database
connection problems etc.).

300 responses Percentage of responses
with a status code in the
300-399 range during the
last measurement period.

Percent 300 responses could indicate page
caching on the client browsers.
Alternatively 300 responses could
also indicate redirection of requests. A
sudden change in this value could
indicate a problem condition.

400 errors Percentage of responses
with a status code in the
range 400-499 during the
last measurement period.

Percent A high value indicates a number of
missing/error pages.

500 errors Percentage of responses
with a status code in the
range 500-599 during the
last measurement period.

Percent Since responses with a status code of
500-600 indicate server side
processing errors, a high value
reflects an error condition.

Current requests Number of server
threads/processes
currently in use for serving
requests (this
measurement is not
available for Apache web
servers).

Number If a majority of the server
threads/processes are in use
simultaneously, this may be indicative
of a server bottleneck.

Note:

The followingmeasures are not available in theWindows version of the product:

l Aborts

l 300 responses

l 500 errors
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This test will report metrics for an IIS web server executing on a Windows 2008 host, only if the IIS
Management Scripts and Tools feature is installed on that host, and the Web Server role you
create enables this feature. If the aforesaid feature is not enabled for the Web Server role, then
remove the role and re-create it with the feature enabled.

4.1.2 HTTPPosts Test

The details of the HttpPost test are provided below. Since this test can be executed from a location
external to the web server, this test presents an unbiased external perspective of the state of the
web server. This test uses the POST command to submit its parameters. It is an optional test and
can be configured only when the check box alongside it in theDISABLED TESTS list of theAGENTS
– TESTS CONFIGURATION page is clicked. By default, this check box is deselected.

Target of the test : An Apache web server

Agent deploying this test : An external agent; if you are running this test using the external agent
on the eGmanager box, thenmake sure that this external agent is able to communicate with the port
on which the target Webserver is listening. Alternatively, you can deploy the external agent that will
be running this test on a host that can access the port on which the targetWeb server is listening.

Outputs of the test :One set of outputs for every URL beingmonitored

Parameters Description

Test period This indicates how often should the test be executed.

Host The host for which the test is to be configured.

Port The port to which the specified host listens

URL The web page being accessed. While multiple URLs (separated by commas) can be
provided, each URL should be of the format URL name:URL value. URL name is a
unique name assigned to the URL, and theURL value is the value of the URL. For
example, a URL can be specified as HomePage:http://192.168.10.12:7077/, where
HomePage is theURL name and http://192.168.10.12:7077/ is theURL value.

Cookiefile Whether any cookies being returned by the web server need to be saved locally and
returned with subsequent requests

ProxyHost The host on which a web proxy server is running (in case a proxy server is to be used)

ProxyPort The port number on which the web proxy server is listening

Configurable parameters for the test
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Parameters Description

Proxyusername The user name of the proxy server

Proxypassword The password of the proxy server

Confirm password Confirm the password by retyping it here.

Timeout Here, specify themaximum duration (in seconds) for which the test will wait for a
response from the server. The default Timeout period is 30 seconds.

Content This is a set of Instruction:Value pairs that are used to validate the content being
returned by the test. If the Content value is none:none, no validation is performed. The
number of pairs specified in this text box, must be equal to the number of URLs being
monitored. The instruction should be one of Inc orExc. Inc tells the test that for the
content returned by the web server to be valid, the content must include the specified
value (a simple string search is done in this case). An instruction of Exc instructs the
test that the server's output is valid if it does not contain the specified value. In both
cases, the content specification can include wild card patterns. For example, an Inc
instruction can be Inc: *Home page*.

Credentials TheHttp test supports HTTP authentication. This parameter is to be set if a specific
user name / password has to be specified to login to a page. This parameter is a
comma separated list of user name:password pairs, one pair for each URL being
monitored. A value of none:none indicates that user authorization is not required.
Please be sure to check if your web site requires HTTP authentication while
configuring this parameter. HTTP authentication typically involves a separate pop-up
window when you try to access the page. Many sites useHTTP POST for obtaining
the user name and password and validating the user login. In such cases, the
username and password have to be provided as part of thePOST information andNOT
as part of the Credenials specification for theHttp test.

Measurement Description Measurement
Unit Interpretation

Availability This measurement
indicates whether the
server was able to respond
successfully to the query
made by the test.

Percent Availability failures could be caused by
several factors such as the web server
process(es) being down, the web
server beingmisconfigured, a network
failure, etc. Temporary unavailability
may also occur if the web server is
overloaded. Availability is determined
based on the response code returned

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

by the server. A response code
between 200 to 300 indicates that the
server is available. 

Total response time This measurement
indicates the time taken by
the server to respond to the
requests it receives.

Secs Response time being high denotes a
problem. Poor response times may be
due to the server being overloaded or
misconfigured. If the URL accessed
involves the generation of dynamic
content by the server, backend
problems (e.g., an overload at the
application server or a database
failure) can also result in an increase in
response time.

TCP connection
availability

This measure indicates
whether the test managed
to establish a TCP
connection to the server.

Percent Failure to establish a TCP connection
may imply that either the web server
process is not up, or that the process
is not operating correctly. In some
cases of extreme overload, the failure
to establish a TCP connectionmay be
a transient condition. As the load
subsides, the server may start
functioning properly again.

TCP connect time This measure quantifies
the time for establishing a
TCP connection to the web
server host.

Secs Typically, the TCP connection
establishment must be very small (of
the order of a few milliseconds). Since
TCP connection establishment is
handled at the OS-level, rather than by
the application, an increase in this
value signifies a system-level
bottleneck on the host that supports
the web server.

Server response time This measure indicates the
time period between when
the connection was
established and when the
server sent back a HTTP
response header to the
client.

Secs While the total response timemay
depend on several factors, the server
response time is typically, a very good
indicator of a server bottleneck (e.g.,
because all the available server
threads or processes are in use).
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Measurement Description Measurement
Unit Interpretation

Response code The response code
returned by the server for
the simulated request

Number A value between 200 and 300
indicates a good response. A 4xx
value indicates a problem with the
requested content (eg., page not
found). A 5xx value indicates a server
error.

Content length The size of the content
returned by the server

KBtes Typically the content length returned
by the server for a specific URL should
be the same across time. Any change
in this metric may indicate the need for
further investigation on the server side.

Content validity This measure validates
whether the server was
successful in executing
the request made to it.

Percent A value of 100% indicates that the
content returned by the test is valid. A
value of 0% indicates that the content
may not be valid. This capability for
content validation is especially
important for multi-tier web
applications. For example, a user may
not be able to login to the web site but
the server may reply back with a valid
HTML page where in the error
message, say, "Invalid Login" is
reported. In this case, the availability
will be 100% (since we got a valid
HTML response). If the test is
configured such that the content
parameter should exclude the string
"Invalid Login," in the above scenario
content validity would have a value 0.

4.1.3 SiteMinderWeb Access Test

To control user accesses to a web site, web servers are configured to work with SiteMinder - a
platform that authenticates, authorizes, and manages web sites. Using SiteMinder, administrators
can enable Single Sign-On (SSO) for multiple web sites operating in an environment. With the SSO
property of access control, a user logs in once and gains access to multiple web sites at one go,
without being prompted to log into each of them separately. While SiteMinder’s SSO capability
saves the time and effort required to manually sign into multiple web sites, a slowdown in SiteMinder
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can delay/suspend accesses to all the web sites managed (i.e., protected) by it! But should
SiteMinder be blamed every time a user complaints of a slowdown when accessing a protected web
site? Maybe not! Given below are the steps that occur when a user tries to access a web site
protected by SiteMinder:

l The user requests for a web page using HTTP/HTTPS.

l The request is received by the web server and is intercepted by the SiteMinder web agent.

l The web agent determines whether or not the resource is protected. If the resource is protected,
SiteMinder forces the user to login using their credentials. Typically, this is done via an HTTP
POST request.

l SiteMinder authenticates the user and verifies whether or not the authenticated user is
authorized for the requested web page, based on rules and policies specified in the Policy store.

l After the user is authenticated and authorized, SiteMinder grants access to the web page.
Resource grant is done by providing a cookie to the client browser.

Figure 4.3: Accessing a protected web site on a web server configured to work with SiteMinder
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From Figure 4.3, it is clear that a problem in any step of thismulti-step user interaction can delay web
site accesses! Thismeans that a slowdown in the SiteMinder policy server can be one of the reasons
for a delay in accessing a web site, but it need not be the ’root-cause’! A processing bottleneck in the
web server too can cause delays in web site accesses. Likewise, if the web agent takes too long to
redirect the user’s request to the login URL, the user experience with the site is bound to suffer.
Similarly, if the web page requested is large and takes too long to load, access delays will become
unavaoidable. In such circumstances, administrators will have trouble isolating the ‘source’ of the
slowdown. If the root-cause of the slowdown is not diagnosed quickly, the problem will remain
unresolved for a long time, resulting in a steep fall in service levels, increase in penalties and loss of
reputation.

To avoid this, administrators will have to quickly pin-point the root-cause of a slowdown and fix it; for
this, they need to know how much time each step of the user interaction with a protected web site
takes. The SiteMinder Web Access test does this job. The test emulates a user accessing a web site
protected by SiteMinder and reports the time taken by each step of the process, so that the precise
step at which the slowdown occurred can be accurately isolated and the problem promptly
eliminated.

Target of the test : An Apache web server

Agent deploying this test : An external agent; if you are running this test using the external agent
on the eGmanager box, thenmake sure that this external agent is able to communicate with the port
on which the target Webserver is listening. Alternatively, you can deploy the external agent that will
be running this test on a host that can access the port on which the targetWeb server is listening.

Outputs of the test :One set of outputs for every URL beingmonitored

Parameters Description

Test period This indicates how often should the test be executed.

Host The host for which the test is to be configured.

Port The port to which the specified host listens

URL The web page being accessed. While multiple URLs (separated by commas) can be
provided, each URL should be of the format URL name:URL value. URL name is a
unique name assigned to the URL, and the URL value is the value of the URL. For
example, a URL can be specified as HomePage:http://192.168.10.12:7077/, where
HomePage is the URL name and http://192.168.10.12:7077/ is the URL value.

Configurable parameters for the test
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Parameters Description

Cookiefile Whether any cookies being returned by the web server need to be saved locally and
returned with subsequent requests

ProxyHost The host on which a web proxy server is running (in case a proxy server is to be used)

ProxyPort The port number on which the web proxy server is listening

Proxyusername The user name of the proxy server

Proxypassword The password of the proxy server

Confirm password Confirm the password by retyping it here.

Content This is a set of Instruction:Value pairs that are used to validate the content being
returned by the test. If the Content value is none:none, no validation is performed. The
number of pairs specified in this text box, must be equal to the number of URLs being
monitored. The instruction should be one of Inc orExc. Inc tells the test that for the
content returned by the web server to be valid, the content must include the specified
value (a simple string search is done in this case). An instruction of Exc instructs the
test that the server's output is valid if it does not contain the specified value. In both
cases, the content specification can include wild card patterns. For example, an Inc
instruction can be Inc: *Home page*. An Inc and anExc instruction can be provided in
quick succession in the following format: Inc:*Home Page*,Exc:*home.

Credentials The parameter is to be set if a specific user name / password has to be specified to
login to a page. Against this parameter, theURLname of every configured URLwill be
displayed; corresponding to each listed URLname, a Username text box and a
Password text box will bemade available. If the web server on which the test executes
supports 'Anonymous user access', then this parameter will take either of the following
values:

l a valid Username and Password for every configured URLname

l none in both the Username and Password text boxes of all configured URLnames

(the default setting), if no user authorization is required

Timeout Here, specify themaximum duration (in seconds) for which the test will wait for a
response from the server. The default Timeout period is 30 seconds.
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Measurement Description Measurement
Unit Interpretation

Availability This measurement
indicates whether or not
this URL* was
successfully accessed and
valid content was returned.
In other words, this
measure clearly indicates
whether or not step (1) to
step (12) of Figure 4.3
completed successfully
and the client was able to
view the complete contents
of the URL, till the last byte
of data.

* The term URL used in all
discussions related to the
measures of this test refers
to the target URL indicated
by step (1) of Figure 4.3,
unless explicitly stated
otherwise. 

Percent The value 100 for this measure
indicates that the URL could be
accessed successfully – i.e., the
client could view the contents of the
web page completely, till the last byte.
The value 0 on the other hand
indicates that the URL could not be
accessed. This could be owing to a
prolonged slowdown in the web
server, performance issues with
SiteMinder or an authentication failure
reported by SiteMinder, processing
bottlenecks experienced by the web
agent, large size of the contents of the
URL, etc. To zero-in on the exact
reason for the inaccessibility of the
configured URL, take a look at the
values reported by the other measures
of this test.

Note:

Even if the URL is not protected by
SiteMinder, the ‘Availability’ measure
will still report the value 100, provided
the user does not receive any HTML
response with a response code higher
than 400. In this case, you can check
the value reported by the ‘URL
SiteMinder protected’ measure to
figure out whether the URL is
protected or not.

Total response time This measurement
indicates the total time it
took for the client to
request for a URL and
receive access to that URL
via a session cookie. This
is the sum total of the time

Secs Response time being high denotes a
problem. Poor responsiveness can be
caused due to a slowdown in the web
server or SiteMinder, or because the
content to be downloaded is large.
Therefore, if the value of this measure

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

taken to do the following:

l The time taken by the

client to know whether

the URL is protected or

not;

l The time taken by the

client to connect to the

login URL and pass

login credentials;

l The time taken by the

client to have his/her

credentials

authenticated by

SitemInder;

l The time taken by the

client to view the

complete contents of the

requested URL, till its

last byte;

In short, this measure
indicates the time taken to
complete step (1) to step
(12) of Figure 4.3 above.

is high or is increasing consistently,
you will have to compare the values of
theWeb server response time, URL
redirect time, Siteminder
authentication time, and Content
download timemeasures to figure out
where the request spent maximum
time; there is your bottleneck!

Web server
availability

Indicates whether or not
the web server is able to
process the request for this
URL and return the location
of the login URL to the
user.  In other words, this
measure indicates whether
or not step (1) to step (4) of
Figure 4.3 could be

Percent The value 100 for this measure
indicates that the web server is
available, has successfully
determined the protection status of the
URL, and has returned the location of
the login URL to the user. If the
measure reports the value 0, it is
indicative of the non-availability of the
web server.
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Measurement Description Measurement
Unit Interpretation

completed successfully.   Availability is determined based on the
response code returned by the server.
If the server returns a response code
between 200 and 300 the very first
time the configured URL is hit, it
indicates that the server is available.
Any response code over 400 indicates
non-availability of the web server.

Note:

Even if the URL is not protected by
SiteMinder, the ‘Web server
availability’ measure will still report the
value 100, provided the user does not
receive any HTML response with a
response code higher than 400. In this
case, you can check the value
reported by the ‘URL SiteMinder
protected’ measure to figure out
whether the URL is protected or not.

Web server
response time

Indicates the time taken to
check and report whether
this URL is protected or
not; this is the time taken to
perform steps (1), (2) and
(3) of Figure 4.3. 

Secs Response time being high denotes a
problem. Poor response times may be
due to the web server being
overloaded or misconfigured.

If the value of the Total response time
measure is high, then compare the
value of theWeb server response time
measure with the other response time
measures reported by this test to
determine whether a processing
bottleneck in the web server is the
reason why the client had trouble
accessing the web site. 

URL redirect time This measure indicates the
time taken by the web
agent on the web server to
redirect the request to the
login URL (indicated by

Secs Ideally, the value of this measure
should be low. A high value is
indicative of poor responsiveness.

If the value of the Total response time
measure is high, then compare the
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Measurement Description Measurement
Unit Interpretation

step (5) of Figure 4.3); this
is the total time taken to
complete step (5) of Figure
4.3.

value of the URL redirect time
measure with the other response time
measures reported by this test to
determine whether a delay in sending
the location of the login URL to the
client is what caused accesses to the
web site to slow down. 

URL SiteMinder
protected

Indicates whether or not
this URL is protected by
SiteMinder;  in other words,
this measure checks
whether the client received
the login URL or not.

Boolean While the value 1 for this measure
indicates that the URL is protected by
SiteMinder, the value 0 indicates that
the URL is not protected.

SiteMinder
authentication status

Indicates whether user
authentication succeeded
or failed.

Percent A value of 100% indicates that
SiteMinder successfully authenticated
the login credentials that were
submitted to it by the web agent. The
value 0 on the other hand indicates an
authentication failure.

If the client received an sm_session
cookie from the web agent, it indicates
that authentication was successful.
On the other hand, if the client did not
receive the sm_session cookie it is
indicative of authentication failure.

The probable cause for this failure is
the submission of invalid/incorrect
credentials to SiteMinder.

SiteMinder
authentication time

Indicates the time taken by
SiteMinder to authenticate
the user credentials; this is
the time taken to perform
steps (6), (7), (8), and (9) of
Figure 2.4.

Secs A low value is desired for this
measure. A high value is indicative of
an authentication bottleneck.

If the value of the Total response time
measure is high, then compare the
value of the SiteMinder authentication
timemeasure with the other response
timemeasures reported by this test to
determine whether a processing
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Measurement Description Measurement
Unit Interpretation

bottleneck in the SiteMinder Policy
server is what is causing accesses to
the web site to slow down.

Content validity This measure validates
whether the content
returned by this URL  is
valid or not.

Percent A value of 100% indicates that the
content returned by the test is valid. A
value of 0% indicates that the content
may not be valid.

Content that matches the value of the
content parameter of this test is
deemed as valid content; in this case,
themeasure will report the value 100.
If the actual content does not match
the content specification, then the
value of themeasure will be 0.

This capability for content validation is
especially important for multi-tier web
applications. For example, a user may
not be able to login to the web site but
the server may reply back with a valid
HTML page where in the error
message, say, "Invalid Login" is
reported. In this case, the availability
will be 100% (since we got a valid
HTML response). If the test is
configured such that the content
parameter should exclude the string
"Invalid Login," in the above scenario
content validity would have a value 0.

Response code Indicates the response
code received by the client
for the request to this URL.

Number A value between 200 and 300
indicates a good response. A 4xx
value indicates a problem with the
requested content (eg., page not
found). The value 401 is indicative of
an authentication issue. A 5xx value
indicates a server error.

Content length The size of the content
returned by the server for

Kbytes Typically the content length returned
by the server for a specific URL
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Measurement Description Measurement
Unit Interpretation

the request to this URL. should be the same across time. Any
change in this metric may indicate the
need for further investigation on the
server side.

Content download
time

Indicates the total time
taken by the client to view
the complete contents
returned by this URL till the
last byte of data; in other
words, this is the time
taken to complete steps
(11) and (12) of Figure 4.3.

Secs A high value for this measure denotes
that the content is taking a long time to
load. This could be owing to the
presence of a large number of images
in the content or one/more large
images. Youmay want to check the
value of the Content lengthmeasure to
understand how large the content is.

If the value of the Total response
timemeasure is high, then compare
the value of theContent download
timemeasure with the other response
timemeasures reported by this test to
determine whether the size of the
content poses a road-block to swift
access to the protected web site.

4.2 The Web Site Layer
TheWeb Site layer is specific to each web site hosted on a web server. An internalWebSite test
shown in Figure 4.4 provides a comprehensive view of the states of the individual web sites
supported by a web server.

Figure 4.4: TheWebSite test tracks the health of theWeb Site layer
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4.2.1Web Site Test

Like the WebServer test, this test also interfaces with the eG web adapter to collect statistics
relating to a web site.

Target of the test : An Apache web server

Agent deploying this test : An internal agent

Outputs of the test :One set of results for every web site that is beingmonitored

Parameters Description

Test period This indicates how often should the test be executed.

Host The host for which the test is to be configured.

Port The port to which the specified Host listens

Configurable parameters for the test

Measurement Description Measurement
Unit Interpretation

Connections Rate of connections to the
web site.

Conns/Sec An increase or decrease in the
connection rate can represent a
change in the user workload.

Requests Rate of requests to the web
site.

Reqs/Sec With the advent of HTTP/1.1, multiple
requests can be transmitted over the
same TCP connection. The ratio of
requests per connection can provide
an idea of the effectiveness of the
HTTP 1.1 protocol.

Data transmitted Rate at which the data is
transmitted by the web site
in response to user
requests.

KB/Sec A large increase in the data
transmission rate can be indicative of
an increase in the popularity of a web
site hosted on the server.

Data received Rate at which the data is
received by the web site.

KB/Sec An increase in this value is indicative
of an increase in user requests to the
web site.

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

Errors Percentage of error
responses from the web
site.

Percent Percentage of responses with a 400 or
500 status code.

Aborts Percentage of requests
aborted by users (a request
is deemed to have been
aborted if either the
connection is closed
without any response being
generated, or if the TCP
connection is closed as the
server is reading the
request or as it is
responding to the request).

Percent A high percentage of aborts can
happen if the web site’s
responsiveness has dramatically
reduced. Aborts may also occur
because of backend errors (e.g.,
application failures, database
connection problems etc.).

300 responses Percentage of responses
with a status code in the
range 300-400.

Percent Responses with a status code in the
range 300-399 can indicate redirects
from a server. Many a time, responses
to cached content on the client also
falls in this range.

400 errors Percentage of responses
with a status code in the
range 400-500.

Percent An unexpected increase in the
percentage of responses with status
codes in the range 400-499 can
indicate a sudden problem at the
server.

500 errors Percentage of responses
with a status code in the
range 500-600.

Percent Responses in the range 500-599 are
caused by server-side errors (e.g.,
because of failures in the server side
processing logic).

Current requests Number of server
threads/processes
currently in use for serving
requests for a web site (this
measurement is not
available for Apache web
servers).

Number A majority of the server
threads/processes being used
simultaneously to serve requests for a
web site may be indicative of a server
bottleneck caused by the web site.

Note:
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The followingmeasures are not available in theWindows version of the product:

l Aborts

l 300 responses

l 500 errors

4.3 The Web Transactions Layer
One of the unique capabilities of the eG Enterprise suite is its ability to monitor individual web
transactions. The WebSiteTransaction test shown in Figure 4.5 is responsible for configuring an
eG web adapter with the specifications of transactions corresponding to each web site being
monitored. The web adapter is responsible for continuously tracking requests for these transactions
and for periodically reporting a variety of statistics pertaining to each transaction back to the eG
manager.

Figure 4.5: The tests that map to theWeb Transactions layer of a web site.

4.3.1Web Transactions Test

This test tracks the state of the individual transactions of a web site.

Target of the test : An Apache web server

Agent deploying this test : An internal agent

Outputs of the test :One set of results for each transaction supported by a web site

Parameters Description

Test period This indicates how often should the test be executed.

Configurable parameters for the test
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Parameters Description

Host The host for which the test is to be configured.

Port The port to which the specified host listens

Measurement Description Measurement
Unit Interpretation

Requests Rate of requests for a
specific transaction.

Reqs/Sec An increase or decrease in request
rate for a specific transaction can
represent a change in the user
workload.

Errors Percentage of error-filled
responses from the web
site for a specific
transaction.

Percent Percentage of responses for the
transaction that report a 400 or 500
status code.

Aborts Percentage of requests
aborted by users when
accessing a specific
transaction from aweb site
(a request is deemed to
have been aborted if either
the connection is closed
without any response being
generated, or if the TCP
connection is closed as the
server is reading the
request or as it is
responding to the request).

Percent A high percentage of aborts can
happen if there has been a significant
slow-down or error when users access
a specific transaction (reasons for this
could be errors in the application(s)
supporting the transaction, failure of
the backend database, etc.).

Data transmitted Rate at which the data is
transmitted by the web site
in response to user
requests for a specific
transaction.

KB/Sec A large increase in the data
transmission rate can be indicative of
an increase in the popularity of a
specific transaction. Alternatively, a
sudden increase in data ratemay also
indicate a change in the
characteristics of a transaction.

Avg response time The average time taken by
the web site to respond to

Secs An increase in response time is a
major cause for user dissatisfaction
with e-business sites. By correlating

Measurements made by the test
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Measurement Description Measurement
Unit Interpretation

requests for a specific
transaction, measured in
seconds. Only requests for
which successful
responses are received are
considered while computing
the average response time.

an increase in response time with the
other metrics collected by the agent
per transaction, an operator can
diagnose the reason(s) for the
deterioration in performance.

Current requests Number of server
threads/processes
currently in use for serving
requests for the specific
transaction supported by a
web site (this measurement
is not available for Apache
web servers).

Number If a majority of the server
threads/processes are in use
simultaneously to serve requests for a
specific transaction, this may be
indicative of a server bottleneck
caused by the transaction being
considered.

Note:

l For the Web Transactions test to run smoothly, logging will have to be enabled for the web site
(s) being monitored. To enable logging, follow the procedure discussed in the eG Installation
Guide.

l The Aborts and Current requests measures will not be available for Windows versions of the
product.

l The Apache web server handles requests by spawning multiple threads/processes. As each
thread/process handles requests, the eG instrumentation in the thread/process collects statistics
for each request. Periodically, a summary of the new requests handled by a thread/process is
updated to a common shared memory location from which the eG agent collects metrics and
reports them to the eG manager. The frequency at which a thread/process updates the common
shared memory is governed by an environment variable REQUEST_INTERVAL . By default, if
this variable is not set, the eG web adapter uses a value of 5. That is, each thread/process
updates the shared memory location once for every 5 requests that it handles. In a production
system, with real user activity, this default setting will ensure that the overheads of the web
adapter are minimal. In testing/staging environments, if the load on the web server is very low,
the default REQUEST_INTERVAL setting may mean that the threads/processes do not update
the sharedmemory location frequently. Hence, the administrator may notice slight discrepancies
between the load imposed on the web server and the metrics reported by the web adapter. In
such situations, the administrator can set theREQUEST_INTERVAL environment variable to 1 in
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the Apache server’s start up script to force the Apache threads/processes to update the shared
memory upon processing each request.
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Chapter 5: Troubleshooting

If the Apache server tests are in an UNKNOWN state, then proceed to check whether the web
adapter has been configured properly. While configuring an Apache server, setup will request for the
full path to the root directory of the server. Ensure that this path is the same as the value displayed
against the ServerRoot parameter in the HTTPd.conf file in the <APACHE_SERVER_HOME
>\conf directory (see Figure 5.1).

Figure 5.1: The ServerRoot parameter in the HTTPd.conf file

Next, check whether a file named webadapter.<PID> is created in the <EG_ HOME_
DIR>\agent\config directory. This is a clear indicator of the successful deployment of the web
adapter. Now, verify whether the PID inwebadapter.<PID>matches with the PID of any one of the
Apache.exe processes in theWindows Task Manager (see Figure 5.2). If it does not match, then
the web adapter may not work. Under such circumstances, delete the webadapter.<PID> file and
restart the Oracle web Server. Sometimes, an additionalwebadapter file will be created with a PID
that does not match any of the Apache.exe PIDs listed in theWindows Task Manager. In such a
case, delete the additionalwebadapter.<PID> file and restart the eGagent.
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Figure 5.2: PID in the file namematching with the PID of one of the Apache.exe processes

Also, ensure that the Listen ports configured in thewebadpater.<PID> file (see Figure 5.3) are the
same as those which are listed in the HTTPd.conf file in the <APACHE_SERVER_HOME>\conf
directory (see Figure 5.3).
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Figure 5.3: Listen ports displayed in the webadpater.<PID> file

Figure 5.4: Listen ports displayed in the HTTPd.conf file
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Note that the Listen ports displayed in the webadapter.<PID> file are prefixed by a ‘*’, which
typically represents an IP address. However, if a specific IP address substitutes the ‘*’ in the
webadapter.<PID> file, then, in the eG administrative interface, the Oracle web server must be
managed using that IP address only.

Finally, check whether the directives indicated by Figure 5.5 exist in the HTTPd.conf file in the
<APACHE_SERVER_HOME>\conf directory.

Figure 5.5: eG-specific directives in the HTTPd.conf file
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