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Introduction

Introduction

Oracle VDI (Virtual Desktop Infrastructure) provides desktop virtualization to replace personal
computers with virtual machines (VMs) on a server. Users can access these VMs though any RDP
client, or through the web via Sun Secure Global Desktop (SGD).

Oracle Virtual Desktop Infrastructure is made up of four main components: virtualization platform,
session management (Oracle VDI Core), desktop access clients, and storage.
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Figure 1.1: Architecture of the Oracle Virtual Desktop Infrastructure

The basis for the Oracle Virtual Desktop Infrastructure architecture is the virtualization platform. In
addition to creating and storing virtual machines, the virtualization platform offers the core
functionality needed for virtual desktop management such as starting, stopping, and snapshotting
virtual machines. Oracle Virtual Desktop Infrastructure 3.2 supports Oracle VM VirtualBox (the Oracle
VDI Hypervisor), VMware vCenter, Microsoft Hyper-V, and Microsoft Remote Desktop Services as
virtualization platforms.

Oracle VM VirtualBox is cross-platform x86 virtualization software that extends the power of your
existing computers to run multiple operating systems, on the same hardware, at the same time, and
alongside your existing applications.

Oracle VM VirtualBox includes a hypervisor for the host platform, an application programming
interface (API) and software development kit (SDK) for managing guest virtual machines, a command-
line tool for managing guests locally, a web service for remote management of guests, a wizard-style
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graphical tool to manage guests, a graphical console for displaying guest applications on the local
host, and a built-in Remote Desktop Protocol (RDP) server that provides complete access to a guest
from a remote client. At the core is the hypervisor, implemented as a ring 0 (privileged) kernel
service. Figure 1.2 shows the relationships between all of these components.
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Figure 1.2: Architecture of an Oracle VirtualBox

The kernel service consists of a device driver named vboxsrv, which is responsible for tasks such as
allocating physical memory for the guest virtual machine, and several loadable hypervisor modules for
things like saving and restoring the guest process context when a host interrupt occurs, turning
control over to the guest OS to begin execution, and deciding when VT-x or AMD-V events need to be
handled.

The hypervisor does not get involved with the details of the guest operating system scheduling.
Instead, those tasks are handled completely by the guest during its execution. The entire guest is run
as a single process on the host system and will run only when scheduled by the host. If they are
present, an administrator can use host resource controls such as scheduling classes and CPU caps or
reservations to give very predictable execution of the guest machine.

Additional device drivers will be present to allow the guest machine access to other host resources
such as disks, network controllers, and audio and USB devices. In reality, the hypervisor actually does
little work. Rather, most of the interesting work in running the guest machine is done in the guest
process. Thus the host's resource controls and scheduling methods can be used to control the guest
machine behavior.

In addition to the kernel modules, several processes on the host are used to support running guests.
All of these processes are started automatically when needed.

1.1 Challenges in Monitoring the Oracle VirtualBox

What makes monitoring an Oracle VDI infrastructure a challenge is the large number of virtual
desktops that will typically be configured on the VirtualBoxes and the large number of users to the
desktops. While it can be very difficult to keep track of which user is accessing which desktop on which
VirtualBox, the live and automatic migration of desktops to other VirtualBoxes (if any) in the
environment only compounds the problem. To make matters worse, the users to the VDI service
demand from the virtual desktops the same quality of service that they are used to receiving from
their physical desktops. This means, quick access, uninterrupted connectivity, and stable operations
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will be the criteria on which the user experience with the VDI service will be judged. Non-availability of
a desktop when a user needs it, or slowdowns in desktop operations caused by a resource contention
at the desktop-level or at the host-level may result in a deluge of user complaints and a bevy of
dissatisfied users. To avoid this, service desk should be able to:

» Continuously monitor the user activity to the virtual desktops operating on a VirtualBox;
» Know which user accessed the desktop on which VirtualBox at what time;

» Track the powered-on state of desktops;
>

Study the resource usage patterns of the virtual desktops to nail the root-cause of resource
contentions - is it owing to a resource-hungry desktop? or a resource-starved host?;

» Promptly alert users to potential resource drains on desktops or a sudden change in the
desktop state, much before users notice the difference!

1.2 eG's Solution to Oracle VirtualBox Monitoring

The specialized Oracle VirtualBox monitoring model addresses all the requirements outlined above and
more! This 100%, web-based solution employs a single eG agent to perform detailed 'In-N-Out'
monitoring of the virtual desktops operating on an Oracle VirtualBox.

u"l Virtual Desktop e
u’L Oracie VDI VMs

u1 Application Processes [ 2
u‘l Network -
u1 Operating System r—

Figure 1.3: The layer model of Oracle VirtualBox

The metrics collected by this eG agent report on the percentage of the Oracle VirtualBox host's
resources that each of the VMs on the server are using - i.e., the relative loading of the guest VMs.
This represents the view of how a guest VM and its applications are doing - from the “outside” - i.e.,
from outside the guest VM.

In addition, the eG agent also connects to each guest VM that is currently powered on and determines
the guest OS version, the name(s) of the users who are logged on, the applications they are
accessing, and the resource usage of the applications running inside the guest (as seen from within
the guest operating system). This represents the view from within the guest operating system - i.e.,
the “inside” view.

In addition, the same agent can also track the critical processes running on the Oracle VirtualBox host
and their resource usage, the network connection to the host, and the TCP connectivity of the host,
and thus report on the overall health of the host.

The agent is also capable of capturing and reporting on the live migration of desktops from one
VirtualBox to another.
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Based on the monitoring approach chosen, you can deploy this eG agent on the VirtualBox itself or on
any remote Windows/Linux/Solaris host in the environment. Section 1.3 discusses both these
deployment models in detail.

1.3 Agent Deployment Models

eG Enterprise allows administrators the flexibility to choose between the agent-based and agentless
approaches to monitoring the Oracle VirtualBox.

1.3.1 The Agent-based Monitoring Approach

The agent-based approach requires that the eG agent be installed on the host operating system of the VirtualBox.
Since Oracle VDI comes bundled with an Oracle VirtualBox that runs an Oracle Solaris operating
system, you need to install a Solaris eG agent on the host. To know how to install an eG agent on
Solaris, refer to the eG Installation Guide.

. & SinglaAgent)
Oracle VirtualBox e S

Virtual Virtual Virtual Virtual Virtual Virtual
Desktop Desktop Desktop Desktop Desktop Desktop
» o P ) ® ® égz‘

fi. ™ [ (e = |

Figure 1.4: Agent-based monitoring of the Oracle VirtualBox

This agent should then be configured to communicate with the Oracle VirtualBox via SSH and run
privileged Virtual Desktop Access (VDA) commands on the Oracle VirtualBox to determine the health
of the host, to discover the IP address and operating system of each of the guests on the host, and to
report how each guest has utilized the host's physical resources (i.e., outside view). For connecting to
the target Oracle VirtualBox via SSH, the eG agent has to be configured with the credentials of a user
with the required privileges. Also, to enable the eG agent to run VDA commands on the host, a sudo
package has to be installed on the VirtualBox. To know how, refer to Section 1.4 below.

Once the guests are discovered, the eG agent remotely communicates with each guest using
SSH/WMI (depending upon the operating system of the guest) to obtain the "inside view" of every
guest. To establish this remote connection with Windows VMs in particular, eG Enterprise requires that
the eG agent be configured with domain administrator privileges. In high-security environments,
where the IT staff might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be preferred. In such
environments therefore, eG Enterprise provides administrators the option to deploy a piece of
software called the eG VM Agent on every Windows VM, which allows the eG agent on the service
console to collect “inside view” metrics from the VMs without domain administrator rights. Refer to Section
1.5 for more details on the eG VM Agent.
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1.3.2 The Agentless Monitoring Approach

The agentless approach to monitoring the Oracle VirtualBox involves the following:

>
>
>

Deploying the eG agent on a remote system running Microsoft Windows or Linux or Solaris;
Configuring the remote eG agent to communicate with the target VirtualBox via SSH;

Configuring the remote eG agent to run Virtual Desktop Access (VDA) commands on the
VirtualBox to perform guest discovery and to collect host-level and 'outside view' metrics; to
run these commands, you need to install a sudo package on the VirtualBox - refer to Section
1.4 to know how.

Configuring the remote eG agent to collect performance metrics from each of the guest VMs
configured on the VirtualBox using SSH/WMI; by default, the eG agent uses SSH/WMI
(depending upon the virtual OS to be monitored) to communicate remotely with the virtual
machines on the VirtualBox (see Figure 1.5) and collect metrics. To establish this remote
connection with Windows VMs in particular, eG Enterprise requires that the eG agent be
configured with domain administrator privileges. In high-security environments, where the IT
staff might have reservations about exposing the credentials of their domain administrators,
this approach to extracting “inside view” metrics might not be preferred. In such environments
therefore, eG Enterprise provides administrators the option to deploy a piece of software
called the eG VM Agent on every Windows VM, which allows the eG agent to collect “inside view”
metrics from the VMs without domain administrator rights. Refer to Section 1.5 for more details on
the eG VM Agent.
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Figure 1.5: The Agentless approach to monitoring the Oracle VirtualBox

Regardless of the monitoring approach chosen, certain pre-requisites need to be fulfilled before
attempting to monitor the Oracle VirtualBox. Section 1.4 below discusses these pre-requisites.

1.4 Pre-requisites for Monitoring the Oracle VirtualBox

This section details the pre-requisites that need to be fulfilled for monitoring an Oracle VirtualBox in
an agent-based and an agentless manner.

1.4.1 Pre-requisites for Monitoring the Oracle VirtualBox in an Agent-based

Manner

1.4.1.1 General Pre-requisites

Enable the eG agent to communicate with the eG manager port (default: 7077).
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1.4.1.2 Pre-requisites for Auto-Discovering VMs and Obtaining their
"Outside View"

» Ensure that the eG agent is able to connect to the target VirtualBox via SSH.

» Make sure that the SSH port (default: 22) is opened for communication between the eG agent
and the Oracle VirtualBox.

» Configure all the tests that the eG agent executes with the name and password of a user who
has the right to access the target Oracle VirtualBox via SSH.

» To enable the eG agent to run VDA commands on the VirtualBox, install the sudo package on
the VirtualBox. To install this package, do the following:

o Login to the Solaris system hosting the VirtualBox as a root user.

o To download the sudo package, connect to the URL:
http://sysinfo.bascomp.org/solaris/installing-sudo-on-solaris/

o If the Solaris processor is Intel based, download the file TCMsudo-1.8.2-
i386.pkg.gz from the web site mentioned above. On the other hand, if
the Solaris host uses a SPARC processor instead, download the file
TCMsudo-1.8.2-sparc.pkg.gz from the web site.

o Download the chosen file to any location on the VirtualBox host (say,
[tmp).

o From the Solaris prompt, switch to the directory hosting the
downloaded package and unzip the compressed package using the
following command:

gunzip <package_name>
For instance:
gunzip TCMsudo-1.8.2-sparc.pkg.gz

o Then, install the package by issuing the following command at the
prompt:

pkgadd -d <package name>
For instance:
pkgadd -d TCMsudo-1.8.2-sparc.pkg

o Once installation is complete, you will find that the package is installed
in the lusr/locall folder on the Solaris host.

» All the tests run by the eG agent should be configured with the full path to the install directory
of the sudo package;

1.4.1.3 Pre-requisites for Obtaining the "Inside View" of Windows
VMs, using the eG VM Agent

» Install the eG VM Agent on each Windows VM. For details on how to install the eG VM Agent,
refer to Section 1.5 of this document.

» Enable the eG agent to communicate with the port at which the eG VM Agent listens (default
port: 60001).
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>

Set the INSIDE VIEW USING flag for all the “inside view"” tests to eG VM Agent (Windows).

1.4.1.4 Pre-requisites for Obtaining the "Inside View" of VMs, without

using the eG VM Agent

Ensure that the eG agent has IP connectivity to at least one of the network interfaces of the
VMs.

Typically, the Windows File and Print Sharing port is 139. Enable the eG agent to communicate
with this port.

The ADMINS$ share should be enabled for all Windows-based virtual guests being monitored and
the administrative account must have permissions to this share drive. Refer to Section 1.6.1 of
this document for a step-by-step procedure to achieve this.

To enable the eG agent to communicate with the Windows VMs, an administrative account
login and password (either a local account or a domain account) must be provided when
configuring the eG monitoring capabilities.

In case of VMs with the Windows XP/Windows 2003/Windows 2008/Windows Vista/Windows 7
operating systems, the firewall on the guest should be explicitly configured to allow Windows
File and Print Sharing services which are required for the agent to communicate with the guest
operating system. Refer to Section 1.6.2 of this document for a step-by-step procedure to
achieve this.

Set the INSIDE VIEW USING flag for all the “inside view” tests to Remote connection to VM
(Windows).

For monitoring a Linux/Solaris VM, the SSH port (TCP port 22) must be enabled for
communication between the eG agent and the VM being monitored.

1.4.2 Pre-requisites for Monitoring the Oracle VirtualBox in an Agentless

Manner

1.4.2.1 General Pre-requisites

>
>

Enable the remote agent to communicate with the eG manager port (default: 7077).

If VMs running on multi-byte operating systems are to be monitored (eg., Windows Japanese),
then the remote agent monitoring such VMs should also run on a multi-byte operating system.

1.4.2.2 Pre-requisites for Auto-Discovering VMs and Obtaining their

Y

"Outside View"
Ensure that the remote agent has IP connectivity to the target VirtualBox.
Ensure that the remote agent can connect to the target VirtualBox via SSH.

Configure all the tests that the remote agent executes with the name and password of a user
who is privileged to access the VirtualBox via SSH.

To enable the remote agent to run VDA commands on the VirtualBox, a sudo package has to
be installed on the VirtualBox host; to know how to install the sudo package, refer to Section
1.4.1.2 above.

After the sudo package is installed, perform the following steps on the VirtualBox host:

o Login to the host as a root user;




Introduction

o At the command prompt of the host, issue the following command to
create a new user:

useradd —-d /export/home/<username> —-m <username>
For instance:
useradd -d /export/home/eguser —-m eguser

o Next, issue the following command to set a password for the above
user:

passwd <username>
o When prompted to provide the password, specify the same.

o Then, proceed to edit the sudo script by issuing the following
command:

usr/local/sbin/visudo
o Add the following entry to the script:
<username> ALL=NOPASSWD:/usr/bin/VBoxManage

» All the tests run by the eG agent should be configured with the full path to the install directory
of the sudo package;

1.4.2.3 Pre-requisites for Obtaining the "Inside View" of Windows
VMs, using the eG VM Agent

» Install the eG VM Agent on each Windows VM. For details on how to install the eG VM Agent,
refer to Section 1.5 of this document.

» Enable the remote agent to communicate with the port at which the eG VM Agent listens
(default port: 60001).

» Set the INSIDE VIEW USING flag for all the “inside view” tests to eG VM Agent (Windows).

1.4.2.4 Pre-requisites for Obtaining the "Inside View" of VMs, without
using the eG VM Agent

» Ensure that the remote agent has IP connectivity to at least one of the network interfaces of
the VMs.

» The ADMINS share should be enabled for all Windows-based virtual guests being monitored and
the administrative account must have permissions to this share drive. Refer to Section 1.6.1 of
this document for a step-by-step procedure to achieve this.

» To enable the remote agent to communicate with the Windows VMs, an administrative account
login and password (either a local account or a domain account) must be provided when
configuring the eG monitoring capabilities.

» In case of VMs with the Windows XP/Windows 2003/Windows 2008/Windows Vista/Windows 7
operating systems, the firewall on the guest should be explicitly configured to allow Windows
File and Print Sharing services which are required for the remote agent on the vSphere/ESX
host to communicate with the guest operating system. Refer to Section 1.6.2 of this document
for a detailed procedure.
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» For monitoring a Windows VM, TCP port 139 must be accessible from the remote agent to the
VM.

» For monitoring a Linux/Solaris VM, the SSH port (TCP port 22) must be enabled for
communication between the remote agent and the VM being monitored.

» For obtaining the "inside view" of VMs running Windows Vista/Windows 7/Windows 2008
operating systems, the eGurkhaAgent service of the eG remote agent should be configured to
run using domain administrator privileges. Refer to the eG User Manual for the procedure. For
obtaining the "inside view" of other Windows VMs however, the remote agent service requires
no such privileges.

» Set the INSIDE VIEW USING flag for all the “inside view” tests to Remote connection to VM
(Windows).

1.5 Configuring the eG Agent to Obtain the Inside View of
Windows VMs, using the eG VM Agent

To provide the inside view of a Unix VM, the eG agent uses secure shell (SSH). To obtain the inside
view of a Windows VM, the eG agent offers two options. The first option uses Windows File & Print
Sharing services to push monitoring components to the VMs. These monitoring components are then
executed on the VM to collect metrics from the VMs. To push monitoring components to the VM and to
periodically invoke these components, the eG agent requires domain administrator privileges to all the VMs
being monitored.

In many production environments, strict security restrictions are enforced, and it may not be possible
to configure a monitoring solution with domain administration privileges for each of the VMs. To
handle such environments, the eG VM monitor uses a lightweight monitoring component called the eG
VM Agent, which is installed inside each of the VMs to obtain metrics regarding the health of the VMs.
The eG VM Agent can be best described as a software that can be installed on the Windows virtual
machines of a virtual infrastructure to allow a single eG agent to obtain an inside view of these VMs,
without domain administrator privileges.

Users have multiple options to choose from when it comes to installing the eG VM Agent. These
options have been discussed below:

» Manually install the eG VM Agent on every Windows VM using the executable that eG
Enterprise includes;

» Bundle the eG VM Agent as part of a template VM, and use this template to create multiple
VMs; this way, the eG VM Agent is automatically available in all the VMs that are created
using the template;

» Use a software distribution solution such as Microsoft System Center to distribute the eG
VM Agent software to existing VMs from a central location;

Use the install procedure that is ideal for your environment, and quickly get the eG VM Agent up and
running. The detailed manual installation procedure has been discussed hereunder:

1. To install the eG VM Agent on a 32-bit VM, double-click on the eGVMAgent.exe, and to install the
same on a 64-bit VM, double-click the eGVMAgent_64.exe.

2. Figure 1.6 then appears. Click on the Next button in Figure 1.6 to continue.
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eGYmAgent Setup @

Welcome

Welcome to the eGVmégent Setup program. This program
willinstall the eGVirdgent on your computer, It is strongly
recommended that you ext al windows program before
unning thiz Setup program.

fack  § Ne> | | Cancel |

Figure 1.6: Welcome screen of the eG VM Agent installation wizard

3. When Figure 1.7 appears, click on Yes to accept the displayed license agreement.

eGYmAgent Setup

License Agreement
Please read the folowing license agreement carefuly

Piazs the PAGE DOWN key to s=e the rest of the agieement.

END USER LICENSE AGREEMENT FOR THE &G Products

IMPORTANT: PLEASE REVIEW CAREFULLY

By choosing "Yes" when prompled to sccept this icense sgreement

of by instaling the software, you are conzenting to be bound by and

are becoming a party to this agreement, If you do not agree o all of

the terms of thiz agreement, choose the "No'* cpbion and DO NOT INSTALL &

Do you accept all the teims of the preceding Licenze Agreement? If you

zelect No, the setup will cloge. To nstall eGYmdgent, you must accept this
agreement.

[ <Bock || Yes [ No |

Figure 1.7: Accepting the license agreement

4. Use the Browse button in Figure 1.8 to indicate the location in which the agent should be installed,
and click the Next button to proceed.
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eGYmAgent Setup

Choose Destination Location
Select folder whete setup wil instal fles

Setup wil install eGVmbgent in the following folder.

To matall to this folder, chick Mext. To mstall to a diferent folder, cick Browse and select
another foldes,

Destnation Folder

Ch

[ <Back || Mew> | [ Ccancel |

Figure 1.8: Specifying the install directory of the eG VM Agent

5. Next, specify the port at which the VM agent listens for requests from the eG agent. The default
port is 60001. After port specification, click on the Next button in Figure 1.9 to proceed.

eGYmAgent Setup
eGVmAgent Setup

Pleasa enter the TCPAP Port on which the eGVYmbgent canun.

eliVmbgent Port
fooo]

[ < Back ][ Mex! > ][ Cancel ]

Figure 1.9: Specifying the VM agent port

6. A summary of your specifications then follows (see Figure 1.10). Click Next to proceed.

11
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eGYmAgent Setup
eGVYmAgent Setup

The Setup has enough information to start copying the peogram fles. If you want to review o
change any sellings, click Back. If you are satisfied with the setlings, chck Nest to begin
copying fles.

Current Settings:

|Destination Folder : [
|eGYmagent Port ; 0001

[ <Back || New> | | caxel |

Figure 1.10: A summary of your specifications

7. Finally, click the Finish button in Figure 1.11 to complete the installation.

eGVmAgent Setup

Setup has completed istalng the eGYmébgent

Figure 1.11: Finishing the installation

1.5.1 Communication between the eG Agent and the eG VM Agent

At the time of the installation of the eG VM agent, a folder named eGVMAgent is created in the install
destination specified. The setup program also creates a Windows Service named eGVMAgent on the
Windows VM. This service must be running for the eG agent to obtain the inside view of the virtual
machine.

Upon successful installation, the eG VM agent starts automatically and begins listening for requests at
default TCP port 60001. However, if, during the installation process, you have configured a different
port for the eG VM agent, then, after completing the installation, follow the steps below to make sure
that the eG agent communicates with the eG VM agent via the port that you have configured:

» Login to the eG manager host.

12
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A\

Edit the eg_tests.ini file in the <EG_INSTALL_DIR>\manager\config directory.

» The WmilnsideViewPort parameter in the [AGENT_SETTINGS] section of the file is set to 60001 by
default. If the eG VM agent’s port is changed at the time of installation, then you will have
to ensure that this parameter reflects the new port. Therefore, change the default port
specification accordingly.

» Save the file.

At configured intervals, the eG agent issues commands to each of the eG VM Agents (using the TCP
port configured during the VM agent installation). The eG VM Agent executes the commands, collects
the “inside view” metrics from the Windows VM, and sends the output back to the eG agent. The eG
agent then analyzes the metrics and informs the eG manager about the status of the Windows VMs.

1.5.2 Licensing of the eG VM Agent

The eG VM Agent is not license-controlled. Therefore, you can install and use any number of VM
agents in your infrastructure.

1.5.3 Benefits of the eG VM Agent
The eG VM Agent offers several key benefits:

» 1Ideal for high-security environments: The eG VM Agent is capable of collecting “inside
view” metrics from Windows VMs, without domain administrator privileges. It is hence
ideal for high-security environments, where administrators might not be willing to expose
the credentials of the domain administrators.

» Easy to install, configure: The eG Enterprise Suite offers users the flexibility to choose
from multiple methodologies for installing the eG VM Agent on the target VMs. Even a
manual installation procedure, would not take more than a few minutes. Moreover, since
the eG VM agent communicates only with the eG agent and not the eG manager, no
additional configuration needs to be performed on the VM agent to facilitate the
communication. In addition, the VM agent starts automatically upon installation, thereby
saving the time and trouble involved in manually starting each of the VM agents.

» License independent: Since the eG VM agent is not license-controlled, you can add any
number of VM agents, as and when required, to your environment.

1.6 Configuring Windows Virtual Machines to Support the eG
Agent’s Inside View without the eG VM Agent

For the "inside" view, by default, the eG agent uses SSH/WMI (depending upon the virtual OS to be
monitored) to communicate remotely with the virtual machines on VirtualBox and collect metrics. To
establish this remote connection with Windows VMs in particular, eG Enterprise requires that the eG
agent be configured with domain administrator privileges. Besides, the INSIDE VIEW USING flag of all
“inside view” tests should be set to Remote connection to a VM (Windows).

In addition, the following pre-requisites need to be fulfilled:
» The ADMINS share will have to be available on the Windows guests
» The Windows Firewall should be configured to allow Windows File and Print Sharing

The sections to come discuss the procedure to be followed for fulfilling the 2 requirements above.

13
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1.6.1 Enabling ADMIN$ Share Access on Windows Virtual Guests
1.6.1.1 Enabling ADMIN$ Share Access on Windows 2000/2003 VMs

If the ADMIN$ share is not available on any Windows-based virtual guest, create the share using the
procedure detailed below:

1. Open the Windows Explorer on the virtual machine, browse for the corresponding Windows
directory in the C drive, right-click on it, and select the Sharing option from the shortcut menu.

2. If the ADMIN$ share does not pre-exist on the Windows guest, then Figure 1.12 appears indicating
the same.

General Sharing I Securityl

S

| You can share this folder among other users on your
k./‘ network. To enable sharing for this folder, click Share this
folder.

are this folder

Share name I

Comment I
Wser firmit & W awirum d
(ol I _|:I Users

To set permissions for how users access this
folder over the network, click Permissions.

Bermissions

To configure settings for Offline access to
this shared folder, click Caching.

ok | cancel | sy

Figure 1.12: The ADMIN$ share does not exist

On the other hand, if the ADMIN$ share pre-exists, Figure 1.13 appears. In such a case, first,
remove the ADMIN$ share by selecting the Do not share this folder option from Figure 1.13 and clicking
the Apply and OK buttons. After this, you will have to repeat step 1 of this procedure to open Figure
1.12. Then, proceed as indicated by step 3 onwards.

14
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General Sharing | Securityl

network. To enable sharing for this folder, click Share this

i] ‘You can share this folder among other users on your
folder.

" Do not share this folder

Share name: lADMINs _vJ
Comment: l
User limit {* Mavimum allowed

s Allov_vl___é__l’ Users

To set permissions for how users accessthis — permissions I
folder over the network, click P ns.

To configure settings for Offline access to Cachi
this shared folder, click Caching. ﬂ]
New Share |
ok | cancel | appy |

Figure 1.13: Admin$ share pre-exists

3. To create (or re-create) the ADMIN$ share, select the Share this folder option from Figure 1.14, and
provide ADMINS share against the Share name text box (see Figure 1.14).

General Sharing I Secuity |

You can share this folder among other users on your
network. Ta enable sharing for this folder, click Share this
folder.

" Do not share this folder
(¢ Share this folder

Share hame: |AD MINS

LComment: I

User limit: & Maximum allowed

" Allow l _,j Users
To set permissions for how users access this Permissions I
folder over the network, click Permissions. —

Tao configure settings for Offine access to Eacki
this shared folder, click Caching. ﬂl

oK I Cancel Apply

Figure 1.14: Creating the ADMIN$ share

4. Next, to enable the eG agent to communicate effectively with the Windows guest, you need to
ensure that the permission to access the ADMIN$ share is granted to an administrative user
(local/domain); also, the credentials of this user should be passed while configuring the eG monitoring

15
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capabilities - i.e., while configuring the VMware tests. To grant the access permissions, click on the
Permissions button in Figure 1.14.

5. By default, the ADMIN$ share can be accessed by Everyone (see Figure 1.15). To grant access rights
to a specific administrative (local/domain) user, select the Add button in Figure 1.15. When Figure
1.16 appears, select the domain to search from the Look in list. The valid user accounts configured
on the chosen domain then appear in the box below. From this box, choose the administrator's
account and click on the Add button to add the chosen user account to the box below the Add
button.

Permissions for ADMINS i 21x]

Share Permissions |

— I |A§dl

ﬁ? Everyone
Remove |

Permissions: Allow Deny
Full Control O
Change (|
Read O

0OK I Cancel I Spply

Figure 1.15: Clicking the Add button

21
Lookin: [ CHN EGURKHA.COM =
Name | In Folder IZ'
= == |

€7 ANONYMOUS LOGON

@Aulhenlicaled Users

T BATCH

€7 CREATOR GROUP

€T CREATOR OWNER

€7 DIALUP

€7 ENTERPRISE DOMAIN CONTROLLERS |

&dd I Check Names

eGtest (eqtest@CHN.EGURKHA COM

0K | cencel |

Z

Figure 1.16: Selecting the administrative user to whom access rights are to be granted

6. Finally, click the OK button. You will then switch to Figure 1.17, where the newly added
administrator account will appear.
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Permissions for ADMINS § ﬂﬂ

Share Permissions I

Name | Add...
!ﬁ Domain Admins [CHNAD omain Admins)
R} cGitest [etest@CHN EGURKHA. COM) _ Bemove |
!ﬁ Everyone
Permissions: Allow Deny
Full Control O
Change O
Read O

0K I Cancel Apply

Figure 1.17: The administrator account granted access permissions

7. Select the newly added administrator account from Figure 1.17, and then, using the Permissions
section, grant the administrator Full Control, Change, and Read permissions.

8. Finally, click the Apply and OK buttons in Figure 1.17 to register the changes.

9. Once you return to Figure 1.18, click on the Security tab to define the security settings for the
ADMINS share (see Figure 1.18).

General | Sharing Securty I

Narne - I B
ﬁi Administrators (EGURKHA32\Administratc

€7 CREATOR OWNER ﬂl
@ Everyone b

gz Power Users (EGURKHA32\Power Users

SYSTFM ¥
4 | »

Permissions: Allow  Deny
Full Control O
Modify O
Read & Execute m|
List Folder Contents O
Read O
Wite O

Advanced... I

u Allow inheritable permissions from parent to propagate to this
object

ok | cancel | spob |

Figure 1.18: Defining the Security settings for the ADMIN$ share
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10. Here again, you need to add the same administrator account, which was granted access
permissions earlier. To do so, click the Add button in Figure 1.18, pick a domain from the Look in
list of Figure 1.19, select the said administrator account from the domain users list below, and
click the Add button (in Figure 1.19) to add the chosen account. Then, click the OK button in

Figure 1.19.

1 Select Users, Computers, or Groups _ ,_"_LE]

Lookin: |2 CHN.EGURKHA.COM =

Name | In Folder I ;I
= |

€7 ANONYMOUS LOGON

@Authenticated Users

€T EATCH

€7 CREATOR GROUP

€7 CREATOR DWNER

€7 DIsLUP

€T ENTERPRISE DOMAIN CONTROLLERS =l

&dd I Check Names I

eGtest [eqtest@CHN.EGURKHA. COM

oK Cancel

4

Figure 1.19: Adding the administrator account

11. This will bring you back to Figure 1.18, but this time, the newly added domain administrator
account will be listed therein as indicated by Figure 1.20.

Generall Sharing  Security I

Name A Add...
ﬁ Administrators (EGURKHA32\Administratc
€7 CREATOR OWNER ﬂl
ey 7 citest (egtest@CHN.EGURKHA.COM)
ﬂz Everyone
Peauwer | lsars (FRHBKHAAPamer | | sers—
4 l »
Permissions: Allow  Deny
Full Control
Modify O
Read & Execute m|
List Folder Contents O
Read O
Wiite O

Advanced... I

u Allow inheritable permissions from parent to propagate ta this

object
oK I Cancel l Apply I

Figure 1.20: The Administrator account in the Security list

12. Finally, click the Apply and OK buttons in Figure 1.20.
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1.6.1.2 Enabling ADMIN$ Share Access on Windows 2008 VMs
To enable the ADMIN$ share on a Windows 2008 VM, do the following:

1. Open the Windows Explorer on the virtual machine, browse for the corresponding Windows
directory in the C drive, right-click on it, and select the Share option from the shortcut menu.

#, 0520085TD [_[ox]
= .
L ]V L ~ Computer v OS20085TD {C:) ~ 52 @J lii&ahih @
Organize v =S Wiews v [27Open 23 Share &) Burn (7]
Favorite Links Mame ~ ] vI Date modified | v] Type ] vI Size I vl Tags ] ¥ &
(3. 2008PACK 3/4/2009 3:45PM  File Folder
[ Documents LG40 1125/2008 5:03... File Folder
EE Pictures eginstallation 7/21/2009 5:41 PM  File Folder
& Music | equrkha 7/27/2009 5:10 PM  File Folder
J} Recently Changed . equrkha_backup 11/24/2008 4:33... File Folder
PEJ e . EGURKHA _old 7/11/2009 4:23PM  File Folder
. inetpub o 008 10:40... File Folder
p);able Installshiel  gypioe 009 3:25PM  File Folder
2 jdk1.5.0_; 008 2:36 PM  File Folder
v €. 2009 1:56 PM  File Folder
MyTnstallsl (3 WinZip ¥ 2009 9:47 AM  File Folder
| New Foldg  Restore previous versions  nog 2:20 PM  File Folder
. PerfLogs send To ) 2008 3:10PM  File Folder
. Program F 2009 6:05PM  File Folder
) sk Cut /2008 11:4... File Folder o
TempEl4 Copy 2008 5:02 PM  File Folder
) Testing Create Shortcut 2009 6:21 PM Ffle Folder
. Users 2008 12:13... File Folder
Delete
Using_WM 009 3:10PM  File Folder
. wm_agent|  Properties 12008 7:15... File Folder
: ¥ File Folder
[ abc 4/6{2009 2:59 PM  Text Document 34 KB
[B]abe 4/6{2009 3:05PM  YBScript Script File 1KB
ROOTSFCT.RAK FI25120NA 5:N7 AM  RAK File AKR Z
Folders | [ »

Figure 1.21: Selecting the Share option from the shortcut menu

2. Figure 1.22 will then appear. Click on Advanced Sharing in Figure 1.22.
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' Windows Properties E2

General Sharing ISecurity] Previous\/ersionsl

— Network File and Folder Sharing
i Windows
Not Shared

Network Path:
Mot Shared

Share,..

—Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

Advanced Sharing... i

0K Cancel Zpply |

Figure 1.22: Cicking on Advanced Sharing
3. Select the Share this folder check box in Figure 1.23 that appears, enter ADMIN$ against Share name,

and click on the Permissions button in Figure 1.23, to allow only a local/domain administrator to
access the folder.

Advanced Sharing E3

[V Share this folder

~ Settings
Share name:
| ADMIng

&dd I Remove I

Limit the number of simultaneous users to: I 167??:3:

Comments:

Caching |

OK I Cancel | Apply

Figure 1.23: Enabling the ADMIN$ share

When Figure 1.24 appears, click on the Add button therein.
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. Permissions for ADMINS B3

Share Permissions I

Group or user names:

Add... | Remove |
Permissions for Everyone Allow Deny
Full Control O O
Change O a
Read O

Learn about access control and permissions
0K I Cancel Spply

Figure 1.24: Clicking on the Add button

4. To allow a domain administrator to access the folder, first, ensure that a valid domain is specified
in the From this location box of Figure 1.25. If you want to grant access to a local administrator
instead, ensure that the name of the local host is displayed in the From this location box. To change
this specification, use the Locations button in Figure 1.25. Then, enter the name of the
local/domain administrator in the Enter the object names to select text area, and click the OK button.

Select Users, Computers, or Groups | 2]

Select this object type:

|Users, Groups, or Built-in security principals Object Types...

From this location:
ICHN.E GURKHA.COM Locations...

Enter the object names to select [examples):
eGtest [eqtest@CHN.EGURKHA COM LCheck Names

FiG

Advanced... | oK I Cancel I

Z

Figure 1.25: Allowing a domain administrator to access the folder

5. The newly added user will be listed in the Group or user names section, as depicted by Figure 1.26.
Select this user, and then, check all the three check boxes under Allow in the Permissions for <user>
section in Figure 1.26. Then, click the Apply and OK buttons therein.
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B Permissions for ADMIN$
Share Permissions l

Group or user names:

2 eGtest [egtest@CHN. EGLURKHA.COM)
52 Everyone

Add... | Remove I

Permissions for eGtest

Allow Deny
Full Control O
Change a
Read O
Learn about access control and permissions
] 0K I Cancel Apply

Figure 1.26: Allowing full access to the local/domain administrator
6. When Figure 1.27 appears, click on the Apply and OK buttons therein to register the changes.

Advanced Sharing | X

[V share this folder

[ Settings

Share name:
| ADMINg

Add I Remove |

Limit the number of simultaneous users to:

I 1677723:

Comments:

Caching |

OK I Cancel I Apply

Figure 1.27: Applying the changes

Alternatively, by adding a new entry in the Windows registry, you can quickly enable the ADMINS$ share.
The steps for the same are discussed hereunder:

1. In Run prompt type regedit to open registry editor.

2. Browse through the following sub key:

HKEY_LOCAL_MACHINE\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\POLICIES\SYSTEM
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3. Create a new entry with the below information
o Key Name : LocalAccountTokenFilterPolicy
o Key Type : DWORD (32-bit)
o KeyValue: 1

4. Exit registry editor.

Note:

As with any change to the registry, ensure that the above-mentioned change is also performed
with utmost care, so as to avoid problems in the functioning of the operating system.

1.6.2 Configuring Windows Firewalls to Allow File and Print Sharing

In the case of virtual machines operating on Windows XP/Windows 2003/Windows 2008/Windows
Vista/Windows 7, the firewall on the guest should be explicitly configured to allow Windows File and
Print Sharing services which are required for the eG agent on the ESX host to communicate with the
guest operating system.

To achieve this, do the following:

1. Open the Virtual Infrastructure Client console, and from the tree-structure in its left pane, select
the guest OS (Windows XP/Windows 2003/Windows Vista/Windows 2008/Windows 7) on which
the firewall should be configured (see Figure 1.28).

[ 19216010215 - Virtual Infrastructure Client BEX]
Fle Edt View Inventory Adminstraton Help
Inwentory Admin [@

@ P i p & & vielropyo Qs VinslCOROM@eon) |1 G [ @
jin:

= [0 locahost Jocaldoman
@& eopodd
(@ eapooi2003s
= @ egpock2
= @ poolnpodl
@ 200
(&1 ooz
Zhserver
& egpoct2003
{5 Suselinux 9
{5 vm2000server
{5 win2003
£ wirp
o
®) 10067
Recent Tasks x
Harre [ Target [ S0 Tnkiated by € Tie | Start Tine Complete Tie ~
2] Logn @ conpleted oot 3/24/2007 9:21:55 PN 3[24/2007 S:21:56 P 3]24/2007 3:21:58 Pl
7 Logeet @ Completed fo0 3/29/2007 9:20:41 PN 3/24/2007 9:20:41 PM 3[24{2007 9:20:41 PIA
¥ Legn @ Completed root 3/24/2007 9:20:38 PN 3j24/2007 9:20:38 P 3j24/2007 9:20:38 P
7Y Logout @ Completed 3 3[24/2007 9:20:29PM  3[24/2007 $:20:29PM  3[24/2007 9:20:29 P v
7] Tasks 100t

Figure 1.28: Selecting the guest OS

2. Follow the menu sequence: Start -> All Programs -> Control Panel (see Figure 1.29), and then
double-click on the Windows Firewall option within.
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l@ 192.168.10.215 - Virtual Infrastructure Client

Fle Edk View Inventory Adminstraton Help

P

| Invertoy  Adnin

@ 9 @ 0 p @ &G veuslFoppy0 (D Vitusl COROM(KeD0) iﬂ [ =]
"= [ tocahost localdoman oD

= @ egpod
Stz Pafoimanca

Scanners and Cameras
Jscheduled Tasks
O security Center

Recent Tasks X
Nane. | Target E=T | Inkiated by | Time | Start Time: = | Compiste Tirme ~
Z) Logout @ Completed ro0k 4j2/2007 3:06:42 AN 4/2/2007 3:06:92 Al 4]2]2007 3:06142 Al
93 loon @ Comoleted o0t 44212007 3:06:39 AM 45212007 3:06:39 AWM 41212007 3:06:39 Al bd
| Tasks lroot

Figure 1.29: Opening the Windows Firewall

3. Figure 1.30 then appears, with the General tab selected by default.

l@ 192.168.10.215 - Virtual Infrastructure Client

Bl Edr View Ioventory Adminstraton Help

P

| Invertoy  Adnin

@ 9 @ 0 p @ &G veuslFoppy0 (D Vitusl COROM(KeDO) im 5] [[3‘;?5

= [ locahost localdoman S
= @ egpod
@ eopoot2003s Suenmary.Pafcmanca
+ @ spodiz o o]
B Zhserver «l b D seach [ Folders [T+
| G Qv © | P ot [
First Addess @ Control Panel
(B suselinuxs
&b vista v
&) vm2000server ﬂ’ Control Pane* =
2003 "2 Windows Firewall
g :MD
& =
&) Examplevm
indows Fi your compuler i
f omputer anetwork.
@ @ On (recommended) i
This settir all udside i i
Don't allow exceptions
bl v SECUI
locations, such as aiipoits. You wll ot i
inored. =1
o 12
). - il B )
Recent Tasks X
Nare | Target =T | tnkiated by | Time | Start Time. < | Complete Time ~
7Y Logn @ Completed o0t 4/2j2007 3:06:55 AM 422007 3:06:55 AWM 4/2/2007 3:05:55 A1 =
1 Loout @ Comoleted r00t 45202007 3:06:42 AN 41202007 3:06:42 Al 41212007 3:06:42 Al -
|5 Tasks Jroot

Figure 1.30: The General tab of the Windows Firewall dialog box

4. Deselect the Don't allow exceptions check box as indicated by Figure 1.31.
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Figure 1.31: Deselecting the 'Don't allow exceptions' check box

5. Next, click on the Exceptions tab, and ensure that the File and Printer Sharing option is enabled (see
Figure 1.32).

& 192.168.10.215 - Virtual Infrastructure Client WE X

Ele Edr View Inventory Administraton el

\ Invenioy  Adtin @
@« % m 0nlp @ & Vitual Floppy 0 & Vitual COROM(ide0:0) ] i T ¢ )
= [ locahost localdoman S
= @ egnod
Susnmany. Patimance
() egpoo2003s S Pert E
“ 00i2 =
e ;’:em, &’ Control Pan-! -
& egpod2003 Windows Firewall
First 2 e e
g Suse Linux 9 | General | Excepbon: | Advanced|
& vista ” %
See Also Windows Fi
g 200034 VoY’ progans and servicss sefected bebow
win2003 & Vindows Up
g :'"xp @) Help and il
& Examplevm Programs and Services:
) E
4 Remote Assistance.
D Remote Deskiop
OUPr® Framework
M winewesvc
[addPogam.. | [ addPor. [ Ea. | Delete
' 2 il A riifieabion sbhers Winrbvas Eisasl Bk 2 nncvam , )
< i 31
Recent Tasks X
Nare [ Target T [ nkiated by T Time | Start Tine | Compiete Tine ~
7Y Logn @ Completed oot 4/2/2007 3:06:55 AM 422007 3:06:55 AWM 4/2/2007 3:05:55 A1
21 Looust @ Comoleted r00t 45202007 3:06:42 AN 41202007 3:06:42 A1 41212007 3:06:42 Al )
7] Tasks 100t

Figure 1.32: Enabling 'File and Printer Sharing'

6. Then, click the Edit button in Figure 1.33 to open the ports required for the agent-guest
communication. Ensure that at least one of the listed TCP ports are enabled.
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Figure 1.33: Opening ports

7. Finally, click the OK button to register the changes.
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Monitoring the Oracle
VirtualBox

Figure 2.1 depicts the monitoring model of the Oracle VirtualBox.

OradleVBOXAgentiess:443 - Layers,

aihrfvd darde Ipiartepetct i

Virtual Desktop ]

Oracle VDI VMs

Application Processes

Network 3

Operating System

Siidiia

Figure 2.1: The layer model of the Oracle VirtualBox

Each layer of Figure 2.1 is mapped to a wide variety of tests that report a wealth of performance tests
using which administrators can find quick and accurate answers to the following performance queries:

» How many desktops are powered on simultaneously on the VirtualBox?

» Which users are logged on and when did each user login?

» How much CPU, memory, disk and network resources is each desktop taking?

» What is the typical duration of a user session?

» Who has the peak usage times?

» What applications are running on each desktop?

» Which VirtualBox is a virtual guest running on?

» When was a guest moved from a VirtualBox? Which VirtualBox was the guest moved to?
» Why was the guest migrated? What activities on the VirtualBox caused the migration?

The section below will take a closer look at each layer of Figure 2.1.
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2.1 The Operating System Layer

The tests mapped to this layer reveal the health of the VirtualBox host and hypervisor.

Operating System Search lo All

F3» DiskActivity
3> OiskSpace
Hypervisor Memory Details

C

Memory Usage
3> SystemDetails
Uptime

Figure 2.2: The tests mapped to the Operating System layer

The sections that follow will discuss the Hypervisor Memory Details test alone, as all other tests have been
discussed in the Monitoring Unix and Windows servers document.

2.1.1 Hypervisor Memory Details Test

If one/more desktops on a VirtualBox are responding slowly to user requests, and the "inside view" of
the desktops does not reveal anything untoward, then, you may want to focus on the measures
reported by this test as they can indicate whether/not there is any contention for memory resources
at the host-level. This is because, if the VirtualBox host has insufficient memory, it will adversely

impact the memory allocations to the desktops on that VirtualBox, and consequently stall desktop
operations.

This test closely monitors how the VirtualBox host and hypervisor use the physical memory resources,
and warns administrators of potential memory crunches (if any).

Purpose Closely monitors how the VirtualBox host and hypervisor use the physical memory
resources, and warns administrators of potential memory crunches (if any)
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access the VirtualBox via SSH.

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the specified HOST.
ORACLE HYPERVISOR USER - Specify the name of the user who has the right to

5. ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE

HYPERVISOR USER.

6. CONFIRM PASSWORD - Confirm the password by retyping it here.

7. SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

Outputs of the
test

One set of results for the Oracle VirtualBox being monitored

b SEEITEETE Measurement b SR Interpretation
made by the Unit
test Total physical | MB
memory:
Indicates the total
amount of physical
memory installed on
Oracle VirtualBox.
Used physical | MB Ideally, the value of this measure
memory: should be low.
Indicates the amount of
physical memory
currently used by the
VirtualBox.
Free physical | MB Ideally, the value of this measure
memory: should be high. A consistent decrease
. in the value of this measure is
Indicates the amount of o .
unused physical |nd.|cat|ve. of a steady memory erosion,
which if left unattended, can
memory on the significantly impact desktop
VirtualBox. L
functioning.
Physical memory | Percent A low value is desired for this measure.
utilization: If the value of this measure grows very
. close to 100%, it indicates that the
Indicates the

percentage of physical
memory utilized by the
VirtualBox.

VirtualBox will soon run out of physical
memory resources. Such an occurrence
can prove to be detrimental to not only
the health of the VirtualBox, but also
the desktops operating on it.

29




Monitoring the Oracle VirtualBox

Used hypervisor | MB If the Physical memory utilization
Physical memory: measure reports a very high value, take
Indicates the total a look at the value_reported by this
. measure to determine whether the
amount of  physical ) .
. processes executing on the hypervisor
memory currently being . .
- are consuming too much physical
used by the hypervisor.
memory.
Free hypervisor | MB A high value is desired for this

physical memory:

Indicates  the  total
amount of physical
memory free inside the
hypervisor.

measure. If the measure reports a very
low value, it indicates that the
hypervisor does not have adequate
memory for its operations.
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Ballooned hypervisor | MB Normally, to change the amount of
physical memory: memory allocated to a virtual machine,
one has to shut down the virtual

Indicates the total machine entirely and modify its

Ezﬁszéd b memgr:;e/ settings. With memory ballooning,
hypervisor Y memory that was allocated for a virtual

machine can be given to another virtual
machine without having to shut the
machine down.

When memory ballooning is requested,
the  VirtualBox allocates physical
memory from the guest operating
system on the kernel level and locks
this memory down in the guest. This
ensures that the guest will not use that
memory any longer; no guest
applications can allocate it, and the
guest kernel will not use it either.
VirtualBox can then re-use this memory
and give it to another virtual machine.

The memory made available through
the ballooning mechanism is only
available for re-use by VirtualBox. It is
not returned as free memory to the
host. Requesting balloon memory from
a running guest will therefore not
increase the amount of free,
unallocated memory on the host.

Effectively, memory ballooning s
therefore a memory overcommitment
mechanism for multiple virtual
machines while they are running. This
can be wuseful to temporarily start
another machine, or in more
complicated environments, for
sophisticated memory management of
many virtual machines that may be
running in parallel depending on how
memory is used by the guests.
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Shared memory: MB Shared Memory is a feature that
enables more desktops to run on Oracle

Indicates the total VDI Hypervisor hosts. By specifying an

physical memory amount of memory to be shared
shared between the
VMs between desktops, the Oracle VDI

hypervisor host's memory can be
automatically redistributed between
desktops as required.

The memory sharing percentage is the
amount of memory that can be used for
other desktops if a desktop does not
require the full amount of memory for
itself. For instance, if the desktop
memory size is 1 GB and memory
sharing is set to 40%, the desktop will
initially have around 600 MB of real
memory. The other 400 MB will be
made available to the desktop on
demand.

2.1.2 Processor Details Test

This test monitors the usage of processors by the Oracle VirtualBox, and thus reveals whether/not the
host is consuming CPU resources optimally. With the help of this test, you can quickly detect any
abnormal increase in CPU consumption by the VirtualBox host, determine the root-cause for the surge
(is it owing to resource-intensive kernel processes? user processes?), and take rapid remedial
measures, so that the problem can be contained before it affects the performance of the desktops
operating on that VirtualBox.

Purpose Monitors the usage of processors by the Oracle VirtualBox, and thus reveals
whether/not the host is consuming CPU resources optimally

Configurable 1. TEST PERIOD - How often should the test be executed
:):;at:zters D 2. HOST - The host for which the test is to be configured
3. PORT - Refers to the port used by the specified HOST.
4

ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

5. ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

6. CONFIRM PASSWORD - Confirm the password by retyping it here.

7. SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.
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Outputs of the
test

One set of results for the Oracle VirtualBox being monitored

L CEENTCIEILS Measurement L CEEITCIENL Interpretation
made by the Unit P
test
Total number of | Number
processors:
Indicates the total
number of processors
assigned to the Oracle
VirtualBox.
Online processors: Number
Indicates the number of
processors currently
utilized by the
VirtualBox.
CPU utilization: Percent Ideally, the value of this measure
. should be low. A high value is indicative
Indicates the . -
of excessive CPU consumption by the
percentage of processor . .
. VirtualBox. Under such circumstances,
time spent on kernel-
level and user you can use the values reported by the
rocessas Average user CPU utilization and the
P ' Average system CPU  utilization
measures to determine where the
processor time was spent the most - on
executing kernel-level processes or
user-level processes?
Average user CPU | Percent If the CPU usage of the VirtualBox is
utilization: very high, then the value of this
Indicates the measure will gnablg you to figure out
ercentade of Drocessor whether CPU-intensive user processes
p. 9 P are contributing to the CPU drain.
time spent on user
processes.
Average system CPU | Percent If the CPU usage of the VirtualBox is
utilization: very high, then the value of this
Indicates the measure will enaple y0l.,l to figure out
ercentage of Drocessor whether CPU-intensive system
p. 9 P processes are contributing to the CPU
time spent on kernel- .
. drain.
level processing.
Average idle CPU: Percent A high value for this measure indicates

Indicates the
percentage of processor
time spent idling.

that the processors have been idle for
too long a time.
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2.2 The Network Layer

Know whether the VirtualBox is available over the network or not, and promptly detect network traffic
congestions using the tests mapped to this layer. Since both the tests depicted by Figure 2.3 have
been dealt with in the Monitoring Unix and Windows Servers document, let us proceed to the next
layer.

51

ki > ) W Al |

Network
Network Traffic

|

Figure 2.3: The tests mapped to the Network layer

2.3 The Application Processes Layer

VBOXSVC is the VirtualBox service process. It keeps track of all virtual machines that are running on
the host. It is started automatically when the first guest boots. The Processes test mapped to this layer
monitors the availability and resource usage of this process and reports abnormalities (if any).

2 '
Application Processes search | ® Vlan

f v Processes
B Virtual box service

Figure 2.4: The Application Processes layer

Since the Monitoring Unix and Windows Servers document already explains how to configure the
Processes test and the measures it reports, let us proceed to the next layer.
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2.4 The Oracle VDI VMs Layer

The Oracle VDI VMs layer provides the host operating system’s view of the resource usage levels of each
of the virtual guests hosted on it. Using the information reported by this test, administrators can:

» Determine which of the guests is taking up more resources (CPU, memory, etc.) than the

others. This information can help with load balancing or capacity planning. For example, if
one of the guests is receiving a very high rate of requests compared to the others, this
guest may be a candidate for migration to another VirtualBox, so as to minimize the
impact it has on the other guests on the current VirtualBox.

Determine times when sudden or steady spikes in the physical resource utilization are
caused by the guest machines

Know which guest systems at what times experienced heavy session loads or unexpected
session logouts

Oracle VDI VMs Search | o VAl )

#~ Oracle vBox VM Details |

B orccentos52

B orclxpl

OravBoxLogin

VM status

2~ VM Connectivity U
W orccentos52
W orcixpl

Figure 2.5: The tests mapped to the Oracle VDI VMs layer

2.4.1 Oracle vBox VM Details Test

This test auto-discovers the desktops operating on a VirtualBox and reports the powered-on state, the
resource allocations, and the resource usage of each discovered desktop. In the process, the test
promptly points administrators to unavailable or resource-intensive desktops.

Purpose

Auto-discovers the desktops operating on a VirtualBox and reports the powered-on
state, the resource allocations, and the resource usage of each discovered desktop.
In the process, the test promptly points administrators to unavailable or resource-
intensive desktops

35




Monitoring the Oracle VirtualBox

Configurable
parameters for
the test

AW N

10.

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the specified HOST.

ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

CONFIRM PASSWORD - Confirm the password by retyping it here.

SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized
environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, *lin*, win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin* win*, vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.

IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.
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11.

12.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, °, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

» If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

> If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.
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If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

» If the guests belong to different domains - In this case, you might
want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In
this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

13. REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.
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14.

15.

REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is set to ‘Yes’'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.

DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG
suite embeds an optional detailed diagnostic capability. With this capability, the
eG agents can be configured to run detailed, more elaborate tests as and when
specific problems are detected. To enable the detailed diagnosis capability of
this test for a particular server, choose the On option. To disable the capability,
click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

» The eG manager license should allow the detailed diagnosis capability

» Both the normal and abnormal frequencies configured for the detailed
diagnosis measures should not be 0.

Outputs of the
test

One set of results for each desktop on the Oracle VirtualBox being monitored

Measurements
made by the
test

Measurement Measurgment Interpretation
Unit
Is virtual machine The table below displays the States that
powered on?: can be reported by this measure, and

Indicates whether this
desktop is powered-on State Value
or not currently.

their numeric equivalents:

Off 0

On 1

Note:

By default, this measure reports one of
the States listed in the table above. The
graph of this measure however will
represent the VM status using the
numeric equivalents - ‘0’ or '1’.

Total RAM size: MB

Indicates the amount of
memory allocated to
this desktop.
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Indicates the total
amount of video
memory allocated to
this desktop.

RAM utilization: Percent Ideally, the value of this measure
. should be low. A high value is indicative
Indicates the . .
of excessive memory consumption by a
percentage of allocated
- desktop. In the event of a slowdown,
RAM been utilized by .
this deskto you can compare the value of this
P measure across desktops to identify the
desktop that is memory-intensive, and
could hence be causing the slowdown.
Video memory: MB This sets the size of the memory

provided by the virtual graphics card
available to the guest, in MB. As with
the main memory, the specified amount
will be allocated from the host’s
resident memory. Based on the amount
of video memory, higher resolutions
and color depths may be available.
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Balloon memory:

Indicates the configured
balloon memory for this
desktop.

MB

Normally, to change the amount of
memory allocated to a virtual machine,
one has to shut down the virtual
machine entirely and modify its
settings. With memory ballooning,
memory that was allocated for a virtual
machine can be given to another virtual
machine without having to shut the
machine down.

When memory ballooning is requested,
the VirtualBox allocates physical
memory from the guest operating
system on the kernel level and locks
this memory down in the guest. This
ensures that the guest will not use that
memory any longer; no guest
applications can allocate it, and the
guest kernel will not use it either.
VirtualBox can then re-use this memory
and give it to another virtual machine.

The memory made available through
the ballooning mechanism is only
available for re-use by VirtualBox. It is
not returned as free memory to the
host. Requesting balloon memory from
a running guest will therefore not
increase the amount of free,
unallocated memory on the host.

Effectively, memory ballooning s
therefore a memory overcommitment
mechanism for multiple virtual
machines while they are running. This
can be wuseful to temporarily start
another machine, or in more
complicated environments, for
sophisticated memory management of
many virtual machines that may be
running in parallel depending on how
memory is used by the guests.

Number of VCPUs:

Indicates the number of
virtual CPUs allocated to
this desktop.

Number

User CPU utilization:

Indicates the
percentage of CPU time
spent by this desktop
on user processes.

Percent

If the CPU utilization of a desktop
appears to be increasing consistently,
then, you can use the value of this
measure to figure out where the CPU
time is being spent - on system
processes? or user processes?
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allocated CPU resources
used by this desktop.

Kernel CPU | Percent If the CPU utilization of a desktop
utilization: appears to be increasing consistently,
. then, you can use the value of this
Indicates the .
. measure to figure out where the CPU
percentage of CPU time . . .
. time is being spent - on kernel
spent by this desktop
processes? or user processes?
on kernel processes.
CPU utilization: Percent Compare the value of this measure to
Indicates the |dent_|fy th_e desktqp _that is running
CPU-intensive applications. Once the
percentage of the

desktop is identified, then, you can use
the User CPU utilization and the Kernel
CPU utilization measures to know where
the desktop is spending maximum CPU
time - on kernel processes? or user
processes?

2.4.1.1.1 Configuring Users for VM Monitoring

In order to enable the eG agent to connect to VMs in multiple domains and pull out metrics from
them, the eG administrative interface provides a special page using which the different DOMAIN
names, and their corresponding ADMIN USER names and ADMIN PASSWORDS can be specified. To
access this page, just click on the Click here hyperlink in any of the VM test configuration pages.

Disk Space - VM parameters to be configured for ovb:443 (Oracle VirtualBox)
[To configure users for this test Click here {4 —
ovB

TEST PERIOD

HOST

PORT : (443
* ORACLE HYPERVISOR USER eguser
* ORACLE HYPERVISOR PASSWORD

seessee

* CONFIRM PASSWORD sessees

* SUDCCMD /usr/local/bin/sudo

IGNORE VMS none
IGNCORE WINNT " Yes (& No
INSIDE VIEW USING Remote connection to VM (Windows) g
* DOMAIN mas
= ADMIN_USER eguser ®
* ADMIN_PASSWORD ssssese
* CONFIRM PASSWORD seessee
REPORT_BY_USER #Yes ( No
REPORT_POWERED_OS #Yes ( No

Figure 2.6: Configuring a VM test
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Upon clicking, Figure 2.7 will appear, using which the VM user details can be configured.

Domain : chn Admin User i egtest

Admin Pwd ;R kR AR Confirm Pwd AR R RS

Update

Figure 2.7: The VM user configuration page

To add a user specification, do the following:

1.

First, provide the name of the Domain to which the VMs belong (see Figure 2.7). If one/more VMs
do not belong to any domain, then, specify none here.

The eG agent must be configured with user privileges that will allow the agent to communicate
with the VMs in a particular domain and extract statistics. If none is specified against Domain, then
a local user account can be provided against Admin User. On the other hand, if a valid Domain name
has been specified, then a domain administrator account can be provided in the Admin User text
box. If key-based authentication is implemented between the eG agent and the SSH daemon of a
Linux guest, then, in the ADMIN USER text box, enter the name of the user whose
<USER_HOME_DIR> (on that Linux guest) contains a .ssh directory with the public key file named
authorized_keys. The ADMIN PASSWORD in this case will be the passphrase of the public key; the
default public key file that is bundled with the eG agent takes the password eginnovations.
Specify this as the ADMIN PASSWORD if you are using the default private/public key pair that is
bundled with the eG agent to implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the passphrase that you
provide while generating the pair. For the detailed procedure on Implementing Key-based
Authentication refer to Section 2.6 of this document.

The password of the specified Admin User should be mentioned in the Admin Pwd text box.
Confirm the password by retyping it in the Confirm Pwd text box.

To add more users, click on the ® button in Figure 2.7. This will allow you to add one more user
specification as depicted by Figure 2.8.

Domain : chn Admin User 1 egtest

Admin Pwd @ Brasessacas Confirm Pwd 371 i st o o)
Domain : egitlab Admin User ¢ labadmin

Admin Pwd ;M Confirm Pwd | preksiorss

T
Figure 2.8: Adding another user

In some virtualized environments, the same Domain could be accessed using multiple Admin User
names. For instance, to login to a Domain named egitlab, the eG agent can use the Admin User
name /abadmin or the Admin User name jadmn. You can configure the eG agent with the
credentials of both these users as shown by Figure 2.9.
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Domain i chn Admin User : egtest

Admin Pwd @ [¥AEeseeEeas Confirm Pwd 77 i

Domain : |egitlab Admin User : labadmin
The same ‘Domain’ Admin Pwd  : [Weeveere ConfirmPwd | [reeeeses
ma‘pped_to dlffer,ent Domain : egitab Admin User : jadmn

Admin Users
Admin Pud @ [KAEes Confirm Pwd i
-

Figure 2.9: Associating a single domain with different admin users

When this is done, then, while attempting to connect to the domain, the eG agent will begin
by using the first Admin User name of the specification. In the case of Figure 2.9, this will be
labadmin. If, for some reason, the agent is unable to login using the first Admin User name,
then it will try to login again, but this time using the second Admin User name of the
specification - i.e., jadmin in our example (see Figure 2.9). If the first login attempt itself is
successful, then the agent will ignore the second Admin User name.

7. To clear all the user specifications, simply click the Clear button in Figure 2.9.
8. To remove the details of a particular user alone, just click the = button in Figure 2.9.

9. To save the specification, just click on the Update button in Figure 2.9. This will lead you back to
the test configuration page, where you will find the multiple domain names, user names, and
passwords listed against the respective fields.

2.4.2 Oracle VDI Logins Test

This test monitors the user logins to guests and reports the total count of logins and logouts.

Purpose Monitors the user logins to guests and reports the total count of logins and logouts
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Configurable
parameters for
the test

AW N

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the specified HOST.

ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

CONFIRM PASSWORD - Confirm the password by retyping it here.

SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized
environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, *lin*, win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin* win*, vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.
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10.

11.

12.

IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

»> If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

> If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.
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13.

14.

If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

» If the guests belong to different domains - In this case, you might

want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In

this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.

REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is setto ‘Yes’.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.
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15. DD FREQUENCY - Refers to the frequency with which detailed diagnosis
measures are to be generated for this test. The default is 1:1. This indicates
that, by default, detailed measures will be generated every time this test runs,
and also every time the test detects a problem. You can modify this frequency,
if you so desire. Also, if you intend to disable the detailed diagnosis capability
for this test, you can do so by specifying none against DD FREQUENCY.

16. DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG
suite embeds an optional detailed diagnostic capability. With this capability, the
eG agents can be configured to run detailed, more elaborate tests as and when
specific problems are detected. To enable the detailed diagnosis capability of
this test for a particular server, choose the On option. To disable the capability,
click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

» The eG manager license should allow the detailed diagnosis capability

» Both the normal and abnormal frequencies configured for the detailed
diagnosis measures should not be 0.

Outputs of the | One set of results for the Oracle VirtualBox being monitored

test

LUEENIULTIL Measurement Hossueres Interpretation

made by the Unit P

test Current sessions: Number This is a good indicator of the session

Indicates the number of load on the guests.

user sessions that are
currently active across all
guests

New logins: Number A consistent zero value could indicate

Indicates the number of a connection issue.

new logins to the guests.

Percent new logins: Percent

Indicates the percentage of
current sessions that logged
in during the last
measurement period.

Sessions logging out: Number If all the current sessions suddenly log
out, it indicates a problem condition
that requires investigation.

Indicates the number of
sessions that logged out.
The detailed diagnosis of this measure
lists the sessions that logged out.

2.4.3 VM Status Test

Whenever users complaint of inaccessibility of their desktops, administrators need to promptly
determine the reason for the same - is it because the desktops are not running currently? is it because
they are not even registered? or is it because they have been moved to another VirtualBox? The VM
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Status test provides administrators with this information. This test tracks the status and movement of
each desktop on the target VirtualBox, reports the number and names of desktops in various states,
and also captures the migration of desktops to other VirtualBoxes.

Purpose Tracks the status and movement of each desktop on the target VirtualBox, reports
the number and names of desktops in various states, and also captures the
migration of desktops to other VirtualBoxes

Configurable 1. TEST PERIOD - How often should the test be executed
f:;at;ns:ters 2D 2. HOST - The host for which the test is to be configured
3. PORT = Refers to the port used by the specified HOST.
4

ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

5. ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

6. CONFIRM PASSWORD - Confirm the password by retyping it here.

7. SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

8. REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.

9. REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is setto ‘Yes'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.

10. DD FREQUENCY - Refers to the frequency with which detailed diagnosis
measures are to be generated for this test. The default is 1:1. This indicates
that, by default, detailed measures will be generated every time this test runs,
and also every time the test detects a problem. You can modify this frequency,
if you so desire. Also, if you intend to disable the detailed diagnosis capability
for this test, you can do so by specifying none against DD FREQUENCY.
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11. DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG
suite embeds an optional detailed diagnostic capability. With this capability, the
eG agents can be configured to run detailed, more elaborate tests as and when
specific problems are detected. To enable the detailed diagnosis capability of
this test for a particular server, choose the On option. To disable the capability,
click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

» The eG manager license should allow the detailed diagnosis capability

» Both the normal and abnormal frequencies configured for the detailed
diagnosis measures should not be 0.

Outputs of the
test

One set of results for the Oracle VirtualBox being monitored

Measurements
made by the
test

Measurement .
Measurement Unit Interpretation

Registered guests: Number

Indicates the number of
registered desktops on
the Oracle VirtualBox.

Running guests: Number

Indicates the number of
desktops currently
running on the Oracle
VirtualBox.

Not running guests: Number

Indicates the number of
desktops currently not
running on the Oracle
VirtualBox.

Added guests: Number The detailed diagnosis of these
measures, if enabled, lists the virtual
machines that were migrated to or from
(as the case may be) the VirtualBox.

Indicates the number of
desktops newly added
on the Oracle
VirtualBox.

Removed guests: Number

Indicates the number of
desktops newly
removed from the
Oracle VirtualBox.
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2.4.4 VM Connectivity Test

Sometimes, a VM could be in a powered-on state, but the failure of the VM operating system or any
fatal error in VM operations could have rendered the VM inaccessible to users. In order to enable
administrators to promptly detect such ‘hidden’ anomalies, the eG agent periodically runs a
connectivity check on each VM using the VM Connectivity test, and reports whether the VM is
accessible over the network or not.

Purpose

Runs a connectivity check on each VM and reports whether the VM is accessible over
the network or not
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Configurable
parameters for
the test

AW N

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the specified HOST.

ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

CONFIRM PASSWORD - Confirm the password by retyping it here.

SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized
environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, *lin*, win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin* win*, vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.
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10.

11.

12.

IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

»> If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

> If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.
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13.
14.
15.

16.

17.

If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

» If the guests belong to different domains - In this case, you might

want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In

this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

PACKETSIZE - The size of packets used for the test (in bytes)
PACKETCOUNT - The number of packets to be transmitted during the test

TIMEOUT - How long after transmission should a packet be deemed lost (in
seconds)

PACKETINTERVAL - Represents the interval (in milliseconds) between
successive packet transmissions during the execution of the network test for a
specific target.

REPORTUNAVAILABILITY - By default, this flag is set to No. This implies that,
by default, the test will not report the unavailability of network connection to
any VM. In other words, if the Network availability of VM measure of this test
registers the value 0 for any VM, then, by default, this test will not report any
measure for that VM; under such circumstances, the corresponding VM name
will not appear as a descriptor of this test. You can set this flag to Yes, if you
want the test to report and alert you to the unavailability of the network
connection to a VM.

Outputs of the
test

One set of results for each desktop on the Oracle VirtualBox being monitored

Measurements
made by the

Measurement .
Measurement Unit Interpretation
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test Average delay: Secs An increase in network latency could
result from misconfiguration of the
router(s) along the path, network
congestion, retransmissions at the
network, etc.

Indicates the average
delay between
transmission of packet
to a VM and receipt of
the response to the
packet at the source.

Minimum delay: Secs A significant increase in the minimum
round-trip time is often a sure sign of
network congestion.

The minimum time
between transmission of
a packet and receipt of
the response back.

Packet loss: Percent Packet loss is often caused by network
buffer overflows at a network router or
by packet corruptions over the network.
lost during transmission The detailed diagnosis for this measure
from source to target provides a listing of routers that are on
and back. the path from the external agent to
target server, and the delays on each
hop. This information can be used to
diagnose the hop(s) that could be
causing excessive packet loss/delays.

Indicates the
percentage of packets

Network availability: | Percent A value of 100 indicates that the VM is
connected. The value 0 indicates that
the VM is not connected.

Indicates whether the
network connection is
available or not. Typically, the value 100 corresponds to
a Packet loss of 0.

2.5 The Virtual Desktop Layer

The Oracle VDI VMs layer provides an “outside” view of the different desktops - the metrics reported at
this layer are based on what the VirtualBox is seeing about the performance of the individual
desktops. However, an outside view of the desktop and its applications may not be sufficient. For
instance, suppose one of the disk partitions of the desktop has reached capacity. This information
cannot be gleaned from host operating system. Likewise, bottlenecks such as a longer process run
queue or a higher disk queue length are more visible using an internal monitor. Internal monitoring
(from within the guest operating system) also provides details about the resource utilization of
different application(s) or processes.

The tests mapped to the Virtual Desktop layer provide an "inside" view of the workings of each of the
desktops - these tests execute on a VirtualBox host, but send probes into each of the virtual desktops
to analyze how well each desktop utilizes the resources that are allocated to it, and how well it
handles user sessions, TCP traffic, and network loading.

By default however, clicking on the Virtual Desktop layer, does not display the list of tests associated
with that layer. Instead, Figure 2.10 appears. This figure provides you with a list of all desktops and
their respective state (see Figure 2.10).
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Figure 2.10: A list of desktops on an Oracle VirtualBox and their current state

To return to the layer model of the Oracle VirtualBox and view the tests associated with the Virtual
Desktop layer, click on the COMPONENT LAYERS link in Figure 2.10. You can now view the list of tests
mapped to the Virtual Desktop layer, as depicted by Figure 2.11 below.
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Figure 2.11: The tests mapped to the Virtual Desktop layer

25.1 Disk Activity - VM Test
This test reports statistics pertaining to the input/output utilization of each physical disk on a desktop.
Purpose To measure the input/output utilization of each physical disk on each desktop of an
Oracle VirtualBox
Target of the An Oracle VirtualBox
test
Agent An internal/remote agent
deploying the
test
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Configurable
parameters for
the test

AW N

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the specified HOST.

ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

CONFIRM PASSWORD - Confirm the password by retyping it here.

SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized
environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, *lin*, win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp, *lin* win*,vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.
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11.
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IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view"” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

> If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

> If the guests do not belong to any domain (as in the case of
Linux/Solaris guests): In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.
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If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

» If the guests belong to different domains - In this case, you might

want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In

this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.

REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is setto ‘Yes'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.

59




Monitoring the Oracle VirtualBox

15. DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG
suite embeds an optional detailed diagnostic capability. With this capability, the
eG agents can be configured to run detailed, more elaborate tests as and when
specific problems are detected. To enable the detailed diagnosis capability of
this test for a particular server, choose the On option. To disable the capability,

click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

» The eG manager license should allow the detailed diagnosis capability

» Both the normal and abnormal frequencies configured for the detailed

diagnosis measures should not be 0.

Outputs of the
test

One set of results for every combination of virtual guest:disk_partition or

guest_user:disk_partition.

Measurements
made by the
test

Measurement

Measurement
Unit

Interpretation

Percent virtual disk
busy:

Indicates the
percentage of elapsed
time during which the
disk is busy processing
requests (i.e., reads or
writes).

Percent

Comparing the percentage of time that
the different disks are busy, an
administrator can determine whether
load is properly balanced across the
different disks.

Percent reads from
virtual disk:

Indicates the
percentage of elapsed
time that the selected
disk drive is busy
servicing read requests.

Percent

Percent writes to
virtual disk:

Indicates the
percentage of elapsed
time that the selected
disk drive is busy
servicing write
requests.

Percent

Virtual disk read
time:

Indicates the average
time in seconds of a
read of data from the
disk.

Secs
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Indicates the number of
writes happening on a
local disk per second.

Virtual disk write Secs

time:

Indicates the average

time in seconds of a

write of data from the

disk.

Avg. queue for virtual | Number

disk:

Indicates the average

number of both read

and write requests that

were queued for the

selected disk during the

sample interval.

Current queue for Number This measure includes requests in

virtual disk: service at the time of the snapshot.

The number of requests This is an instantanfeousllength, not a.n

outstanding on the disk average over the time interval. Multi-

at the time the spindle disk devices can have multiple

performance data s requests active at one time, but other

collected. concurrent requests are awaiting
service. This counter might reflect a
transitory high or low queue length, but
if there is a sustained load on the disk
drive, it is likely that this will be
consistently high. Requests experience
delays proportional to the length of this
queue minus the number of spindles on
the disks. This difference should
average less than two for good
performance.

Reads from virtual Reads/Sec A dramatic increase in this value may

disk: be indicative of an I/O bottleneck on

Indicates the number of the guest.

reads happening on a

logical disk per second.

Data reads from KB/Sec A very high value indicates an I/0

virtual disk: bottleneck on the guest.

Indicates the rate at

which bytes are

transferred from the

disk during read

operations.

Writes to virtual disk: | Writes/Sec A dramatic increase in this value may

be indicative of an I/O bottleneck on
the guest.
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Data writes to virtual | KB/Sec A very high value indicates an I/0
disk: bottleneck on the guest.

Indicates the rate at
which bytes are
transferred from the
disk during write

operations.

Disk service time: Secs A sudden rise in the value of this
Indicates the average measure can be attributed to a large
time that this disk took amount of information being input or

output. A consistent increase however,
could indicate an I/O processing

to service each transfer
request ( i.e., the

average I/O operation bottleneck.
time)
Disk queue time: Secs Ideally, the value of this measure

Indicates the average should be low.

time that transfer
requests waited idly on
gueue for this disk.

Disk I/0 time: Secs The value of this measure is the sum of
the values of the Disk service time and

Indicates the avarage : :
Disk queue time measures.

time taken for read and
write operations of this A consistent increase in the value of
disk. this measure could indicate a latency in
I/0 processing.

The detailed diagnosis of the Percent virtual disk busy measure, if enabled, provides information such
as the Process IDs executing on the disk, the Process names, the rate at which I/O read and write
requests were issued by each of the processes, and the rate at which data was read from and written
into the disk by each of the processes. In the event of excessive disk activity, the details provided in
the detailed diagnosis page will enable users to figure out which process is performing the I/O
operation that is keeping the disk busy. The detailed diagnosis for this test is available for Windows guests only,
and not Linux guests.

Shows the 10 operations done by the processes
| Time ID Process ProcessName | 10 Rate(Bytes /sec) IO Read | IORead IO Write | IO Write ~
Rate Ops Rate Rate Ops Rate |
| (Bytes /zec)|(Ops/Sac) (Bytes /sec)|(Ops fsec. |
‘ Jan 29, 2008 10:35:10 ’

23z services 208.48 102,20 2.34 103,57 z ’

| Jan 29, 2008 10:24:55 |
232 sarvices 208.10 102,72 2.33 108.38 2 1

Figure 2.12: The detailed diagnosis of the Percent virtual busy measure

2.5.2 Disk Space - VM Test

This test monitors the space usage of every disk partition on a desktop.

Purpose To measure the space usage of every disk partition on each desktop of a VirtualBox

Target of the An Oracle VirtualBox
test
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Agent
deploying the
test

An internal/remote agent

Configurable
parameters for
the test

AW N

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the specified HOST.

ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

CONFIRM PASSWORD - Confirm the password by retyping it here.

SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized
environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, *lin*, win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin* win*, vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.
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11.
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IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

»> If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

> If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.
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If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

» If the guests belong to different domains - In this case, you might

want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In

this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.

REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is setto ‘Yes'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.

Outputs of the
test

One set of results for every combination of virtual guest:disk_partition or
guest_user:disk_partition.
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Measurements

made by the Measurement :
test Measurement Unit Interpretation

Total capacity: MB

Indicates the total
capacity of a disk
partition; for the Total
descriptor, this measure
reports the sum of the
total capacity of all disk
partitions.

Used space: MB

Indicates the amount of
space used in a disk
partition; for the Total
descriptor, this measure
reports the sum of
space used across all
disk partitions.

Free space: MB

Indicates the current
free space available for
each disk partition of a
system; for the Total
descriptor, this measure
reports the sum of the
unused space in all disk
partitions.

Percent usage: Percent A value close to 100% can indicate a
potential problem situation where
applications executing on the guest
may not be able to write data to the
disk partition(s) with very high usage.

Indicates the
percentage of space
usage on each disk
partition of a system;
for the Total descriptor,
this measure reports
the percentage of disk
space used across all
disk partitions.

2.5.3 System Detalils - VM Test

This test collects various metrics pertaining to the CPU and memory usage of every processor
supported by a desktop. The details of this test are as follows:

Purpose To measure the CPU and memory usage of each desktop of an Oracle VirtualBox

Target of the An Oracle VirtualBox
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test

Agent An internal/remote agent

deploying the

test

Configurable 1. TEST PERIOD - How often should the test be executed
:J::::::ters izh 2. HOST - The host for which the test is to be configured

3. PORT - Refers to the port used by the specified HOST.

4. ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

5. ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

6. CONFIRM PASSWORD - Confirm the password by retyping it here.

7. SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

8. IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized

environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, */in*,win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.
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10.

11.

12.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin* win*, vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.

IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

» If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

68




Monitoring the Oracle VirtualBox

» If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.

If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

> If the guests belong to different domains - In this case, you might
want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In
this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

13. REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.
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14. REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is set to ‘Yes’'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.

15. USE TOP FOR DD - This parameter is applicable only to Linux VMs. By default, this
parameter is set to No. This indicates that, by default, this test will report the
detailed diagnosis of the Virtual CPU utilization measure for each processor on
a Linux VM by executing the usr/bin/ps command. On some Linux flavors
however, this command may not function properly. In such cases, set the USE
TOP FOR DD parameter to Yes. This will enable the eG agent to extract the
detailed diagnosis of the Virtual CPU utilization measure by executing the
/usr/bin/top command instead.

16. DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG
suite embeds an optional detailed diagnostic capability. With this capability, the
eG agents can be configured to run detailed, more elaborate tests as and when
specific problems are detected. To enable the detailed diagnosis capability of
this test for a particular server, choose the On option. To disable the capability,
click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

» The eG manager license should allow the detailed diagnosis capability

» Both the normal and abnormal frequencies configured for the detailed
diagnosis measures should not be 0.

Outputs of the | One set of results for every combination of virtual guest:processor or
test guest_user:processor.
b SETEETE Measurement b ST Interpretation
made by the Unit P
test Virtual CPU Percent A high value could signify a CPU
utilization: bottleneck. The CPU utilization may be
This measurement high because a few processes are
indicates the consuming a lot of CPU, or because
percentage  of CPU there are too_ many  processes
utilized by the contending for a limited resource. The
processor. detailed diagnosis of this test reveals
the top-10 CPU-intensive processes on
the guest.
System usage of Percent An unusually high value indicates a
virtual CPU: problem and may be due to too many
Indicates the system-level tasks executing
percentage of CPU time simultaneously.
spent for system-level
processing.
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Indicates the memory
scan rate.

Run queue in VM: Number A value consistently greater than 2
. indicates that many processes could be

iI::tlaCi::zeous Iengththoef simultaneously contending for the

the queue in which processor.

threads are waiting for

the processor cycle.

This length does not

include the threads that

are currently being

executed.

Blocked processes in | Number A high value could indicate an I/0

VM: problem on the guest (e.g., a slow

Indicates the number of disk)-

processes blocked for

I/0, paging, etc.

Swap memory in VM: | MB An unusually high value for the swap

Denotes the committed usage can indicate a memory

amount of virtual bottleneck. Check the memory

memory. This utilization of individual processes to

corresponds  to  the figure out the process(es) that has

space reserved for (have) maximum memory consumption

virtual memory on disk and look to tune their memory usages

paging file(s). and allocations accordingly.

Free memory in VM: MB A very low value of free memory is also

Indicates the free an indication of high memory utilization

memory available. on a guest. The detailed diagnosis of
this measure, if enabled, lists the top
10 processes responsible for maximum
memory consumption on the guest.

Scan rate in VM: Pages/Sec A high value is indicative of memory

thrashing. Excessive thrashing can be
detrimental to guest performance.

Note:

For multi-processor systems, where the CPU statistics are reported for each processor on the
system, the statistics that are system-specific (e.g., run queue length, free memory, etc.) are
only reported for the "Summary" descriptor of this test.

The detailed diagnosis capability of the Virtual CPU utilization measure, if enabled, provides a listing of
the top 10 CPU-consuming processes (see Figure 2.13). In the event of a Cpu bottleneck, this
information will enable users to identify the processes consuming a high percentage of CPU time. The
users may then decide to stop such processes, so as to release the CPU resource for more important

processing purposes.
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Time PID | 9%CPU | ARGS A
Jan 29, 2008 11:07:37
ess 17 JusrfX11RE/bIN/K 10 -
suth fvarfgdm/ 0.8 auth
23451 4.9000 greynetic -root
6318 0.2000 Juse'bin/python fust/bin/rhn-

applet-gui --zm-client-id
defaults

6513 0.1000 magicdey --sm-client-id
dafaultd

Figure 2.13: The top 10 CPU consuming processes

Note:

While instantaneous spikes in CPU utilization are captured by the eG agents and displayed in the
Measures page, the detailed diagnosis will not capture/display such instantaneous spikes. Instead,
detailed diagnosis will display only a consistent increase in CPU utilization observed over a period
of time.

The detailed diagnosis of the Free memory in VM measure, if enabled, lists the top 10 processes
responsible for maximum memory consumption on the guest (see Figure 2.14). This information will
enable administrators to identify the processes that are causing the depletion in the amount of free
memory on the host. The administrators can then decide to kill such expensive processes.

Lists the top 10 memory consuming processes
Time PID Memory ARGS |<}
used(MB) |
Jan 29, 2008 11:07:37

895 18,5781 fusd/K11R6/bin/% :0 -
auth fvar/gdm/:0.Xauth

6511 14,8008 nautilus --no-defsult-vindow =+sm-
client-id defaults

£518 12,5195 fuse/binfpython fusy/binfrhn-
applet-gui “~sm-dient-id defaults

6509 10,5078 gnome-panel --sm-client-id
default2

6439 8.7081  /fuzr/binfanome-zezsion

6526 7.2812  fusrlibexec/nautilus-throbber ==
oaf-activate-
iid=OAFIID :Nautiluz_Thr

£494 7.1406  gnome-settings-daemon --oaf-
activate-
iid=OAFIID: GNOME_SettingsDaemon

6492 6.2266  fusr/bin/metacity ~~zm-client-
id=defaultl

£512 5.960%  magicdav --zm-dient-id defaultd

c488 #.8242  jfusr/libexec/gconfd-2 9

Figure 2.14: The detailed diagnosis of the Free memory measure listing the top 10 memory consuming processes

2.5.4 Uptime - VM Test

In most virtualized environments, it is essential to monitor the uptime of desktops hosting critical
server applications in the infrastructure. By tracking the uptime of each of the desktops,
administrators can determine what percentage of time a desktop has been up. Comparing this value
with service level targets, administrators can determine the most trouble-prone areas of the
virtualized infrastructure.

In some environments, administrators may schedule periodic reboots of their desktop. By knowing
that a specific desktop has been up for an unusually long time, an administrator may come to know
that the scheduled reboot task is not working on a desktop.
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The Uptime - VM test included in the eG agent monitors the uptime of each desktop on an Oracle
VirtualBox.

Purpose To monitor the uptime of each desktop on an Oracle VirtualBox

Target of the test | An Oracle VirtualBox

Agent deploying | An internal/remote agent

the test
Configurable TEST PERIOD - How often should the test be executed
:J::::::ters izh HOST - The host for which the test is to be configured

1
2
3. PORT - Refers to the port used by the specified HOST.
4

ORACLE HYPERVISOR USER - Specify the name of the user who has the right
to access the VirtualBox via SSH.

5. ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

6. CONFIRM PASSWORD - Confirm the password by retyping it here.

7. SUDOCMD - This test executes certain privileged VDA (Virtual Desktop
Access) commands to pull out the desired metrics from the VirtualBox. To
enable the test to run these commands, you first need to install a sudo
package on the VirtualBox host. The procedure for installing this package is
detailed in Section 1.4.1.2 of this document. Once the package is installed,
you need to specify the full path to the install directory of the sudo package in
the SUDOCMD text box.

8. IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized
environments might not have permissions to internally monitor one/more
VMs. The eG agent can be configured to not obtain the 'inside view' of
such ‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter.
Against this parameter, you can provide a comma-separated list of VM
names, or VM name patterns, for which the inside view need not be obtained.
For instance, your IGNORE VMS INSIDE VIEW specification can be:
*xp, *lin*, win*,vista. Here, the * (asterisk) is used to denote leading and
trailing spaces (as the case may be). By default, this parameter is set to none
indicating that the eG agent obtains the inside view of all VMs on an Oracle
VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.
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10.

11.

12.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin* win*, vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.

IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

» If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.
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» If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.

If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

> If the guests belong to different domains - In this case, you might
want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In
this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

13. REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.

75



Monitoring the Oracle VirtualBox

14.

15.

16.

17.
18.

REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is set to ‘Yes’'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.

REPORTMANAGERTIME - By default, this flag is set to Yes, indicating that, by
default, the detailed diagnosis of this test, if enabled, will report the shutdown
and reboot times of the VMs in the manager’s time zone. If this flag is set to
No, then the shutdown and reboot times are shown in the time zone of the
system where the agent is running (i.e., the system being managed for agent-
based monitoring, and the system on which the remote agent is running - for
agentless monitoring).

DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG
suite embeds an optional detailed diagnostic capability. With this capability, the
eG agents can be configured to run detailed, more elaborate tests as and when
specific problems are detected. To enable the detailed diagnosis capability of
this test for a particular server, choose the On option. To disable the capability,
click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

The eG manager license should allow the detailed diagnosis capability

Both the normal and abnormal frequencies configured for the detailed diagnosis
measures should not be 0.

Indicates whether this
guest has been
rebooted during the last
measurement period or
not.

Output of the One set of results for each desktop discovered on the VirtualBox being monitored
Test

L LIS Measurement B el Interpretation

made by the Unit P

test Rebooted: Boolean If this measure shows 1, it means that

the guest was rebooted during the last
measurement period. By checking the
time periods when this metric changes
from O to 1, an administrator can
determine the times when this guest
was rebooted.
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Uptime: Secs If the guest has not been rebooted
during the last measurement period
and the agent has been running
continuously, this value will be equal to
the measurement period. If the VM was
rebooted during the last measurement
period, this value will be less than the
measurement period of the test. For
example, if the measurement period is
300 secs, and if the VM was rebooted
120 secs back, this metric will report a
value of 120 seconds. The accuracy of
this metric is dependent on the
measurement period - the smaller the
measurement period, greater the
accuracy.

Indicates the time
period that the guest
has been up since the
last time this test ran.

Total uptime: Mins Administrators may wish to be alerted if
a VM has been running without a reboot
for a very long period. Setting a
threshold for this metric allows
administrators to determine such
conditions.

Indicates the total time
that the guest has been
up since its last reboot.

Note:

If a value less than a minute is configured as the TEST PERIOD of the Uptime - VM test, then, the
Uptime during the last measure period measure will report the value 0 for Unix VMs (only) until the
minute boundary is crossed. For instance, if you configure the Uptime - VM test to run every 10
seconds, then, for the first 5 test execution cyles (i.e., 10 x 5 = 50 seconds), the Uptime during the
last measure period measure will report the value 0 for Unix VMs; however, the sixth time the test
executes (i.e, when test execution touches the 1 minute boundary), this measure will report the
value 60 seconds for the same VMs. Thereafter, every sixth measurement period will report 60
seconds as the uptime of the Unix VMs. This is because, Unix-based operating systems report
uptime only in minutes and not in seconds.

2.5.5 Windows Memory - VM Test

To understand the metrics reported by this test, it is essential to understand how memory is handled
by the operating system. On any Windows system, memory is partitioned into a part that is available
for user processes, and another that is available to the OS kernel. The kernel memory area is divided
into several parts, with the two major parts (called "pools") being a nonpaged pool and a paged pool.
The nonpaged pool is a section of memory that cannot, under any circumstances, be paged to disk.
The paged pool is a section of memory that can be paged to disk. (Just being stored in the paged pool
doesn't necessarily mean that something has been paged to disk. It just means that it has either been
paged to disk or it could be paged to disk.) Sandwiched directly in between the nonpaged and paged
pools (although technically part of the nonpaged pool) is a section of memory called the "System Page
Table Entries," or "System PTEs." The WindowsMemory - VM test tracks critical metrics corresponding
to the System PTEs and the pool areas of kernel memory of a Windows desktop.
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Purpose Tracks critical metrics corresponding to the System PTEs and the pool areas of
kernel memory of each Windows desktop of an Oracle VirtualBox

Target of the An Oracle VirtualBox

test

Agent An internal/remote agent

deploying the

test

Configurable 1. TEST PERIOD - How often should the test be executed

:J::::::ters el 2. HOST - The host for which the test is to be configured

3. PORT - Refers to the port used by the specified HOST.

4. ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

5. ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

6. CONFIRM PASSWORD - Confirm the password by retyping it here.

7. SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

8. IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized

environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, */in*,win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.
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10.

11.

12.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin* win*, vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.

IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

» If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.
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» If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.

If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

» If the guests belong to different domains - In this case, you might
want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In
this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

13. REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.
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14. REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag

is set to ‘Yes'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.

Outputs of the | One set of results for every Windows desktop on the monitored Oracle VirtualBox
test
L CEEMCITEILS Measurement L CEEITCIENL Interpretation
made by the Unit
test Free entries in Number The maximum number of System PTEs
system page table: that a server can have is set when the
Indicates the number of server boots. In heavily-used servers,
page table entries not you can run out of system PTEs. You
currently in use by the can use the registry to increase the
guest. number of system PTEs, but that
encroaches into the paged pool area,
and you could run out of paged pool
memory. Running out of
either one is bad, and the goal should
be to tune your server so that you run
out of both at the exact same time.
Typically, the value of this metric
should be above 3000.
Page read rate in VM: | Reads/Sec
Indicates the average
number of times per
second the disk was
read to resolve hard
fault paging.
Page write rate in Writes/Sec

VM:

Indicates the average
number of times per
second the pages are
written to disk to free
up the physical
memory.
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Page input rate in
VM:

Indicates the number of
times per second that a
process needed to
access a
piece of memory that
was not in its working
set, meaning that the
guest had
to retrieve it
from the page file.

Pages/Sec

Page output rate in
VM:

Indicates the number of
times per second the
guest decided to trim a
process's working set
by writing some
memory to disk in order
to free up physical
memory for another
process.

Pages/Sec

This value is a critical measure of the
memory utilization on a guest. If
this value never increases, then there is
sufficient memory in the guest.
Instantaneous spikes of this value are
acceptable, but if the value itself starts
to rise over time or with load, it implies
that there is a memory shortage on the
guest.

Memory pool non-
paged data in VM:
Indicates the total size
of the kernel memory
nonpaged pool.

MB

The kernel memory nonpage pool is an
area of guest memory (that is, memory
used by the guest operating system) for
kernel objects that cannot be written to
disk, but must remain in memory as
long as the objects are allocated.
Typically, there should be no more than
100 MB of non-paged pool memory
being used.
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Memory pool paged MB If the Paged Pool starts to run out of
datain VM : space (when it's 80% full by default),
Indicates the total size the guest will automatically take some
of the Paged Pool. memory away from the System File

Cache and give it to the Paged
Pool. This makes the System File Cache
smaller. However, the system file cache
is critical, and so it will never reach
zero. Hence, a significant increase in
the paged pool size is a problem.
This metric is a wuseful indicator of
memory leaks in a guest. A memory
leak occurs when the guest allocates
more memory to a process than the
process gives back to the
pool. Any time of process can cause a
memory leak. If the amount of paged
pool data keeps increasing even though
the workload on the guest remains
constant, it is an indicator of a memory
leak.

2.5.6 Windows Network Traffic - VM Test

This is an internal test that monitors the incoming and outgoing traffic through each Windows desktop

of an Oracle VirtualBox.

Purpose To measure the incoming and outgoing traffic through each Windows desktop of an
Oracle VirtualBox

Target of the test An Oracle VirtualBox

Agent deploying the An internal/remote agent

test
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Configurable
parameters for the test

A W N

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the specified HOST.

ORACLE HYPERVISOR USER - Specify the name of the user who has the right
to access the VirtualBox via SSH.

ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

CONFIRM PASSWORD - Confirm the password by retyping it here.

SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify
the full path to the install directory of the sudo package in the SUDOCMD text
box.

IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized
environments might not have permissions to internally monitor one/more
VMs. The eG agent can be configured to not obtain the 'inside view' of
such ‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter.
Against this parameter, you can provide a comma-separated list of VM names,
or VM name patterns, for which the inside view need not be obtained. For
instance, your IGNORE VMS INSIDE VIEW specification can be:
*xp, *lin*, win*, vista. Here, the * (asterisk) is used to denote leading and
trailing spaces (as the case may be). By default, this parameter is set to none
indicating that the eG agent obtains the inside view of all VMs on an Oracle
VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.

EXCLUDE VMS - Administrators of some virtualized environments may not
want to monitor some of their less-critical VMs - for instance, VM templates -
both from 'outside' and from 'inside'. The eG agent in this case can be
configured to completely exclude such VMs from its monitoring purview. To
achieve this, provide a comma-separated list of VMs to be excluded from
monitoring in the EXCLUDE VMS text box. Instead of VMs, VM name patterns
can also be provided here in a comma-separated list. For example, your
EXCLUDE VMS specification can be: *xp,*lin* win* vista. Here, the *
(asterisk) is used to denote leading and trailing spaces (as the case may be).
By default, this parameter is set to none indicating that the eG agent obtains
the inside and outside views of all VMs on a virtual host by default. By
providing a comma-separated list of VMs/VM name patterns in the EXCLUDE
VMS text box, you can make sure the eG agent stops collecting 'inside' and
'outside' view metrics for a configured set of VMs.
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10.

11.

12.

IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

»> If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

> If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.
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13.

14.

If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

» If the guests belong to different domains - In this case, you might

want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In

this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.

REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is setto ‘Yes'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.

Outputs of the One set of results for every Windows_virtual_guest:network_interface combination
test or Windows_VM_guest_user:network_interface combination
Measurements
M remen .
made by the test Measurement easl';n?t ent Interpretation
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Incoming traffic: Mbps An abnormally high rate of incoming

Indicates the rate at traffic may require additional analysis.

which data (including
framing characters) is
received on a network

interface.
Outgoing traffic: | Mbps An abnormally high rate of outgoing
Represents the rate at traffic may require additional analysis.

which data (including
framing characters) is
sent on a network
interface.

Maximum bandwidth: Mbps

An estimate of the
capacity of a network

interface.

Bandwidth usage: Percent By comparing the bandwidth usage with

Indicates the percentage Fhe maximum band.w.|dth of an
interface, an administrator can

of bandwidth used by a

network interface. determine times when the network

interface is overloaded or is being a
performance bottleneck.

Output queue length: Number If this is longer than 2, delays are being
experienced and the bottleneck should

Indicates the length of
be found and eliminated if possible.

the output packet queue
(in packets)

Outbound packet Number Ideally, number of outbound errors
errors: should be 0.

The number of outbound
packets that could not be
transmitted because of

errors
Inbound packet Number Ideally, number of inbound errors
errors: should be 0.

The number of inbound
packets that contained
errors preventing them
from being deliverable to
a higher-layer protocol.

If the WindowsNetTraffic - VM test is not reporting measures for a guest, make sure that you have
enabled the SNMP service for the guest.

2.5.7 Network Traffic - VM Test

This is an internal test that monitors the incoming and outgoing traffic through each Linux desktop on
an Oracle VirtualBox.
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Purpose To measure the incoming and outgoing traffic through each Linux desktop on an

Oracle VirtualBox

Target of the test An Oracle VirtualBox

Agent deploying the | An internal/remote agent

test

Configurable 1. TEST PERIOD - How often should the test be executed
:Jeasr:meters E 2. HOST - The host for which the test is to be configured

3. PORT - Refers to the port used by the specified HOST.

4. ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

5. ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

6. CONFIRM PASSWORD - Confirm the password by retyping it here.

7. SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

8. IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized

environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, */in*,win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.
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10.

11.

12.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin*, win*,vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.

IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

» If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.
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» If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.

If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

> If the guests belong to different domains - In this case, you might
want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to '‘eG VM Agent (Windows)’ - In
this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

13. REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.
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is set to ‘Yes'.

14. REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.

Outputs of the One set of results for every Linux virtual _guest:network_interface combination
test
Measurements
Measurement .
made by the Measurement Unit Interpretation
test
Incoming traffic: Pkts/Sec An increase in traffic to the guest can
. indicate an increase in accesses to the
Indicates the rate of
incoming traffic guest (from users or from other
) applications) or that the guest is under
an attack of some form.
Outgoing traffic: | Pkts/Sec An increase in traffic from the guest
Represents the rate of can indicate an increase in accesses to
outgoing traffic. the guest (from users or from other
applications).
2.5.8 Tcp - VM Test

This test tracks various statistics pertaining to TCP connections to and from each desktop of an Oracle
VirtualBox. The details of the test are provided below:

Purpose To measure statistics pertaining to the TCP layer of a desktop
Target of the An Oracle VirtualBox

test

Agent An internal/remote agent

deploying the

test
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Configurable
parameters for
the test

AW N

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the specified HOST.

ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

CONFIRM PASSWORD - Confirm the password by retyping it here.

SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized
environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, *lin*, win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin* win*, vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.
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IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

»> If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

> If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.
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If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

» If the guests belong to different domains - In this case, you might

want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In

this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.

REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is setto ‘Yes'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.

Outputs of the | One set of results for each powered-on desktop/logged-in user on the Oracle
test VirtualBox monitored

b RIS Measurement Measurement Interpretation

made by the Unit P
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test Incoming connections to | Conns/Sec A high value can indicate an increase
VM: in input load.

Indicates the connections
per second received by the
guest.

Outgoing connections to | Conns/Sec A high value can indicate that one or
VM: more of the applications executing on
the guest have started using a number
of TCP connections to some other
guest or host.

Indicates the connections
per second initiated by the

guest.
Current connections to | Number A sudden increase in the number of
VM: connections established on a guest can

indicate either an increase in load to
one or more of the applications
executing on the guest, or that one or
more of the applications are
experiencing a problem (e.g., a slow
down). On Microsoft Windows, the
current connections metrics is the total
number of TCP connections that are
currently in the ESTABLISHED or
CLOSE_WAIT states.

Indicates the  currently
established connections.

Connection drops on VM: | Conns/Sec This value should be 0 for most of the
time. Any non-zero value implies that
one or more applications on the guest
are under overload.

Indicates the rate of
established TCP connections
dropped from the TCP listen
gueue.

Connection failures on | Conns/Sec This value should be 0 for most of the
VM: time. A prolonged non-zero value can
indicate either that the server is under
SYN attack or that there is a problem
with the network link to the server
that is resulting in connections being
dropped without completion.

Indicates the rate of half
open TCP connections
dropped from the listen
gqueue.

2.5.9 Tcp Traffic - VM Test

Since most popular applications rely on the TCP protocol for their proper functioning, traffic monitoring
at the TCP protocol layer can provide good indicators of the performance seen by the applications that
use TCP. The most critical metric at the TCP protocol layer is the percentage of retransmissions. Since
TCP uses an exponential back-off algorithm for its retransmissions, any retransmission of packets over
the network (due to network congestion, noise, data link errors, etc.) can have a significant impact on
the throughput seen by applications that use TCP. This test monitors the TCP protocol traffic to and
from a desktop, and particularly monitors retransmissions.

Purpose Monitors the TCP protocol traffic to and from each desktop of an Oracle VirtualBox,
and particularly measures the percentage of retransmission

Target of the An Oracle VirtualBox

95



Monitoring the Oracle VirtualBox

test

Agent
deploying the
test

An internal/remote agent
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Configurable
parameters for
the test

AW N

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the specified HOST.

ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

CONFIRM PASSWORD - Confirm the password by retyping it here.

SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized
environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, *lin*, win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin* win*, vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.
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IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

»> If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

> If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.
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If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

> If the guests belong to different domains - In this case, you might

want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In

this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.

REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is setto ‘Yes'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.
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15. SEGMENTS SENT MIN - Specify the minimum threshold for the number of
segments sent/transmitted over the network. The default value is 10; in this
case, the test will compute/report the Retransmit ratio from VM measure only if
more than 10 segments are sent over the network - i.e., if the value of the
Segments sent by VM measure crosses the value 10. On the other hand, if the
Segments sent by VM measure reports a value less than 10, then the test will not
compute/report the Retransmit ratio from VM measure. This is done to ensure that
no false alerts are generated by the eG Enterprise system for the Retransmit ratio
from VM measure. You can change this minimum threshold to any value of your

choice.
Outputs of the | One set of results for each powered-on desktop/currently logged-in user on the
test Oracle VirtualBox monitored
L CEEMITITELE Measurement AEENETIERL Interpretation
made by the Unit P
test Segments received by | Segments/S
VM: ec
Indicates the rate at which
segments are received by
the guest.
Segments sent by VM: Segments/S
Indicates the rate at which | €¢
segments are sent to clients
or other guests
Retransmits by VM: Segments/S
Indicates the rate at which | €€
segments are being
retransmitted by the guest
Retransmit ratio from | Percent Ideally, the retransmission ratio should

VM:

Indicates the ratio of the
rate of data retransmissions
to the rate of data being
sent by the guest

be low (< 5%). Most often
retransmissions at the TCP layer have
significant impact on application
performance. Very often a large
number of retransmissions are caused
by a congested network link,
bottlenecks at a router causing
buffer/queue overflows, or by lousy
network links due to poor physical
layer characteristics (e.g., low signal
to noise ratio). By tracking the
percentage of retransmissions at a
guest, an administrator can quickly be
alerted to problem situations in the
network link(s) to the guest that may
be impacting the service performance.

100




Monitoring the Oracle VirtualBox

2.5.10 Handles Usage - VM Test

This test monitors and tracks the handles opened by processes running in a target Windows desktop.

Purpose Monitors and tracks the handles opened by processes running in a target Windows
desktop

Target of the An Oracle VirtualBox

test

Agent An internal/remote agent

deploying the

test
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AW N

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the specified HOST.

ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

CONFIRM PASSWORD - Confirm the password by retyping it here.

SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized
environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, *lin*, win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin* win*, vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.
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IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

»> If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

> If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.
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If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

» If the guests belong to different domains - In this case, you might

want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In

this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.

REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is setto ‘Yes'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.

104




Monitoring the Oracle VirtualBox

15. DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG
suite embeds an optional detailed diagnostic capability. With this capability, the
eG agents can be configured to run detailed, more elaborate tests as and when
specific problems are detected. To enable the detailed diagnosis capability of
this test for a particular server, choose the On option. To disable the capability,

click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

» The eG manager license should allow the detailed diagnosis capability

» Both the normal and abnormal frequencies configured for the detailed

diagnosis measures should not be 0.

Outputs of the | One set of results for each powered-on desktop/currently logged-in user on the

test Oracle VirtualBox monitored

L CEEMITITELE Measurement AEENETIERL Interpretation

made by the Unit

test Handles used by | Number Use the detailed diagnosis of this
processes: measure to determine the top-10
Indicates the number of processes in terms of number of
handles opened by various handles opened. This information
processes running in a brings to light those processes with
target  Windows  virtual too many open handles. By closely
machine in the last tracking the handle usage of these
measurement period. processes over time, you can identify

potential handle leaks.

Processes using handles | Number Using the detailed diagnosis of this

above limit in the VM:

Indicates the number of
processes that have opened
the handles on or above the
value defined in the input
parameter - HANDLES
GROWTH LIMIT.

measure, you can accurately isolate
the process(es) that has opened more
handles than the permitted limit.

A high value of this measure indicates
that too many processes are opening
handles excessively. You might want
to closely observe the handle usage of
these processes over time to figure out
whether the spike in usage is sporadic
or consistent. A consistent increase in
handle usage could indicate a handle
leak.

The detailed diagnosis of the Handles used by processes measure, if enabled, lists the names of top-
10 processes in terms of handle usage, the number of handles each process uses, the process ID, and
the ID of the parent process.
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Time I Process Name H used Process ID Parent PID

dl
Jan 29, 2009 12:00:49
System 3358 0 4
is 1718 540 6420
svchost 1208 540 1012
Isass 1112 4352 552
csrss 1097 420 468
vinlogon 564 420 432
ImaSry 559 540 3636
Rtvscan 538 540 3836
tomcat 485 540 6572
services 482 492 540

Figure 2.15: The detailed diagnosis of the Handles used by processes measure

The detailed diagnosis of the Processes using handles above limit in VM measure, if enabled, lists the
details of processes that are using more handles than the configured limit.

of processes in a at are g handles above the configured handle gro
Time Process Name Handles used Process ID Parent PID

Jan 29, 2009 17:54:18 eGRSve 62410 412 11512

Figure 2.16: The detailed diagnosis of the Processes using handles above limit in VM measure

2.5.11 Windows Services - VM Test

This test tracks the status (whether running or have stopped) of services executing on Windows
desktops.

Purpose Tracks the status (whether running or have stopped) of services executing on
Windows desktops

Target of the An Oracle VirtualBox
test

Agent An internal/remote agent
deploying the
test
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Configurable
parameters for
the test

AW N

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the specified HOST.

ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

CONFIRM PASSWORD - Confirm the password by retyping it here.

SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized
environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, *lin*, win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin* win*, vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.

107




Monitoring the Oracle VirtualBox

10.

11.

12.

IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

»> If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

> If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.
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If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

» If the guests belong to different domains - In this case, you might

want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In

this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.

REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is setto ‘Yes'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.
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16.

17.

IGNORESERVICES - Provide a comma-separated list of services that need to be
ignored while monitoring. When configuring a service name to exclude, make
sure that you specify the Display Name of the service, and not the service Name
you see in the Services window on your Windows VM.

DD FREQUENCY - Refers to the frequency with which detailed diagnosis
measures are to be generated for this test. The default is 1:1. This indicates
that, by default, detailed measures will be generated every time this test runs,
and also every time the test detects a problem. You can modify this frequency,
if you so desire. Also, if you intend to disable the detailed diagnosis capability
for this test, you can do so by specifying none against DD FREQUENCY.

DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG
suite embeds an optional detailed diagnostic capability. With this capability, the
eG agents can be configured to run detailed, more elaborate tests as and when
specific problems are detected. To enable the detailed diagnosis capability of
this test for a particular server, choose the On option. To disable the capability,
click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

» The eG manager license should allow the detailed diagnosis capability

» Both the normal and abnormal frequencies configured for the detailed
diagnosis measures should not be 0.

Outputs of the
test

One set of results for each powered-on desktop/currently logged-in user on the
Oracle VirtualBox monitored

Measurements
made by the
test

Measurement .
Measurement Unit Interpretation

New automatic services | Number The detailed diagnosis of this measure
started: lists the services (with startup type as

Indicates the number of
Windows services with
startup type as automatic,
which were running in the
last measurement period.

automcatic) that are running.

New automatic services | Number To know which services stopped, use
stopped: the detailed diagnosis of this measure

Indicates the number of
Windows services with
startup type as automatic,
which were not running in
the

period.

(if enabled).

last measurement

110




Monitoring the Oracle VirtualBox

New manual services
started:

Indicates the number of
Windows services with
startup type as manual,
which were running in the
last measurement period.

Number

Use the detailed diagnosis of this
measure to identify the manual
services that are running.

New manual services
stopped:

Indicates the number of
Windows services with
startup type as manual,
which stopped running in
the last measurement
period.

Number

To identify the services that stopped,
use the detailed diagnosis of this
measure.

2.5.12

Memory Usage - VM Test

This test reports statistics related to the usage of physical memory of the desktops.

Purpose Reports statistics related to the usage of the physical memory of the desktops
Target of the An Oracle VirtualBox

test

Agent An internal/remote agent

deploying the

test
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Configurable
parameters for
the test

Sl

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the specified HOST.

ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

CONFIRM PASSWORD - Confirm the password by retyping it here.

SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized
environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, */in*,win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin* win*, vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.
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IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

»> If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

> If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.
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If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

> If the guests belong to different domains - In this case, you might

want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to 2.4.1.1.1
of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In

this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.

REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is setto ‘Yes'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.
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15. DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG
suite embeds an optional detailed diagnostic capability. With this capability, the
eG agents can be configured to run detailed, more elaborate tests as and when
specific problems are detected. To enable the detailed diagnosis capability of
this test for a particular server, choose the On option. To disable the capability,

click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

» The eG manager license should allow the detailed diagnosis capability

» Both the normal and abnormal frequencies configured for the detailed

diagnosis measures should not be 0.

Outputs of the | One set of results for each powered-on desktop/currently logged-in user on the
test VirtualBox monitored
L CEEMITITELE Measurement AEENETIERL Interpretation
made by the Unit P
test Total physical memory: MB
Indicates the total physical
memory of this VM.
Used physical memory: MB
Indicates the used physical
memory of this VM.
Free physical memory: MB This measure typically indicates the

Indicates the free physical
memory of the VM.

amount of memory available for use
by applications running on the target
VM.

On Unix operating systems (AIX and
Linux), the operating system tends to
use parts of the available memory for
caching files, objects, etc. When
applications require additional
memory, this is released from the
operating system cache. Hence, to
understand the true free memory that
is available to applications, the eG
agent reports the sum of the free
physical memory and the operating
system cache memory size as the
value of the Free physical memory
measure while monitoring AIX and
Linux guest operating systems.
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Physical memory
utilized:

Indicates the percent usage
of physical memory by this
VM.

Percent

Ideally, the value of this measure
should be low. While sporadic spikes in
memory usage could be caused by
one/more rogue processes on the VM,
a consistent increase in this value
could be a cause for some serious
concern, as it indicates a gradual, but
steady erosion of valuable memory
resources. If this unhealthy trend is
not repaired soon, it could severely
hamper VM performance, causing
anything from a slowdown to a
complete system meltdown.

You can use the detailed diagnosis of
this measure to figure out which
processes on the VM are consuming
memory excessively.
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Available physical
memory:

Indicates the amount of
physical memory,
immediately available for
allocation to a process or
for system use.

MB

Not all of the Available physical
memory is Free physical memory.
Typically, Available physical memory is
made up of the Standby List, Free List,
and Zeroed List.

When Windows wants to trim a
process' working set, the trimmed
pages are moved (usually) to the
Standby List. From here, they can be
brought back to life in the working set
with only a soft page fault (much
faster than a hard fault, which would
have to talk to the disk). If a page
stays in the standby List for a long
time, it gets freed and moved to the
Free List.

In the background, there is a low
priority thread (actually, the only
thread with priority 0) which takes
pages from the Free List and zeros
them out. Because of this, there is
usually very little in the Free List.

All new allocations always come from
the Zeroed List, which is memory
pages that have been overwritten with
zeros. This is a standard part of the
OS' cross-process security, to prevent
any process ever seeing data from
another. If the Zeroed List is empty,
Free List memory is zeroed and used
or, if that is empty too, Standby List
memory is freed, zeroed, and used. It
is because all three can be used with
so little effort that they are all counted
as "available".

A high value is typically desired for
this measure.

This measure will be available for Windows
2008 VMs only.
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Modified memory:

Indicates the amount of
memory that is allocated to
the modified page list.

MB

This memory contains cached data and
code that is not actively in use by
processes, the system and the system
cache. This memory needs to be
written out before it will be available
for allocation to a process or for
system use.

Cache pages on the modified list have
been altered in memory. No process
has specifically asked for this data to
be in memory, it is merely there as a
consequence of caching. Therefore it
can be written to disk at any time (not
to the page file, but to its original file
location) and reused. However, since
this involves I/0, it is not considered
to be Available physical memory.

This measure will be available for Windows
2008 VMs only.

Standby memory:

Indicates the amount of
memory assigned to the
standby list.

MB

This memory contains cached data and
code that is not actively in use by
processes, the system and the system
cache. It is immediately available for
allocation to a process or for system
use. If the system runs out of
available free and zero memory,
memory on lower priority standby
cache page lists will be repurposed
before memory on higher priority
standby cache page lists.

Typically, Standby memory is the
aggregate of Standby Cache Core
Bytes,Standby Cache Normal Priority
Bytes, and Standby Cache Reserve
Bytes. Standby Cache Core Bytes is
the amount of physical memory, that
is assigned to the core standby cache
page lists. Standby Cache Normal
Priority Bytes is the amount of physical
memory, that is assigned to the
normal priority standby cache page
lists. Standby Cache Reserve Bytes is
the amount of physical memory, that
is assigned to the reserve standby
cache page lists.

This measure will be available for Windows
2008 VMs only.
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Cached memory: MB This measure will be available for Windows

This measure is an 2008 VMs only.

aggregate of Standby
memory and Modified
memory.

Note:

While monitoring Linux/AIX guest operating systems, you may observe discrepancies between the
value of the Physical memory utilized measure and the memory usage percentages reported per
process by the detailed diagnosis of the same measure. This is because, while the Physical
memory utilized measure takes into account the memory in the OS cache of the Linux/AIX VM, the
memory usage percent that the detailed diagnosis reports per process does not consider the OS
cache memory.

1.1.1 Domain Time Sync — VM Test

Time synchronization is one of the most important dependencies of windows. A time protocol is
responsible for determining the best available time information and converging the clocks to ensure
that a consistent time is maintained across systems. By default, windows support a tolerance of plus
or minus five minutes for clocks. If the time variance exceeds this setting, clients will be unable to
authenticate and in the case of domain controllers, replication will not occur. It implements a time
synchronization system based on Network Time Protocol (NTP).

NTP is a fault-tolerant, highly scalable time protocol and it is used for synchronizing computer clocks
by using a designated reference clock. A reference clock is some device or machinery that spits out
the current time. The special thing about these things is accuracy. Reference clocks must be
accurately following some time standard. NTP will compute some additional statistical values based on
the current time reported by the reference clock, which will describe the quality of time it sees. Among
these values are: offset (or phase), jitter (or dispersion), frequency error, and stability. Thus each NTP
server will maintain an estimate of the quality of its reference clocks and of itself.

This test reports the time difference between the reference clock and that of the target environment,
and thus helps assess the quality of time seen by the Windows VM. With the help of this test, you can
also easily determine whether the reference time changed recently.

Note:

This test reports metrics for Windows VMs only.

This test is disabled by default. To enable the test, go to the ENABLE / DISABLE TESTS page using the
menu sequence: Agents -> Tests -> Enable/Disable, pick Oracle VirtualBox as the Component type, set
Performance as the Test type, choose this test from the DISABLED TESTS list, and click on the >> button to
move the test to the ENABLED TESTS list.
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Purpose Reports the time difference between the reference clock and that of the target
environment, and thus helps assess the quality of time seen by the Windows VM.
With the help of this test, you can also easily determine whether the reference time
changed recently

Target of the An Oracle VirtualBox

test

Agent An internal/remote agent

deploying the

test
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Configurable
parameters for
the test

Sl

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the specified HOST.

ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

CONFIRM PASSWORD - Confirm the password by retyping it here.

SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized
environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, */in*,win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin* win*, vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.
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10.

11.

12.

IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

»> If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

> If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.
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13.

14.

If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

> If the guests belong to different domains - In this case, you might want

to provide multiple domain names. If this is done, then, to access the guests
in every configured domain, the test should be configured with the required
user privileges; this implies that along with multiple DOMAIN names,
multiple ADMIN USER names and ADMIN PASSWORDS would also have to be
provided. To help administrators provide these user details quickly and
easily, the eG administrative interface embeds a special configuration page.
To access this page, simply click on the Click here hyperlink that appears
just above the parameters of this test in the test configuration page. To
know how to use the special page, refer to 2.4.1.1.1 of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In

this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.

REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is setto ‘Yes'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.
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Outputs of the | One set of results for each powered-on Windows desktop/currently logged-in user
test on the VirtualBox monitored

L CEEMCITEILS Measurement Heesuent Interpretation

made by the Unit P

test NTP offset: Secs For a tiny offset, NTP will adjust the
Indicates the time local clock; for small and larger

offsets, NTP will reject the reference
time for a while. In the latter case, the
operating system's clock will continue
with the last corrections effective while
the new reference time is being
rejected. After some time, small
offsets (significantly less than a
second) will be slewed (adjusted
slowly), while larger offsets will cause
the clock to be stepped (set anew).
Huge offsets are rejected, and NTP will
terminate itself, believing something
very strange must have happened.

difference between the local
clock and the designated
reference clock.

2.5.13 Browser Activity — VM Test

When a user complains of a virtual desktop slowdown, administrators will have to instantly figure out
if that VM is experiencing a resource crunch, and if so, which process/application on the desktop is
contributing to it. One of the common reasons for CPU/memory contentions and handle leaks on a
virtual desktop is web browsing! If a user to a virtual desktop browses resource-intensive web sites, it
is bound to result in over-usage of the resources allocated to that VM, which in turn degrades the
performance of not just that VM but even the other VMs on that host. While the System Details - VM test
can lead administrators to the exact browser application that is consuming the CPU/memory resources
of the VM excessively, it does not provide visibility into the precise websites that were been browsed
when the resource contention occurred. This is where the Browser Activity - VM test helps. For each web
browser that is being accessed by a user per virtual desktop, this test reports how every browser uses
the allocated CPU, memory, and disk resources and reveals the number and URLs of the web sites
that are being accessed using each browser. This way, the test not only points administrators to
resource-hungry browsers, but also indicates which web sites were being accessed using that browser.

Purpose For each web browser that is being accessed by a user per virtual desktop, this test
reports how every browser uses the allocated CPU, memory, and disk resources and
reveals the number and URLs of the web sites that are being accessed using each
browser

Target of the An Oracle VirtualBox
test

Agent An internal/remote agent
deploying the
test
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Configurable
parameters for
the test

15.
16.
17.
18.

19.

20.
21.

22.

23.

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the specified HOST.

ORACLE HYPERVISOR USER - Specify the name of the user who has the right to
access the VirtualBox via SSH.

ORACLE HYPERVISOR PASSWORD - Provide the password of the ORACLE
HYPERVISOR USER.

CONFIRM PASSWORD - Confirm the password by retyping it here.

SUDOCMD - This test executes certain privileged VDA (Virtual Desktop Access)
commands to pull out the desired metrics from the VirtualBox. To enable the
test to run these commands, you first need to install a sudo package on the
VirtualBox host. The procedure for installing this package is detailed in Section
1.4.1.2 of this document. Once the package is installed, you need to specify the
full path to the install directory of the sudo package in the SUDOCMD text box.

IGNORE VMS INSIDE VIEW - Administrators of some high security virtualized
environments might not have permissions to internally monitor one/more VMs.
The eG agent can be configured to not obtain the 'inside view' of such
‘inaccessible’ VMs using the IGNORE VMS INSIDE VIEW parameter. Against
this parameter, you can provide a comma-separated list of VM names, or VM
name patterns, for which the inside view need not be obtained. For instance,
your IGNORE VMS INSIDE VIEW specification can be: *xp, */in*,win*,vista. Here,
the * (asterisk) is used to denote leading and trailing spaces (as the case may
be). By default, this parameter is set to none indicating that the eG agent
obtains the inside view of all VMs on an Oracle VirtualBox host by default.

Note:

While performing VM discovery, the eG agent will not discover the
operating system of the VMs configured in the IGNORE VMS INSIDE VIEW
text box.

EXCLUDE VMS - Administrators of some virtualized environments may not want
to monitor some of their less-critical VMs - for instance, VM templates - both
from 'outside' and from 'inside'. The eG agent in this case can be configured to
completely exclude such VMs from its monitoring purview. To achieve this,
provide a comma-separated list of VMs to be excluded from monitoring in the
EXCLUDE VMS text box. Instead of VMs, VM name patterns can also be
provided here in a comma-separated list. For example, your EXCLUDE VMS
specification can be: *xp,*lin* win*, vista. Here, the * (asterisk) is used to
denote leading and trailing spaces (as the case may be). By default, this
parameter is set to none indicating that the eG agent obtains the inside and
outside views of all VMs on a virtual host by default. By providing a comma-
separated list of VMs/VM name patterns in the EXCLUDE VMS text box, you can
make sure the eG agent stops collecting 'inside' and 'outside' view metrics for a
configured set of VMs.
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24,

25.

26.

IGNORE WINNT - By default, the eG agent does not support the inside view for
VMs executing on Windows NT operating systems. Accordingly, the IGNORE
WINNT flag is set to Yes by default.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff
might have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent
(Windows) on every Windows VM; this VM agent allows the eG agent to collect
“inside view” metrics from the Windows VMs without domain administrator rights.
Refer to Section 1.5 for more details on the eG VM Agent. To ensure that the
“inside view” of Windows VMs is obtained using the eG VM Agent, set the
INSIDE VIEW USING flag to eG VM Agent (Windows). Once this is done, you can set
the DOMAIN, ADMIN USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to
collect “inside view” metrics. In order to obtain a remote connection, the test
must be configured with user privileges that allow remote communication with
the virtual guests. The first step towards this is to specify the DOMAIN within
which the virtual guests reside. The ADMIN USER and ADMIN PASSWORD will
change according to the DOMAIN specification. Discussed below are the
different values that the DOMAIN parameter can take, and how they impact the
ADMIN USER and ADMIN PASSWORD specifications:

»> If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

> If the guests do not belong to any domain (as in the case of
Linux/Solaris guests) : In this case, specify "none" in the DOMAIN field,
and specify a local administrator account name in the ADMIN USER below.

Prior to this, you need to ensure that the same local administrator account
is available or is explicitly created on each of the virtual machines to be
monitored. Then, proceed to provide the password of the ADMIN USER
against ADMIN PASSWORD, and confirm the password by retyping it in the
CONFIRM PASSWORD text box.
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27.

28.

29.

If key-based authentication is implemented between the eG agent and the
SSH daemon of a Linux guest, then, in the ADMIN USER text box, enter the
name of the user whose <USER_HOME_DIR> (on that Linux guest) contains a
.ssh directory with the public key file named authorized_keys. The ADMIN
PASSWORD in this case will be the passphrase of the public key; the default
public key file that is bundled with the eG agent takes the password
eginnovations. Specify this as the ADMIN PASSWORD if you are using the
default private/public key pair that is bundled with the eG agent to
implement key-based authentication. On the other hand, if you are
generating a new public/private key pair for this purpose, then use the
passphrase that you provide while generating the pair. For the detailed
procedure on Implementing Key-based Authentication refer to Section 2.6 of
this document.

> If the guests belong to different domains - In this case, you might want

to provide multiple domain names. If this is done, then, to access the guests
in every configured domain, the test should be configured with the required
user privileges; this implies that along with multiple DOMAIN names,
multiple ADMIN USER names and ADMIN PASSWORDS would also have to be
provided. To help administrators provide these user details quickly and
easily, the eG administrative interface embeds a special configuration page.
To access this page, simply click on the Click here hyperlink that appears
just above the parameters of this test in the test configuration page. To
know how to use the special page, refer to 2.4.1.1.1 of this document.

» If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In

this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

REPORT BY USER - While monitoring a VirtualBox, the REPORT BY USER flag is
set to Yes by default, indicating that by default, the guest operating systems on
the VirtualBox are identified using the login of the user who is accessing the
guest OS. In other words, this test will, by default, report measures for every
username_on_virtualmachinename. If this flag is set to No, then the guests will
be identified using the host name of the guest OS. In this case, the test will
report measures for every virtualmachinename.

REPORT POWERED OS - This flag becomes relevant only if the REPORT BY USER flag
is setto ‘Yes'.

If the REPORT POWERED OS flag is set to Yes (which is the default setting),
then this test will report measures for even those VMs that do not have any
users logged in currently. Such guests will be identified by their virtual machine
name and not by the username_on_virtualmachinename. On the other hand, if
the REPORT POWERED OS flag is set to No, then this test will not report
measures for those VMs to which no users are logged in currently.

DD FREQUENCY - Refers to the frequency with which detailed diagnosis
measures are to be generated for this test. The default is 1:1. This indicates
that, by default, detailed measures will be generated every time this test runs,
and also every time the test detects a problem. You can modify this frequency,
if you so desire. Also, if you intend to disable the detailed diagnosis capability
for this test, you can do so by specifying none against DD FREQUENCY.
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30. DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG
suite embeds an optional detailed diagnostic capability. With this capability, the
eG agents can be configured to run detailed, more elaborate tests as and when
specific problems are detected. To enable the detailed diagnosis capability of
this test for a particular server, choose the On option. To disable the capability,

click on the Off option.

The option to selectively enable/disable the detailed diagnosis capability will be
available only if the following conditions are fulfilled:

» The eG manager license should allow the detailed diagnosis capability

» Both the normal and abnormal frequencies configured for the detailed
diagnosis measures should not be 0.

CPU usage of this browser
on this virtual desktop.

Outputs of the | One set of results for each browser used by every powered-on Windows
test desktop/currently logged-in user to the Windows desktop on the VirtualBox
monitored
Measurements
Measurement .
made by the Measurement Unit Interpretation
test
Running browser | Number Use the detailed diagnosis of this
instances: measure to know how much resources
Indicates the number of were utilized by each instance of a
instances of this browser browser, so that the resource-hungry
currently running on this instance can be isolated.
virtual desktop.
Recent web sites: Number Use the detailed diagnosis of this
Indicates the number of measure to know which web sites are
websites that were being accessed using a browser.
accessed using this browser
on this virtual desktop
during the last
measurement period.
CPU utilization: Percent Compare the value of this measure
Indicates the percentage across browsers to know which

browser consumed the maximum CPU
on a desktop. If the value of this
measure is close to 100% on that
desktop, it indicates excessive CPU
usage by the browser. You may then
want to use the detailed diagnosis of
the Recent web sites measure to know
which web sites are being accessed
using that browser, which caused CPU
usage to soar.
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Memory used: Percent Compare the value of this measure
Indicates the percent usage across browsers to know which
of memory by this browser browser consumed the maximum
on this virtual desktop. memory on a desktop. If the value of
this measure is close to 100% on that
desktop, it indicates excessive
memory usage by the browser. You
may then want to use the detailed
diagnosis of the Recent web sites
measure to know which web sites are
being accessed using that browser,
which caused CPU usage to soar.
Handles used: Number Compare the value of this measure
Indicates the number of across browsers to know which
handles opened by this browser opened the maximum number
browser on this virtual of handles on a desktop. If the value
desktop. of this measure consistently increases
on that desktop, it indicates that the
corresponding browser is leaking
memory. You may then want to use
the detailed diagnosis of the Recent
web sites measure to know which web
sites are being accessed using that
browser, which caused the memory
leak.
Disk reads: KB/Sec A high value for these measures
Indicates the rate at which indicates that the browser s
this browser read from the generating high disk I/O. You may
disks supported by this then want to wuse the detailed
virtual desktop. diagnosis of the Recent web sites
. . measure of this browser to know which
Disk writes: KB/Sec web sites on the browser are
Indicates the rate at which responsible for the high disk I/0.
this browser read from the
disks of this virtual desktop.
Disk IOPS: Operations/ | A high value for this measure indicates
Indicates the rate of read Sec that the browser is generating high
and write operations disk I/O. You may then want to use
performed by this browser the detailed diagnosis of the Recent
on the disks of this virtual web sites measure of this browser to
desktop. know which web sites on the browser
are responsible for the high disk I/0.
Page faults: Faults/Sec Ideally, the value of this measure

Indicates the rate at which
page faults by the threads
executing in this browser
are occurring on this virtual
desktop.

should be low. A high value for a
browser is a cause for concern. You
may then want to use the detailed
diagnosis of the Recent web sites
measure of this browser to know which
web sites on the browser are
responsible for page faults.
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The detailed diagnosis of the Running browser instances measure reveals the process ID of each
browser instance that is currently running on the virtual desktop and the resource usage of each
instance. This way, you can easily and accurately identify the instance that is consuming resources
excessively.

List of browser instances and their performance I

TIME | PROCESSID | CPUUTIL{%2) |MEMUTIL(%0) | HANDLES DISK IO DISK IO PAGE WEBSITE o

COUNT |READ(KB/SEC) | WRITE(KB/SEC) | IOPS{OPERATIONS/SEC) |FAULTS(FAULTS/SEC) | TITLE

Oct 25, 2013 16:41:10

m

4404 o 0.7658 S44 o o o o Yahoo
India -
Windows
Internet
Explorer
4188 o 0.4282 527 o o o o
6132 o 0.465 450 o o o o Google - | https:/,

Windows  gws_rd:
Internet
Explorar

Figure 2.17: The detailed diagnosis of the Running browser instances measure

The detailed diagnosis of the Recent web sites measure reveals the names and URLs of the web sites
that are being accessed using a browser.

Details of websites that are last browsed

TIME WEBSITE TITLE WEBSITE URL &
Oct 25, 2013 18:41:10

Google - Windows Internet Explorer https://www.google.co.in/?
gws_rd=criei=DBhmUpWMC4nYrQez3IDYEQ

Yahoo India - Windows Internet Explorer

Figure 2.18: The detailed diagnosis of the Recent web sites measure

As stated earlier, by default, clicking on the Virtual Desktop layer, leads you to a page displaying the
current status of the individual desktops that have been configured on the Oracle VirtualBox. If you
want to override this default setting - i.e., if you prefer to view the tests mapped to the Virtual Desktop
layer first, and then proceed to focus on individual desktop performance, follow the steps given below:

» Edit the eg_ui.ini file in the <EG_INSTALL_DIR>\manager\config directory
» Set the LAYERMODEL_LINK_TO_VIRTUAL flag in the file to false; this is set to true by default.
» Save the eg_ui.inifile.

Doing so ensures that as soon as the Virtual Desktop layer is clicked, the list of tests mapped to that
layer appears. If you now want the Desktop view of Figure 2.10, simply click on Back button in the layer
model page.

From the desktop view, you can further drill-down to focus on the health of a particular desktop, by
clicking on the icon representing the desktop in Figure 2.10. Figure 2.19 then appears displaying all
the performance metrics extracted from that virtual desktop in real-time. You are thus enabled to
cross-correlate across the various metrics, and quickly detect the root-cause of current/probable
disturbances to the internal health of a desktop. To view the time-of-day variations in a measure, you
can view its graph by clicking on that measure in Figure 2.19.
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Figure 2.19: The measures pertaining to a particular desktop

You can also view live graphs of pre-configured measures pertaining to the Oracle VirtualBox and the
virtual desktops configured on it, by clicking on the LIVE GRAPHS link in Figure 2.10. Alternatively, you
can click on the 'l icon that appears in the Tests panel of the layer model page when the Virtual Desktop
layer is clicked to view the live graph.

2.6 Troubleshooting the Failure of the eG Remote Agent to
Connect to or Report Measures for Linux Guests

By default, the eG agent uses secure shell (SSH) to connect to Linux guests, and collect performance
metrics from them. Password Authentication is the default method for SSH connections in eG
Enterprise. If the eG agent fails to report measures for a Linux guest or is unable to connect to a
guest, it could imply that the Linux guest does not support SSH or that password authentication is not
supported by the SSH daemon running on the Linux guest. Under such circumstances, you can
perform either of the following:

» Enable Password Authentication in the SSH daemon on the Linux guest; or,

» Implement Key-Based Authentication between eG agent and the SSH daemon of the Linux
guest.

If you pick option (1), then follow the steps given below to enable password authentication:
» Login to the Linux guest to be monitored.

» Edit the sshd_config file in the /etc/ssh directory.
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» Check whether the Password Authentication flag in the sshd_config file is set to no. If so, set it to
yes.

» Then, save the file and restart/signal the SSH daemon (eg., using kill -1 <sshd_config PID>).

On the contrary, if you choose to enable key-based authentication [i.e, option (2)], then you will have
to generate a public/private key pair. A public/private key pair is available in the
<EG_INSTALL_DIR>\agent\sshkeys directory (on Windows; on Unix, this will be Joptlegurkha/agent/sshkeys) of
the eG agent. While the private key is available in the file named id_rsa, the public key is contained
within the file authorized_keys. You now have the option to proceed with the default keys or generate a
different key pair. If you decide to go with the keys bundled with the eG agent, do the following:

» To enable key-based authentication, the private key should remain in the
<EG_INSTALL_DIR>\agent\sshkeys  directory = (on  Windows; on Unix, this will be
loptlegurkhalagent/sshkeys), and the public key should be copied to each of the Linux guests to
be monitored. To achieve this, first login to the Linux guest to be monitored as the eG user.

» Create a directory named .ssh in the <USER_HOME_DIR> on the guest operating system, using the
command: mkdir ~/.ssh.

» Next, copy the authorized_keys file from the <EG_INSTALL_DIR>\agent\sshkeys directory (on
Windows; on Unix, this will be /opt/legurkha/agent/sshkeys) on the eG remote agent host to the
<USER_HOME_DIR>/.ssh directory on the Linux guest.

» Make sure that the permission of the .ssh directory and the authorized_keys file is 700.

» Finally, on the eG manager host, edit the <EG_INSTALL_DIR>\manager\config\eg_tests.ini file. Against
the EgJavaSSHKeyFile parameter, enter: agent/sshkeys/id_rsa.pub, and save the file.

On the other hand, if you want to generate a new key pair, then do the following:
» Login to any Linux host in your environment (even a Linux VM) as an eG user.

» From the <USER_HOME_DIR>, execute the command: ssh-keygen -t rsa. Upon executing the
command, you will be requested to specify the full path to the file to which the key is to be
saved. By default, a directory named .ssh will be created in the <USER_HOME_DIR>, to which the
key pair will be saved. To go with the default location, simply press Enter.

Generating public/private rsa key pair.
Enter file in which to save the key (/home/egurkha/.ssh/id rsa):

» Next, you will be prompted to provide a pass phrase. Provide any pass phrase of your choice.

Enter passphrase (empty for no passphrase): eginnovations
Enter same passphrase again: eginnovations

» If the key pair is created successfully, then the following messages will appear:

Your identification has been saved in /hom

e/egurkha/.ssh/id rsa.

Your public key has been saved in /home/egurkha/.ssh/id rsa.pub.

The key fingerprint is:

09:£f4:02:3£:7d:00:4a:b4:6d:09:2f:cl:cb:cf:0e:el dclements@sded.freshwater.com

» The messages indicate that the private key has been saved to a file named id_rsa in the
<USER_HOME_DIR>/.ssh, and the public key has been saved to a file named id_rsa.pub in the same
directory. Now, to enable key-based authentication, login to the Linux guest to be monitored
as the eG user.
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Create a directory named .ssh in the <USER_HOME_DIR> on the guest operating system, using the
command: mkdir ~/.ssh.

Next, copy the id_rsa.pub file from the <USER_HOME_DIR>/.ssh directory on the Linux host to the
<USER_HOME_DIR>/.ssh directory on the Linux guest.

Ensure that the id_rsa.pub file on the Linux guest is renamed as authorized_keys.
Repeat this procedure on every Linux guest to be monitored.

Then, lock the file permissions down to prevent other users from being able to read the key
pair data, using the following commands:

chmod go-w ~/
chmod 700 ~/.ssh
chmod go-rwx ~/.ssh/*

Finally, on the eG manager host, edit the <EG_INSTALL_DIR>\manager\config\eg_tests.ini file. Against
the EgJavaSSHKeyFile parameter, enter: agent/sshkeys/id_rsa.pub, and save the file.

Instead of choosing between the authentication modes (Password or Key-based), you can also disable
the usage of the Java SSH client, and use plink to connect to Linux guests. To achieve this, follow the
steps given below:

>

>

>

Edit the eg_tests.ini file in the /opt/egurkha/manager/config directory (on Unix; on Windows, this will
be <EG_INSTALL_DIR>\manager\config directory).

Set the JavaSSHForVm flag in the [AGENT_SETTINGS] section of the file to false; by default, this is
set to true indicating that the eG agent uses Java SSH by default. By setting the flag to false,
you can ensure that the eG agent does not use Java SSH, and instead uses the plink command
to connect to Linux guests.

The plink command exists in the <EG_INSTALL_DIR>\liblvmgfiles directory (on Windows; on Unix,
this will be loptlegurkhalliblvmgfiles) of the eG agent. To use the plink command, you need to
explicitly configure the SSH keys, so that the eG agent is able to communicate with the Linux
guests using SSH. To do this, follow the steps given below:

o Go to the command prompt and switch to the directory containing the plink command.

o Then, execute the plink command to connect to any of the Linux-based virtual machines on
the vSphere host. The syntax for the plink command is as follows:

plink -ssh <user>@<IP_of_target_host> <command>

For example, assume that you want to connect to the virtual machine, 192.168.10.7, as user
john with password john, to know its hostname. The syntax of the plink command in this
case will be:

plink -ssh john@192.168.10.7 hostname, where hostname is the command to be executed on the
remote host for extracting its hostname.

o To ensure that you do not connect to an imposter host, SSH2.x presents you with a unique
host key fingerprint for that host, and requests your confirmation to save the displayed
host key to the cache.

The server's host key is not cached in the registry. You have no guarantee
that the server is the computer you think it is.

The server's rsa2 key fingerprint is:<host key>

If you trust this host, enter "y" to add the key to PuTTY's cache and carry
on connecting.

If you want to carry on connecting just once, without adding the key to the
cache, enter "n".
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If you do not trust this host, press Return to abandon the connection.
Store key in cache? (y/n) y

Once you confirm the host key storage and provide the user's password to connect to the
virtual guest, this message will not appear during your subsequent attempts to connect to
any Linux-based virtual machine on the monitored vSphere/ESX host. In other words, the
eG agent will be able to execute tests on all Linux guests on the target ESX host without
any interruption. Therefore, press y to confirm key storage.
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Conclusion

This document has described in detail the monitoring paradigm used and the measurement
capabilities of the eG Enterprise suite of products with respect to the Oracle VirtualBox. For details of
how to administer and use the eG Enterprise suite of products, refer to the user manuals.

We will be adding new measurement capabilities into the future versions of the eG Enterprise suite. If
you can identify new capabilities that you would like us to incorporate in the eG Enterprise suite of
products, please contact support@eginnovations.com. We look forward to your support and
cooperation. Any feedback regarding this manual or any other aspects of the eG Enterprise suite can
be forwarded to feedback@eginnovations.com.
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