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Monitoring Microsoft Virtual Servers

Monitoring Microsoft
Virtual Servers

Virtual Server 2005 R2 is a cost-effective server virtualization technology engineered for the Windows
Server System™ platform. As a key part of any server consolidation strategy, Virtual Server increases
hardware utilization and enables organizations to rapidly configure and deploy new servers. It
improves operational efficiency in consolidating infrastructure, applications, and branch office server
workloads, consolidating and re-hosting legacy applications, automating and consolidating software
test and development environments, and reducing disaster impact.

Virtual Server 2005 R2 is a multithreaded application that runs as a system service, with each virtual
machine running in its own thread of execution; I/O (input/output) occurs in child threads. Virtual
Server 2005 R2 derives two core functions from the host operating system: 1) the underlying host
operating system kernel schedules CPU resources, and 2) device drivers of the host operating system
provide access to system devices. The Virtual Server 2005 R2 Virtual Machine Monitor (VMM) provides
the software infrastructure to create virtual machines, manage instances, and interact with guest
operating systems. Figure 1 illustrates the Virtual Server 2005 R2 architecture.

Virtual Virtual
Machine Machine

! @ YOS ! @ VP

Virtual Server 2005 R2

Windows Server 2003 (32-bit

Anr RA Khit)

Figure 1: Virtual Server architecture
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As the individual VMs on a Microsoft Virtual server share the CPU resources and device drivers of the
host, resource contention at the host can degrade the performance of the VMs and the applications
executing on them. At the same time, resource-intensive processes/applications executing on
one/more guests can also erode the resources allocated to the guests and consequently affect
application health. If one/more of these virtualized applications are participating in the delivery of a
critical end-user service, then slowdowns experienced by the applications can adversely impact the
service quality. Service operators should therefore carefully observe the resource usage of guests both
from within and outside the guests, and accordingly fine-tune resource allocations, so as to ensure the
optimal performance of the virtual infrastructure and the business-critical service riding on it.

eG Enterprise offers a 100% web-based Microsoft Virtual Server 2005 (see Figure 2) monitoring
model, which provides ‘In-N-Out’ monitoring of the Microsoft Virtual Server. A single eG agent
deployed on the virtual server is capable of monitoring the resource usage of the guests in relation to
the physical resources available to the virtual server host (which makes up the “outside” view). The
same agent can also send probes into the individual virtual machines to monitor how effectively each
guest uses the allocated resources (this makes up the “inside” view). Both these views enable
administrators to proactively identify potential resource inadequacies, while accurately isolating the
root-cause of the resource crunch - is it the virtual server host? or is it owing to one/more guests?

Network

Operating System

& Inside View of VMs —
&8 Outside View of VMs —
v 3 Windows Service —
v 3 VM Processes -
v 3 TCP -
% M
| i

Figure 2: Layer model of the Microsoft Virtual Server

The eG agent deployed on the virtual server executes a variety of the tests on the host and the
guests, and extracts a plethora of statistics pertaining to the health of the virtual server host and its
VMs. These tests and the metrics they report are mapped to the layers depicted by Figure 2 above.

1.1 How does eG Enterprise Monitor the MS Virtual Server?

eG Enterprise prescribes an agent-based approach to monitor the Microsoft Virtual Servers. A single eG
agent deployed on the MS Virtual Server host extracts critical statistics pertaining to the health of the
host using perfmon counters. The same agent automatically discovers the guests on the Virtual
Server, reports the powered-on status of each guest so discovered, and also reports outside view
metrics indicating how well each VM uses the physical resources of the host.

For obtaining the inside view, the eG agent, by default, remotely communicates with every VM on the
server. To establish this remote connection, the eG agent needs to be configured with domain
administrator privileges. However, administrators of highly secure environments might not be in favor
of the idea of exposing the domain administrator credentials. For such environments, eG Enterprise
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provides a specialized eG VM Agent; this agent, when deployed on each VM on the server, allows the eG
agent to connect to a VM without domain administrator privileges and extract the inside view.

The next section discusses the pre-requisites that need to be fulfilled to enable the eG agent to obtain
the inside view, with and without the eG VM agent.

1.2 Pre-requisites for Obtaining the “Inside View” of VMs on
an MS Virtual Server

As already mentioned, the eG agent, by default, establishes a remote connection (using NetBIOS) with
each VM on an MS Virtual Server to extract the inside view. If the inside view is to be obtained using
this default mechanism, then the following pre-requisites need to be fulfilled:

» The ADMIN$ share should be enabled for all virtual guests being monitored and the
administrative account must have permissions to this share drive. Refer to Section 1.2.1 for a
step-by-step procedure to achieve this.

» To enable the eG agent to communicate with the guest operating systems, an administrative
account login and password (either a local account or a domain account) must be provided
when configuring the eG monitoring.

On the other hand, if the eG VM Agent is to be used for obtaining the inside view, then the only pre-
requisite here is that the eG VM Agent be deployed on each VM to be monitored. The steps for installing
and configuring the eG VM Agent are detailed in Section 1.2.2.

1.2.1 Enabling ADMIN$ Share Access on the Guest Operating Systems

If the ADMIN$ share is not available on any virtual guest, create the share using the procedure detailed
below:

1. Open the Windows Explorer on the virtual machine, browse for the corresponding Windows
directory in the C drive, right-click on it, and select the Sharing option from the shortcut menu.

2. If the ADMIN$ share does not pre-exist on the Windows guest, then Figure 3 appears indicating the
same.
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General Sharing | Secutityl

S

‘You can share this folder among other users on your
‘:}J network. To enable sharing for this folder, click Share this
folder.

(" Share this folder

Share hame: I

Comment I
Wser fimit: & W awirmurn allowed
& .i‘-,l\cwl _l: Users

To set permissions for how users access this
folder over the network, click Permissions.

To configure settings for Dffline access to Caching |
this shared folder, click Caching.

Bermissions

0K I Cancel I Spply

Figure 3: The ADMIN$ share does not exist

On the other hand, if the ADMIN$ share pre-exists, Figure 4 appears. In such a case, first, remove
the ADMINS share by selecting the Do not share this folder option from Figure 4 and clicking the Apply
and OK buttons. After this, you will have to repeat step 1 of this procedure to open Figure 3. Then,
proceed as indicated by step 3 onwards.

General Sharing | Securilyl

“™  You can share this folder among other users on your
network. To enable sharing for this folder, click Share this
folder.

his folder

Share name: lADMINs _:'
Comment: l
User limit {* Mavimum allowed

s A!Iov_vl_::” Users

To set permissions for how users accessthis — permissions I
folder over the network, click P NS,

To configure settings for Offline access to Cachi
this shared folder, click Caching. ﬂ]
New Share |
ok | cancel | appy |

Figure 4: Admin$ share pre-exists

3. To create (or re-create) the ADMIN$ share, select the Share this folder option from Figure 3, and
provide ADMINS share against the Share name text box (see Figure 5).
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General Sharing I Secuiity |

I~

1 You can share this folder among other users on your
U network. To enable sharing for this folder, click Share this
folder.

" Do not share this folder
(% Share this folder

Share name: [AD MIN$

Comment: l

User limit: * Maximum allowed

" Allow I _‘; Users
To set permissions for how users access this Permissions |
folder over the network, click Permissions. —

To configure settings for Offline access to ;
this shared folder, click Caching. Caching |

ITI Cancel Apply

Figure 5: Creating the ADMIN$ share

Next, to enable the eG agent to communicate effectively with the Windows guest, you need to
ensure that the permission to access the ADMIN$ share is granted to an administrative user
(local/domain); also, the credentials of this user should be passed while configuring the eG monitoring
capabilities - i.e., while configuring the VMware tests. To grant the access permissions, click on the

Permissions button in Figure 5.

By default, the ADMIN$ share can be accessed by Everyone (see Figure 6). To grant access rights to a
specific administrative (local/domain) user, select the Add button in Figure 6. When Figure 7
appears, select the domain to search from the Look in list. The valid user accounts configured on
the chosen domain then appear in the box below. From this box, choose the administrator's
account and click on the Add button to add the chosen user account to the box below the Add
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Permissions for ADMINS E d |

Share Permissions I

Name

g}i Everyone
Bemove |

Permissions: Allow  Deny
Full Control O
Change O
Read m

0K | Cancel I Apply

Figure 6: Clicking the Add button

i Select Users, Computers, or Groups 5 ﬂll

Lookin: [ CHN EGURKHA,COM = |
| Name I In Folder I }_]
€T ANONYMOUS LOGON =
@Aulhenticated Users

€T EATCH

€72 CREATOR GROUP
€7 CREATOR OWNER

¢ DIALUP
€T ENTERPRISE DOMAIN CONTROLLERS =l
&dd | Check Names

elitest (eqtest@CHN.EGURKHA COM

0K I Cancel |

4

Figure 7: Selecting the administrative user to whom access rights are to be granted

6. Finally, click the OK button. You will then return to Figure 6, where the newly added administrator
account will appear (see Figure 8).
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Permissions for ADMIN$ 1 21 x|
Share Permissions I
Name ] Add...
!ﬁ Domain Admins [CHNAD omain Admins)
€ chitest [egtest@CHN EGLIRKHA.COM) _ Bemove |
_.’m Everyone
Permissions: Allow Deny
Full Control O
Change |
Read O
0K I Cancel Apply

Figure 8: The administrator account granted access permissions

7. Select the newly added administrator account from Figure 8, and then, using the Permissions
section, grant the administrator Full Control, Change, and Read permissions.

8. Finally, click the Apply and OK buttons in Figure 8 to register the changes.

9. Once you return to Figure 5, click on the Security tab (see Figure 9) to define the security settings

for the ADMIN$ share.

WINNT Properties 5 21x|
General | Sharing Securty I
Name - I B
ﬂi Administrators (EGURKHA32\Administratc
€7 CREATOR OWNER ﬂl
ﬁi Everyone b

gz Power Users (EGURKHA32\Power Users

v

!?QV:T:M
4

»

Permissions: Allow  Deny
Full Control O
Modify O
Read & Execute m|
List Folder Contents O
Read O
Wite O

Advanced... I

u Allow inheritable permissions from parent to propagate to this
object

ok | cancel | spob |

Figure 9: Defining the Security settings for the ADMIN$ share
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10. Here again, you need to add the same administrator account, which was granted access
permissions earlier. To do so, click the Add button in Figure 9, pick a domain from the Look in list of
Figure 10, select the said administrator account from the domain users list below, and click the
Add button (in Figure 10) to add the chosen account. Then, click the OK button in Figure 10.

Lookin: {5 CHN.EGURKHA.COM =~
Name | In Folder [ 4]
€7 ANONYMOUS LOGON =
@Authenticated Users

€T EATCH

€7 CREATOR GROUP

€7 CREATOR DWNER

€7 DIsLUP

€T ENTERPRISE DOMAIN CONTROLLERS =l

&dd I Check Names I

eGtest [eqtest@CHN.EGURKHA. COM

oK Cancel

Figure 10: Adding the administrator account

11. This will bring you back to Figure 9, but this time, the newly added domain administrator account
will be listed therein as indicated by Figure 11.

General I Sharing Security I
Name - Add
ﬁ Administrators (EGURKHA32\Administratc
e ¢} CREATOR OWNER ﬂl
€ eGtest (egtest@CHN EGURKHA COM)
ﬂz Everyone
Peauwer | lsars (FRHBKHAAPamer | | sers—
4 l »
Permissions: Allow  Deny
Full Control
Modify

Read & Execute
List Folder Contents
Read

Wite

Advanced... I

u Allow inheritable permissions from parent to propagate to this

object
oK I Cancel l Apply I

Figure 11: The Administrator account in the Security list

HEEE
Ooooon

12. Finally, click the Apply and OK buttons in Figure 11.
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1.2.2 Installing and Configuring the eG VM Agent
To install the eG VM agent on a guest, do the following:
1. Double-click on the eGVMAgent.exe.

2. Figure 12 then appears. Click on the Next button in Figure 12 to continue.

eGYmAgent Setup @

Welcome

Welcome to the eGVmé&gent Setup program. Thiz program
willinstall the eGVmdgent on your computer, 1t is strongly
recommended that you ext al windows program before
unning this Setup program.

£ Nea> | | Ccancel |

Figure 12: Welcome screen of the eG VM Agent installation wizard

3. When Figure 13 appears, click on Yes to accept the displayed license agreement.
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eGYmAgent Setup

License Agreement
Please read the folowing license agreement carefuly

Piazs the PAGE DOWN key to s=e the rest of the agieement.

END USER LICENSE AGREEMENT FOR THE &G Products

IMPORTANT: PLEASE REVIEW CAREFULLY

By choosing "Yes" when prompled to accept this fcense sgreement

of by instaling the software, you are conzenting to be bound by and

are becoming a party to this agreement, If you do not agree o all of

the terms of thiz agreement, choose the “No' cpbion and DO MOT INSTALL 3

Do pou accept all the teims of the preceding Licenze Agreement? If you

zelect No, the setup will cloge. To nstall eGYmdgent, you must accept this
agreement.

[ <Bock || Yes [ No |

Figure 13: Accepting the license agreement

4. Use the Browse button in Figure 14 to indicate the location in which the agent should be installed,
and click the Next button to proceed.

eGYmAgent Setup

Choose Destination Location
Select folder whete setup wil instal fles

Setup wil install eGVmbgent in the following folder.

To matall to this folder, chick Mext. To mstall to a diferent folder, cick Browse and select
another foldes,

Destnation Folder

DR

[ <Back || Mew> | [ Ccancel |

Figure 14: Specifying the install directory of the eG VM Agent

Next, specify the port at which the VM agent listens for requests from the eG agent. The default

5.
port is 60001. After port specification, click on the Next button in Figure 15 to proceed.

10
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eGYmAgent Setup
eGVmAgent Setup

Pleasa enter the TCPAP Port on which the eGVYmbgent canun.

eliVmbgent Port

o] ‘

[ < Back ][ Mex! > ][ Cancel ]

Figure 15: Specifying the VM agent port

6. A summary of your specifications then follows (see Figure 16). Click Next to proceed.

eGYmAgent Setup
eGVYmAgent Setup

The Setup has enough information to start copying the peogram fles. If you want to review o
change any sellings, click Back. If you are satisfied with the setlings, chck Nest to begin
copying fles.

Current Settings:

Destination Folder ; C:

eGVmbgent Port : 60001

[ <Bock J| New> ] [ caxel |

Figure 16: A summary of your specifications

7. Finally, click the Finish button in Figure 17 to complete the installation.

11
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eGYmAgent Setup

Setup has completed mstalng the eGVmagent

Figure 17: Finishing the installation

After installing the VM agent, you need to configure the eG agent to communicate with the eG VM
agent for inside-view metrics. For this, you need to follow the steps given below:

» Login to the eG manager host.
» Edit the eg_tests.ini file in the <EG_INSTALL_DIR>\manager\config directory.

» The WnmilnsideViewPort parameter in the [AGENT_SETTINGS] section of the file is set to 60001 by
default. If the eG VM agent’s port is changed at the time of installation, then you will have to
ensure that this parameter reflects the new port. Therefore, change the default port
specification accordingly.

» Save the file.

Once installed and configured, the eG VM agent starts automatically and begins listening for requests
at the configured port. The eG agent, when configured to use the eG VM agent for obtaining the
“inside view” (i.e., if the INSIDE VIEW USING flag is set to eG VM Agent (Windows) for the “inside view”
tests), polls every eG VM agent at configured intervals for the “inside view” metrics. Upon receipt of
request from the eG agent, the eG VM agent extracts the desired metrics from the Windows VM, which
are then downloaded by the eG agent and reported to the eG manager.

The sections to come discuss the inside view, outside view, and host-level metrics reported by the
single eG agent, in great detail.

1.3 The Operating System Layer

The Operating System layer reveals how effectively the virtual server host uses the physical memory and
disk resources.

12
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-

Operating System Search o v Al i

B+ Oiskactivity (|
B Disk0_C:_D:_E:_F:
B LogicalDisk_C:
B LogicalDisk_D:
B LogicalDisk_E:
B LogicalDisk_F:
%~ DiskSpace [ |
mC
=D
mE
mF
windowsMemory
# «~ PageFiles
W C:hpagefile.sys
VshMemory

|

Figure 18: Tests mapped to the Operating System layer

The following section discusses the VirtualServerMemory test alone, as all other tests depicted by
Figure 3 have been elaborately discussed in the Monitoring Unix and Windows Servers document.

1.3.1 VirtualServerMemory Test

This test indicates the memory usage of the MS Virtual server, and enables administrators to judge
whether/not adequate free memory is available on the virtual host.

Purpose Indicates the memory usage of the MS Virtual server, and enables administrators to
judge whether/not adequate free memory is available on the virtual host

Target of the A Virtual Server
test

Agent An internal agent
deploying the
test

13
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Configurable TEST PERIOD - How often should the test be executed
f:;at;ns:ters =D HOST - The host for which the test is to be configured.

PORT - The port at which the HOST listens.

AW N

DOMAIN - Specify the DOMAIN within which the virtual guests reside. If the
guests belong to a specific domain, an administrative account in that domain
can be provided in the ADMIN USER field. On the other hand, if the guests
belong to different domains, specify "none" in the DOMAIN field, and specify a
local administrator account name in the ADMIN USER field below. Prior to this,
you need to ensure that the same local administrator account is available or is
explicitly created on each of the virtual machines to be monitored.

5. ADMIN USER - This test connects to each virtual guest and extracts statistics of
interest from every guest. In order to do so, the test must be configured with
user privileges that allow a remote connection to the virtual guest from the
virtual host. If the virtual guests are within a DOMAIN, then provide a domain
administrator account name in the ADMIN USER text box. If the DOMAIN
parameter is set to "none", then a local administrator account has to be
specified in the ADMIN USER text box. Prior to this, you need to ensure that the
same local administrator account is available or is explicitly created on each of
the virtual machines to be monitored. In either case, the eG agent should be
able to connect to each guest operating system.

6. ADMIN PASSWORD - The password of the ADMIN USER needs to be provided
here.

7. CONFIRM PASSWORD - Confirm the ADMIN PASSWORD by retyping it here.

Outputs of the | One set of results for the Virtual server monitored

test
Measurements Measurement A Interpretation
made by the Unit P
test .
Total memory: MB

Indicates the total amount of
physical memory installed.

Memory available: MB A very low value of this measure is
indicative of excessive usage of
physical memory by the virtual host.

Indicates the amount of
physical memory that is
currently available for use.

1.4 The Network Layer

Using the tests mapped to this layer, administrators can figure out whether the virtual server is
available over the network or not, and also analyze the data traffic handled by the virtual server and
each of the network interfaces supported by the server.

14
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(¥4 Network search[ O W an |
| {

‘ Network
NetworkTraffic
B+~ windowsNetworkTraffic
® Broadcom_NetXtreme_Gigabit_Ethernet
W MS_TCP_Loopback_interface

Figure 19: The tests associated with the Network layer

The tests depicted by Figure 19 have all been dealt with extensively in the Monitoring Unix and
Windows Servers document.

1.5 The Tcp Layer

The TCP connectivity of the virtual server host and the ratio of TCP retransmissions are measured by
the tests associated with this layer.

i Tep Search (2] [ Al |
Tep
TepTraffic

Figure 20: The tests mapped to the Tcp layer

The tests depicted by Figure 20 have all been dealt with extensively in the Monitoring Unix and
Windows Servers document.

1.6 The VM Processes Layer

Using the tests associated with this layer, you can:

» Check whether the critical virtual server processes are running;
» Identify resource-intensive processes executing on the host;
» Determine whether error events/warning events have occurred on the host

15
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| 4 ¥M Processes Search l:]o v all |

4 « Processes
W yssrve
¥+ VsEventlLog
= all

Figure 21: The tests associated with the VM Processes Layer

The Processes test indicated by Figure 21 has already been dealt with in the Monitoring Unix and
Windows Servers document. Let us therefore focus on the VsEventLog test instead.

1.6.1 VsEventLog Test

The VsEventLog test reports statistical information about the application error and warning events
generated by the target virtual host.

Purpose Reports statistical information about the application error and warning events
generated by the target virtual host

Target of the A Microsoft virtual server

test

Agent An internal agent

deploying the

test

16
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Configurable
parameters for
the test

AW N

TEST PERIOD - How often should the test be executed
HOST - The host for which the test is to be configured
PORT - Refers to the port used by the EventLog Service. Here it is null.

POLICY BASED FILTER - Using this page, administrators can configure the event
sources, event IDs, and event descriptions to be monitored by this test. In order
to enable administrators to easily and accurately provide this specification, this
page provides the following options:

» Manually specify the event sources, IDs, and descriptions in the FILTER
text area, or,

» Select a specification from the predefined filter policies listed in the
FILTER box

For explicit, manual specification of the filter conditions, select the NO option
against the POLICY BASED FILTER field. This is the default selection. To choose
from the list of pre-configured filter policies, or to create a new filter policy and
then associate the same with the test, select the YES option against the POLICY
BASED FILTER field.

FILTER - If the POLICY BASED FILTER flag is set to NO, then a FILTER text area
will appear, wherein you will have to specify the event sources, event IDs, and
event descriptions to be monitored. This specification should be of the following
format:

{Displayname}:{event_sources_to_be_included}:{event _sources_to_be_exclud
ed}:{event_IDs to be_included}:{event_IDs to be excluded}:{event_descrip
tions_to_be_included}:{event_descriptions_to_be_excluded}. For example,
assume that the FILTER text area takes the value,
OS_events:all:Browse,Print:all:none:all:none. Here:

» OS_events is the display name that will appear as a descriptor of the
test in the monitor UI;

» all indicates that all the event sources need to be considered while
monitoring. To monitor specific event sources, provide the source names
as a comma-separated list. To ensure that none of the event sources
are monitored, specify none.

» Next, to ensure that specific event sources are excluded from
monitoring, provide a comma-separated list of source names.
Accordingly, in our example, Browse and Print have been excluded from
monitoring. Alternatively, you can use all to indicate that all the event
sources have to be excluded from monitoring, or none to denote that
none of the event sources need be excluded.

» In the same manner, you can provide a comma-separated list of event
IDs that require monitoring. The all in our example represents that all
the event IDs need to be considered while monitoring.

» Similarly, the none (following all in our example) is indicative of the fact
that none of the event IDs need to be excluded from monitoring. On the
other hand, if you want to instruct the eG Enterprise system to ignore a
few event IDs during monitoring, then provide the IDs as a comma-
separated list. Likewise, specifying all makes sure that all the event IDs
are excluded from monitoring.

17
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» The all which follows implies that all events, regardless of description,
need to be included for monitoring. To exclude all events, use none. On
the other hand, if you provide a comma-separated list of event
descriptions, then the events with the specified descriptions will alone
be monitored. Event descriptions can be of any of the following forms -
desc*, or desc, or *desc*,or desc*, or descl*desc2, etc. desc here
refers to any string that forms part of the description. A leading '*'
signifies any number of leading characters, while a trailing '*' signifies
any number of trailing characters.

» In the same way, you can also provide a comma-separated list of event
descriptions to be excluded from monitoring. Here again, the
specification can be of any of the following forms: desc*, or desc, or
*desc*,or desc*, or descl*desc2, etc. desc here refers to any string
that forms part of the description. A leading '*' signifies any number of
leading characters, while a trailing '*' signifies any number of trailing
characters. In our example however, none is specified, indicating that
no event descriptions are to be excluded from monitoring. If you use all
instead, it would mean that all event descriptions are to be excluded
from monitoring.

By default, the FILTER parameter contains the value:
all:all:none:all:none:all:none. Multiple filters are to be separated by semi-colons
().

Note:

The event sources and event IDs specified here should be exactly the same as
that which appears in the Event Viewer window.

On the other hand, if the POLICY BASED FILTER flag is set to YES, then a
FILTER list box will appear, displaying the filter policies that pre-exist in the eG
Enterprise system. A filter policy typically comprises of a specific set of event
sources, event IDs, and event descriptions to be monitored. This specification is
built into the policy in the following format:

{Policyname}:{event_sources_to_be_included}:{event_sources_to_be_exclude
d}:{event _IDs to_be_included}:{event IDs to be excluded}:{event descripti
ons_to_be_included}:{event_descriptions_to_be_excluded}

To monitor a specific combination of event sources, event IDs, and event
descriptions, you can choose the corresponding filter policy from the FILTER list
box. Multiple filter policies can be so selected. Alternatively, you can modify any
of the existing policies to suit your needs, or create a new filter policy. To
facilitate this, a Click here link appears just above the test configuration section,
once the YES option is chosen against POLICY BASED FILTER. Clicking on the
Click here link leads you to a page where you can modify the existing policies or
create a new one (refer to the Monitoring Even tLogs document). The changed
policy or the new policy can then be associated with the test by selecting the
policy name from the FILTER list box in this page.
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value to NO.

7. DD FREQUENCY

are fulfilled:

Refers to

the frequency with
diagnosis measures are to be generated for this test. The default is 1:1. This
indicates that, by default, detailed measures will be generated every time this
test runs, and also every time the test detects a problem. You can modify this
frequency, if you so desire. Also, if you intend to disable the detailed diagnosis
capability for this test, you can do so by specifying none against DDFREQ.

6. USEWMI - The eG agent can either use WMI to extract event log statistics or
directly parse the event logs using event log APIs. If the USEWMI flag is YES,
then WMI is used. If not, the event log APIs are used. This option is provided
because on some Windows 2000 systems (especially ones with service pack 3 or
lower), the use of WMI access to event logs can cause the CPU usage of the
WinMgmt process to shoot up. On such systems, set the USEWMI parameter

which detailed

8. DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG
Enterprise suite embeds an optional detailed diagnostic capability. With this
capability, the eG agents can be configured to run detailed, more elaborate tests
as and when specific problems are detected. To enable the detailed diagnosis
capability of this test for a particular server, choose the On option. To disable
the capability, click on the Off option. The option to selectively enabled/disable
the detailed diagnosis capability will be available only if the following conditions

» The eG manager license should allow the detailed diagnosis capability

» Both the normal and abnormal frequencies configured for the detailed
diagnosis measures should not be 0.

Outputs of the

One set of results for the FILTER configured

test

Moasurements Measurement Measurement Interpretation

made by the Unit

test "
Information Number A change in the value of this measure
messages: may indicate infrequent but successful
This refers to the operations performed by one or more
number of information processes on the virtual server.
events generated when
the test was last Please check the detailed diagnosis of
executed. this measure (if available), for more

details.

Warnings: Number A high value of this measure indicates
This refers to the problems that may not have an
number of warnings immediate impact, but may cause
that were generated future problems.
when the test was last
executed. Please check the the detailed diagnosis

of this measure (if available), for more
details.

19




Monitoring Microsoft Virtual Servers

Errors: Number A very low value (zero) indicates that
This refers to the the virtual host is in a healthy state and
number of virtual server all processes are running smoothly
error events that were without any potential problems.
generated.

An increasing trend or high value
indicates the existence of problems like
loss of functionality or data in one or
more processes on the virtual host.

Please check the detailed diagnosis of
this measure (if available), for more
details.

Please check the Virtual Server Logs for
more details.

1.7 The Windows Service Layer

This layer checks whether the virtual server service is currently running or not.

Windows Service Search :]O [V all

%~ WindowsServices
® Virtual_Server

Figure 22: The tests associated with the Windows Service layer

The WindowsServices test mapped to this layer has already been discussed in the Monitoring Unix and
Windows Servers document. Therefore, let us proceed to look at the next Ilayer.

1.8 The Outside View of VMs Layer

The Outside View of VMs layer represents the host’s view of the resource usage levels of each of the VM
guests hosted on it. Using the information reported by this test, administrators can:

» Determine which of the VM guests is taking up more resources (CPU, memory, network, or
disk) than the others. This information can help with load balancing or capacity planning.

» Determine times when sudden or steady spikes in the physical resource utilization are
caused by the guest machines

» Track the overall status of the virtual machines — how many are registered, which ones
are powered on, and at what times, etc.
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pSis

Outside View of VMs search[ 1@ v Al

Virtual Machine Status

®+ Virtual Machine Details s
B vm2

B windowsxp

Figure 23: The tests mapped to the Outside View of VMs Layer

1.8.1 Virtual Machine Details Test

This test monitors the amount of the physical server's resources that each guest on an MS Virtual
server is taking up. Using the metrics reported by this test, administrators can determine which virtual
guest is taking up most CPU, which guest is generating the most network traffic, which guest is taking
up the maximum memory utilization, which guest has the maximum disk activity, etc. Note that the
amount of resources taken up by a virtual guest will be limited by the resource allocations that have
been made by administrators. For example, an administrator could cap the amount of memory that a
specific guest may take.

Purpose Monitors the amount of the physical server's resources that each guest on an MS
Virtual server is taking up

Target of the A Virtual Server

test

Agent An internal agent

deploying the

test
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Configurable
parameters for
the test

A W N =

TESTPERIOD - How often should the test be executed
HOST - The host for which the test is to be configured.
PORT - The port at which the HOST listens.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff might
have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent on
every Windows VM; this VM agent allows the eG agent to collect “inside view"”
metrics from the Windows VMs without domain administrator rights. Refer to Section
1.2.2 for more details on the eG VM Agent. To ensure that the “inside view” of
Windows VMs is obtained using the eG VM Agent, set the INSIDE VIEW USING
flag to eG VM Agent (Windows). Once this is done, you can set the DOMAIN, ADMIN
USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to collect
“inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the DOMAIN within which the
virtual guests reside. The ADMIN USER and ADMIN PASSWORD will change
according to the DOMAIN specification. Discussed below are the different values
that the DOMAIN parameter can take, and how they impact the ADMIN USER and
ADMIN PASSWORD specifications:

= If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

= If the guests belong to different domains - In this case, you might
want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to Section
1.8.1.1 of this document.

= If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In
this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.
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Outputs of the | One set of results for every guest to the Virtual server monitored

test

Measurements Measurement .

made by the Measurement Unit Interpretation

test Network traffic sent: KB/Sec Comparing the data transmitted
Indicates the rate at which across all the virtual guests provides
the guest transmitted data an indicator of the guest that is
over the network. generating most out-bound network

traffic.
Network traffic received: KB/Sec Comparing the data received across
Indicates the rate at which all the virtual guests provides an
the guest received data over indicator of the guest that has the
the network. most in-bound network traffic.
Data read from disk: KB/Sec
Indicates the rate at which
data that was read from the
disk by all IDE and SCSI
controllers.
Data written to disk: KB/Sec
Indicates the rate at which
data was written to the disk
by all IDE and SCSI
controllers.
CPU utilization: Percent A high value for this measure
Indicates the percentage of indicates a virtual machine that is
physical CPU used by the using a lot of the processor -
guest, currently. possibly because one or more
' processes on this VM are taking a lot
of CPU.

1.8.1.1 Configuring Users for VM Monitoring

In order to enable the eG agent to connect to VMs in multiple domains and pull out metrics from
them, the eG administrative interface provides a special page using which the different DOMAIN
names, and their corresponding ADMIN USER names and ADMIN PASSWORDS can be specified. To
access this page, just click on the Click here hyperlink in any of the VM test configuration pages.
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VirtualMachineDetails parameters to be configured for 192.168.10.11:5900 (Microsoft Virtual Server 2005)

To configure users for this test, Click here 4

—
192.168.10.11

TEST PERICD ¢ | 5 mins

HOST ¢ [192.168.10.11

PORT : (5900

DOMAIN : |Suncenfigured *
ADMIN USER ¢ |$unconfigured = (B
ADMIN PASSWORD : eessssssssese *

Figure 24: Configuring a VM test

Upon clicking, Figure 25 will appear, using which the VM user details can be configured.

CONFIGURATION OF USERS FOR VM MONITORING

This page enables the user to add/medify VM users for the test VirtualMachineDetails of 192.168.10.11:5900 (Microsoft
Virtual Server 2005)

Domain : ichn Admin User : |egtest

Admin Pwd : ssssesesese Confirm Pwd : (ssssscesese ()

update

Figure 25: The VM user configuration page

To add a user specification, do the following:

1.

First, provide the name of the Domain to which the VMs belong (see Figure 25). If one/more VMs
do not belong to any domain, then, specify none here.

The eG agent must be configured with user privileges that will allow the agent to communicate
with the VMs in a particular domain and extract statistics. If a valid Domain name has been
specified, then a domain administrator account can be provided in the Admin User text box.

The password of the specified Admin User should be mentioned in the Admin Pwd text box.
Confirm the password by retyping it in the Confirm Pwd text box.

To add more users, click on the @ button in Figure 25. This will allow you to add one more user
specification as depicted by Figure 26.

CONFIGURATION OF USERS FOR VM MONITORING

This page enables the user to add/medify VM users for the test VirtualMachineDetails of 192.168.10.11:5900 (Microsoft
Virtual Server 2005)

Domain : |chn Admin User : |egtest

Admin Pwd : (ssssessssse Confirm Pwd : [sesessesece ®
Domain : |egitlab Admin User . |labadmin

Admin Pwd BECYYYYY YT Confirm Pwd : eessseee (O]

[ omisie ] e |

Figure 26: Adding another user
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6. In some virtualized environments, the same Domain could be accessed using multiple Admin User
names. For instance, to login to a Domain named egitlab, the eG agent can use the Admin User
name Jlabadmin or the Admin User name jadmn. You can configure the eG agent with the
credentials of both these users as shown by Figure 27.

The same ‘Domain’
mapped to different
‘Admin Users’

CONFIGURATION OF USERS FOR VM MONITORING

This page enables the user to add/modify VM users for the test VirtualMachineDetails of 192.168.10.11:5900 (Microsoft
Virtual Server 2005)

Comain : [chn Admin User : |egtest

Admin Pwd : sesesessese Confirm Pwd : [esesessssee ®
Domain : |egitlab Admin User : |labadmin

Admin Pwd : [eesessse Confirm Pwd i [esseseee O]
Domain : |egitlab Admin User : |jadmin

Admin Pwd : esseee Confirm Pwd : (eseeee -

Figure 27: Associating a single domain with different admin users

When this is done, then, while attempting to connect to the domain, the eG agent will begin
by using the first Admin User name of the specification. In the case of Figure 27, this will be
labadmin. If, for some reason, the agent is unable to login using the first Admin User name,
then it will try to login again, but this time using the second Admin User name of the
specification - i.e., jadmin in our example (see Figure 27). If the first login attempt itself is
successful, then the agent will ignore the second Admin User name.

7. To clear all the user specifications, simply click the Clear button in Figure 27.

8. To remove the details of a particular user alone, just click the = button in Figure 27.

9. To save the specification, just click on the Update button in Figure 27. This will lead you back to the
test configuration page, where you will find the multiple domain names, user names, and
passwords listed against the respective fields (see Figure 28).

To

VirtualMachineDetails parameters to be configured for 192.168.10.11:5900 (Microsoft Virtual Server 2005)

configure users for this test, Click here

192.168.10.11

TEST PERICD : | S mins

HCOST 1 (152.168.10.11

PORT 1 {5500

DOMAIN : |chn,egitlab,egitlab 3
ADMIN USER : |eatest,labadmin, jadmir * ()
ADMIN PASSWORD I eeesssssesssssesees ¢

Update

Figure 28: The test configuration page displaying multiple domain names, user names, and passwords

1.8.2 Virtual Machine Status Test

This test tracks the overall status of the VMs by reporting how many VMs have been configured on the
virtual server, how many have been registered, how many were newly added/removed, etc.
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Purpose Overall status of the VMs by reporting how many VMs have been configured on the
virtual server, how many have been registered, how many were newly
added/removed, etc.

Target of the A Virtual Server

test

Agent An internal agent

deploying the

test

Configurable 1. TESTPERIOD - How often should the test be executed
:J::::::ters izh 2. HOST - The host for which the test is to be configured.
3. PORT - The port at which the HOST listens.
4. DETAILED DIAGNOSIS - It is recommended that this flag be set to ON when
executing this test on a virtual server.
The AutoVirtualMapping feature will take effect only if the VirtualMachineStatus
test is reporting detailed measures.
Outputs of the | One set of results for the Virtual server monitored
test
Measurements Measurement .
made by the Measurement Unit Interpretation
test Registered guests: Number
Indicates the total number
of virtual machines that
have been registered with
the virtual server.
Guests powered on: Number To know which are the guests that are
Indicates the number of powered on, use the detailed diagnosis
guests that are currently capability of this measure (if enabled).
powered on.
Added guests: Number The detailed diagnosis of these
Indicates the number of measures, if enabled, lists the virtual
guests that were newly machines that were migrated to or
added to the virtual server from (as the case may be) the virtual
during this measurement server.
period.
Removed guests: Number

Indicates the number of

guests that were newly
removed from the virtual
server during this

measurement period.

The detailed diagnosis of the Guests powered on measure, if enabled, provides the IP addresses of the
VMs configured on the virtual server, and the operating systems on which they are executing (see

Figure 29).
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Detailed Diagnosis Measure Graph Summary Graph Trend Graph History Feedback
Component  virtual 119 Measured By  wirtual_119
Test ViGuestStatus
Measurement | Guests povered on »
Details of guests powered on
Time | GuestName 1P Address | 0s -
Nov 23, 2007 19:11:29
win2002 192.168,10,142 Windows ServerT 2003, Standard Editior
Service Pack 2
%p 192.168.10.152 Windowsr XP Professional Service Pack ©

Figure 29: The detailed diagnosis of the Guests powered on measure

1.9 The Inside View of VMs Layer

The Inside View of VMs layer provides the individual guest operating system’s view of the usage of the
resources available to it.

By default, clicking on the Inside View of VMs layer invokes the Server View depicted by Figure 30. Using
this view, you can quickly determine the health of each of the zones (including global zones)
configured on the monitored Solaris host.

s ; Wou 23, 2007 19:16:36 @ pronie @ help O Signout
= = Admin Monitor (2 Reporter

| Home | Zones | Services | Segments | Components | Measures | Alams | Graphs | Options |

VIEW FOR SERVER VIRTUAL 119 € Back
4 COMPONENTLAYERS € LIVE GRAPH

SEJEER SERVER

win2003 xp

Figure 30: The Virtual Machine view

To zoom into the performance of a particular guest on the virtual server, click on a guest in Figure 30.
This will lead you to a page that displays all the metrics that the eG agent collected from that guest.
You are thus enabled to cross-correlate across the various metrics, and quickly detect the root-cause
of current/probable disturbances to the internal health of a guest. To view the time-of-day variations
in @ measure, simply click on a measure in the page.

To view real-time graphs of pre-configured measures (pertaining to the virtual server and the guests
operating on it), click on the LIVE GRAPH link in Figure 30. The graph display that appears subsequently
has been organized in such a way that next to every host-pertinent measure graph, the closely related
guest-specific measure graph appears. For instance, next to the graph of the CPU utilized' measure of
the VsGuest test, you will find a graph of the ' CPU utilization” measure of the Processor test. This way,
you can easily compare and correlate how well the physical CPU resources are being utilized by both
the host’s processes and those that are executing on the guests. On the basis of this analysis, you can
proactively isolate potential performance issues, and also determine the root-cause of the issue - is it
the host? or is it the guest?

If you prefer to view the tests associated with the Inside View of VMs layer instead of guest-specific
measures or live graphs, then, simply click on the COMPONENT LAYERS link in Figure 30. This will lead
you back to the layer model page, wherein you can view the complete list of tests associated with the
Inside View of VMs layer (see Figure 31).
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Yirtual Servers search[ ] (2} v All

B~ vsgSystem U
W win2003:Processor_0

|»

W xp:Processor_0
B+ ¥sgDiskActivity (] -
¥ win2003:Disk0_C:_D:
W xp:Disk0_C:_E:
B~ vsgDiskSpace O
W win2003:C
® win2003:D
| xp:C
B+ ¥sgTcp ||
| win2003
u xp
@~ VsqTcpTraffic =]
| win2003
o xp
B~ YsqWinMemory l_l
W win2003
u xp
B+ vsgNetworkTraffic - Windows u =
W win2003:Intel_21140-Based_PCI_Fast_Ethernet_Adapter_[Generic...
W _win2003:Internal loophack interface for 127.0.0 network \

Figure 31: The tests mapped to the Virtual Servers layer

1.9.1 VsgDiskSpace Test

This test measures the space usage of every disk partition on each virtual machine of a Microsoft
virtual server.

Purpose Measures the space usage of every disk partition on each virtual machine of a
Microsoft virtual server

Target of the A Microsoft Virtual Server

test

Agent An internal agent

deploying the

test
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Configurable
parameters for
the test

A W N =

TESTPERIOD - How often should the test be executed
HOST - The host for which the test is to be configured.
PORT - The port at which the HOST listens.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff might
have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent on
every Windows VM; this VM agent allows the eG agent to collect “inside view”
metrics from the Windows VMs without domain administrator rights. Refer to Section
1.2.2 for more details on the eG VM Agent. To ensure that the “inside view” of
Windows VMs is obtained using the eG VM Agent, set the INSIDE VIEW USING
flag to eG VM Agent (Windows). Once this is done, you can set the DOMAIN, ADMIN
USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to collect
“inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the DOMAIN within which the
virtual guests reside. The ADMIN USER and ADMIN PASSWORD will change
according to the DOMAIN specification. Discussed below are the different values
that the DOMAIN parameter can take, and how they impact the ADMIN USER and
ADMIN PASSWORD specifications:

= If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

= If the guests belong to different domains - In this case, you might
want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to Section
1.8.1.1 of this document.

= If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In
this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.
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Outputs of the
test

One set of results for each disk partition on every zone monitored

Measurements
made by the
test

Measurement

Measurement
Unit

Interpretation

Total capacity:

Indicates the total
capacity of a disk
partition.

MB

Used disk space:

Indicates the amount of
space used in a disk
partition.

MB

Free disk space:

Indicates the current
free space available for
each disk partition of a
guest.

MB

Disk utilization:
Indicates the
percentage of space
usage on each disk
partition of a guest.

Percent

A value close to 100% can indicate a
potential problem situation where
applications executing on the guest
may not be able to write data to the
disk partition(s) with very high usage.

1.9.2 VsgDiskActivity Test

This test reports statistics pertaining to the input/output utilization of each physical disk on a guest.

Purpose Reports statistics pertaining to the input/output utilization of each physical disk on a
guest

Target of the A Microsoft Virtual Server

test

Agent An internal agent

deploying the

test
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Configurable
parameters for
the test
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TESTPERIOD - How often should the test be executed
HOST - The host for which the test is to be configured.
PORT - The port at which the HOST listens.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff might
have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent on
every Windows VM; this VM agent allows the eG agent to collect “inside view”
metrics from the Windows VMs without domain administrator rights. Refer to Section
1.2.2 for more details on the eG VM Agent. To ensure that the “inside view” of
Windows VMs is obtained using the eG VM Agent, set the INSIDE VIEW USING
flag to eG VM Agent (Windows). Once this is done, you can set the DOMAIN, ADMIN
USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to collect
“inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the DOMAIN within which the
virtual guests reside. The ADMIN USER and ADMIN PASSWORD will change
according to the DOMAIN specification. Discussed below are the different values
that the DOMAIN parameter can take, and how they impact the ADMIN USER and
ADMIN PASSWORD specifications:

= If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

= If the guests belong to different domains - In this case, you might
want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to Section
1.8.1.1 of this document.

= If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In
this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.
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are fulfilled:

6. DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG
Enterprise suite embeds an optional detailed diagnostic capability. With this
capability, the eG agents can be configured to run detailed, more elaborate tests
as and when specific problems are detected. To enable the detailed diagnosis
capability of this test for a particular server, choose the On option. To disable
the capability, click on the Off option. The option to selectively enabled/disable
the detailed diagnosis capability will be available only if the following conditions

» The eG manager license should allow the detailed diagnosis capability

» Both the normal and abnormal frequencies configured for the detailed
diagnosis measures should not be 0.

Outputs of the
test

One set of results for each disk partition on every virtual server monitored

Measurements

made by the Measurement

Measurement
Unit

Interpretation

test Disk busy:

Indicates the
percentage of elapsed
time during which the
disk is busy processing
requests (i.e., reads or
writes).

Percent

Comparing the percentage of time that
the different disks are busy, an
administrator can determine whether
load is properly balanced across the
different disks.

Disk busy due to
reads:

Indicates the
percentage of elapsed
time that the selected
disk drive is busy
servicing read requests.

Percent

Disk busy due to
writes:

Indicates the
percentage of elapsed
time that the selected
disk drive is busy
servicing write
requests.

Percent

Disk read time:

Indicates the average
time in seconds of a
read of data from the
disk.

Secs
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disk:

Indicates the number of
writes happening on a
local disk per second.

Disk write time: Secs

Indicates the average

time in seconds of a

write of data from the

disk.

Average queue Number

length:

Indicates the average

number of both read

and write requests that

were queued for the

selected disk during the

sample interval.

Current queue Number This measure includes requests in

length: service at the time of the snapshot.

Indicates the number of This is an instantaneous length, not an

requests outstanding on average over the time interval. Multi-

the disk at the time the spindle disk devices can have multiple

performance data is requests active at one time, but other

collected. concurrent requests are awaiting
service. This counter might reflect a
transitory high or low queue length, but
if there is a sustained load on the disk
drive, it is likely that this will be
consistently high. Requests experience
delays proportional to the length of this
queue minus the number of spindles on
the disks. This difference should
average less than two for good
performance.

Read operations from | Reads/Sec A dramatic increase in this value may

disk: be indicative of an I/O bottleneck on

Indicates the number of the guest.

reads happening on a

logical disk per second.

Data reads from disk: | KB/Sec A very high value indicates an I/0

Indicates the rate at bottleneck on the guest.

which bytes are

transferred from the

disk during read

operations.

Write operations to Writes/Sec A dramatic increase in this value may

be indicative of an I/O bottleneck on
the guest.
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Data writes to

Indicates the rate at

which bytes are
transferred from

disk during write

operations.

disk:

the

KB/Sec

A very high value
bottleneck on the guest.

indicates an I/0

The detailed diagnosis of the Disk busy measure, if enabled, provides the list of processes currently
executing on the disk, the I/O operations performed by the processes, and the statistics pertaining to
these I/0 operations (see Figure 32).

I Shows the 10 operations done by the processes

1.9.3 System — Guest Test

This test collects various metrics pertaining to the CPU and memory usage of every processor

supported by a guest. The details of this test are as follows:

Time 1] 10 Write Rate 10 Write Ops Rat « |
I8 Al (Bytes /zec) (Opz/sec)
Nov 23, 2007 19:10:38
380 Isass 1718.96 853.82 11.98 865.14 11.98
784 svchost 299.47 171.70 223 1272.77 2
368 services 230.26 o o 230.26 1.66
Nov 23, 2007 19:00:50
380 Isass 1721.31 354,99 12 866.32 12
724 suchost 2%99.88 171.93 2.33 127.9% 2
38 sarvicas 220.57 o o 220.87 1.67
Nov 23, 2007 18:50:54
4+ Systemn 19789.36 o o 19789.36 5.33
380 Isass 1721.31 854.99 12 866,32 12
784 svchost 299.88 171,33 2,33 127.95 2
368 Farvicas 220.57 o o 220.87 1.67
Nov 23, 2007 18:40:53
4 System 19781.90 0 o 19781.90 S.33 —
320 Isass 1720.66 354,67 11.99 865,99 11,99
784 swchost 299.77 171.87 2,33 127.90 2
368 sarvices 230.4% o 4] 230.4% 1.67
Figure 32: The detailed diagnosis of the VmgDiskActivity test

Purpose Ccollects various metrics pertaining to the CPU and memory usage of every
processor supported by a guest

Target of the A Microsoft Virtual Server

test

Agent An internal agent

deploying the

test
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Configurable
parameters for
the test

A W N =

TESTPERIOD - How often should the test be executed
HOST - The host for which the test is to be configured.
PORT - The port at which the HOST listens.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff might
have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent on
every Windows VM; this VM agent allows the eG agent to collect “inside view”
metrics from the Windows VMs without domain administrator rights. Refer to Section
1.2.2 for more details on the eG VM Agent. To ensure that the “inside view” of
Windows VMs is obtained using the eG VM Agent, set the INSIDE VIEW USING
flag to eG VM Agent (Windows). Once this is done, you can set the DOMAIN, ADMIN
USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to collect
“inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the DOMAIN within which the
virtual guests reside. The ADMIN USER and ADMIN PASSWORD will change
according to the DOMAIN specification. Discussed below are the different values
that the DOMAIN parameter can take, and how they impact the ADMIN USER and
ADMIN PASSWORD specifications:

= If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

= If the guests belong to different domains - In this case, you might
want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to Section
1.8.1.1 of this document.

= If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In
this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.
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are fulfilled:

7. DETAILED DIAGNOSIS - To make diagnosis more efficient and accurate, the eG
Enterprise suite embeds an optional detailed diagnostic capability. With this
capability, the eG agents can be configured to run detailed, more elaborate tests
as and when specific problems are detected. To enable the detailed diagnosis
capability of this test for a particular server, choose the On option. To disable
the capability, click on the Off option. The option to selectively enabled/disable
the detailed diagnosis capability will be available only if the following conditions

» The eG manager license should allow the detailed diagnosis capability

» Both the normal and abnormal frequencies configured for the detailed
diagnosis measures should not be 0.

Outputs of the | One set of results for each processor supported by every guest on the monitored
test virtual server
Measurements Measurement .
made by the Measurement Unit Interpretation
test CPU usage: Percent A high value could signify a CPU
This measurement bottleneck. The CPU utilization may be
indicates the high because a few processes are
percentage of CPU consuming a lot of CPU, or because
utilized by the there are too many processes
processor. contending for a limited resource. The
detailed diagnosis of this test reveals
the top-10 CPU-intensive processes on
the guest.
System CPU usage: Percent An unusually high value indicates a
Indicates the problem and may be due to too many
percentage of CPU time system-level tasks executing
spent for system-level simultaneously.
processing.
Run queue: Number A value consistently greater than 2
Indicates the indicates that many processes could be
instantaneous length of simultaneously contending for the
the queue in which processor.
threads are waiting for
the processor cycle.
This length does not
include the threads that
are currently being
executed.
Processes blocked: Number A high value could indicate an I/O

Indicates the number of
processes blocked for
I/0, paging, etc.

problem on the guest (e.g., a slow
disk).
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Indicates the memory
scan rate.

Swap memory: MB An unusually high value for the swap
Denotes the committed usage can indicate a memory
amount of virtual bottleneck. Check the memory
memory. This utilization of individual processes to
corresponds to the figure out the process(es) that has
space reserved for (have) maximum memory consumption
virtual memory on disk and look to tune their memory usages
paging file(s). and allocations accordingly.
Free memory: MB A very low value of free memory is also
Indicates the free an indication of high memory utilization
memory available. on a guest. The detailed diagnosis of
this measure lists the top 10 processes
responsible for maximum memory
consumption on the guest.
Scan rate: Pages/Sec A high value is indicative of memory

thrashing. Excessive thrashing can be
detrimental to guest performance.

The detailed diagnosis of the Free memory measure of the VsgSystem Test reveals the top 10 memory
-consuming processes on a guest (see Figure 33).

Lists the top 10 memory consuming processes
Time | PID
Nov 23, 2007 19:15:06

27,77
12.23
6.12
5.75
4.68
4.18
4.16
4.12
3.95
3.67

Memory used(MB) | ARGS -

suchost
explorer
vzgaetcpu
servicas
wuauclt
svchost
swchost
winlogen

spoolsv

swchost

Figure 33: The detailed diagnosis of the VsgSystem Test

1.9.4 Tcp - Guest Test

This test tracks various statistics pertaining to TCP connections to and from each guest of an MS
Virtual server host. The details of the test are provided below:

Purpose Tracks various statistics pertaining to TCP connections to and from each guest of an
MS Virtual server host

Target of the A Microsoft Virtual Server

test

Agent An internal agent

deploying the

test
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Configurable
parameters for
the test

A W N =

TESTPERIOD - How often should the test be executed
HOST - The host for which the test is to be configured.
PORT - The port at which the HOST listens.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff might
have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent on
every Windows VM; this VM agent allows the eG agent to collect “inside view”
metrics from the Windows VMs without domain administrator rights. Refer to Section
1.2.2 for more details on the eG VM Agent. To ensure that the “inside view” of
Windows VMs is obtained using the eG VM Agent, set the INSIDE VIEW USING
flag to eG VM Agent (Windows). Once this is done, you can set the DOMAIN, ADMIN
USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to collect
“inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the DOMAIN within which the
virtual guests reside. The ADMIN USER and ADMIN PASSWORD will change
according to the DOMAIN specification. Discussed below are the different values
that the DOMAIN parameter can take, and how they impact the ADMIN USER and
ADMIN PASSWORD specifications:

= If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

= If the guests belong to different domains - In this case, you might
want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to Section
1.8.1.1 of this document.

= If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In
this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.
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Outputs of the | One set of results for every guest on the monitored virtual server
test
L CEEMCITEILS Measurement L CEEITCIENL Interpretation
made by the Unit
test Incoming Conns/Sec A high value can indicate an increase in
connections: input load.
Indicates the
connections per second
received by the guest.
Outgoing Conns/Sec A high value can indicate that one or
connections: more of the applications executing on
Indicates the the guest have started using a number
connections per second of TCP connections to some other guest
initiated by the guest. or host.
Current connections Number A sudden increase in the number of
Indicates the currently connections established on a guest can
established indicate either an increase in load to
connections. one or more of the applications
executing on the guest, or that one or
more of the applications are
experiencing a problem (e.g., a slow
down). On Microsoft Windows, the
current connections metrics is the total
number of TCP connections that are
currently in the ESTABLISHED or
CLOSE_WAIT states.
Connection drops: Conns/Sec This value should be 0 for most of the
Indicates the rate of time. Any non-zero value implies that
established TCP one or more applications on the guest
connections dropped are under overload.
from the TCP listen
queue.
Connection failures: Conns/Sec This value should be 0 for most of the
Indicates the rate of time. A prolonged non-zero value can
half open TCP indicate either that the server is under
connections dropped SYN attack or that there is a problem
from the listen queue. with the network link to the server that
is resulting in connections being
dropped without completion.

1.9.5 TcpTraffic - Guest Test

Since most popular applications rely on the TCP protocol for their proper functioning, traffic monitoring
at the TCP protocol layer can provide good indicators of the performance seen by the applications that
use TCP. The most critical metric at the TCP protocol layer is the percentage of retransmissions. Since
TCP uses an exponential back-off algorithm for its retransmissions, any retransmission of packets over
the network (due to network congestion, noise, data link errors, etc.) can have a significant impact on
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the throughput seen by applications that use TCP. This test monitors the TCP protocol traffic to and
from a guest, and particularly monitors retransmissions.

Purpose Tracks various statistics pertaining to TCP connections to and from each guest of an
MS Virtual server host

Target of the A Microsoft Virtual Server
test

Agent An internal agent
deploying the
test

Configurable TESTPERIOD - How often should the test be executed
:J::::::ters izh HOST - The host for which the test is to be configured.

PORT - The port at which the HOST listens.

S

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff might
have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent on
every Windows VM; this VM agent allows the eG agent to collect “inside view”
metrics from the Windows VMs without domain administrator rights. Refer to Section
1.2.2 for more details on the eG VM Agent. To ensure that the “inside view” of
Windows VMs is obtained using the eG VM Agent, set the INSIDE VIEW USING
flag to eG VM Agent (Windows). Once this is done, you can set the DOMAIN, ADMIN
USER, and ADMIN PASSWORD parameters to none.

5. DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to collect
“inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the DOMAIN within which the
virtual guests reside. The ADMIN USER and ADMIN PASSWORD will change
according to the DOMAIN specification. Discussed below are the different values
that the DOMAIN parameter can take, and how they impact the ADMIN USER and
ADMIN PASSWORD specifications:

= If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.
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If the guests belong to different domains - In this case, you might
want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to Section
1.8.1.1 of this document.

If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In
this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD

parameters to none.

Outputs of the
test

One set of results for every guest on the monitored virtual server

Measurements
made by the
test

Measurement

Measurement
Unit

Interpretation

Segments received:

Indicates the rate at
which segments are
received by the guest.

Segments/Sec

Segments sent:

Indicates the rate at
which segments are
sent to clients or other
guests.

Segments/Sec

Retransmits:

Indicates the rate at
which segments are
being retransmitted by
the guest.

Segments/Sec
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Retransmit ratio:

Indicates the ratio of
the rate of data
retransmissions to the
rate of data being sent
by the guest.

Percent

Ideally, the retransmission ratio should
be low (< 5%). Most often
retransmissions at the TCP layer have

significant impact on  application
performance. Very often a large
number of retransmissions are caused
by a congested network  link,
bottlenecks at a router causing

buffer/queue overflows, or by lousy
network links due to poor physical layer
characteristics (e.g., low signal to noise
ratio). By tracking the percentage of
retransmissions at a guest, an
administrator can quickly be alerted to
problem situations in the network
link(s) to the guest that may be
impacting the service performance.

1.9.6 WindowsMemory - Guest Test

To understand the metrics reported by this test, it is essential to understand how memory is handled
by the Operating System. On any system, memory is partitioned into a part that is available for user
processes, and another that is available to the OS kernel. The kernel memory area is divided into
several parts, with the two major parts (called "pools") being a nonpaged pool and a paged pool. The
nonpaged pool is a section of memory that cannot, under any circumstances, be paged to disk. The
paged pool is a section of memory that can be paged to disk. (Just being stored in the paged pool
doesn't necessarily mean that something has been paged to disk. It just means that it has either been
paged to disk or it could be paged to disk.) Sandwiched directly in between the nonpaged and paged
pools (although technically part of the nonpaged pool) is a section of memory called the "System Page
Table Entries," or "System PTEs." The VsgWinMemory test tracks critical metrics corresponding to the
System PTEs and the pool areas of kernel memory.

Purpose Tracks various statistics pertaining to TCP connections to and from each guest of an
MS Virtual server host

Target of the A Microsoft Virtual Server

test

Agent An internal agent

deploying the

test
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Configurable
parameters for
the test

AW N

TESTPERIOD - How often should the test be executed
HOST - The host for which the test is to be configured.
PORT - The port at which the HOST listens.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff might
have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent on
every Windows VM; this VM agent allows the eG agent to collect “inside view”
metrics from the Windows VMs without domain administrator rights. Refer to Section
1.2.2 for more details on the eG VM Agent. To ensure that the “inside view” of
Windows VMs is obtained using the eG VM Agent, set the INSIDE VIEW USING
flag to eG VM Agent (Windows). Once this is done, you can set the DOMAIN, ADMIN
USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to collect
“inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the DOMAIN within which the
virtual guests reside. The ADMIN USER and ADMIN PASSWORD will change
according to the DOMAIN specification. Discussed below are the different values
that the DOMAIN parameter can take, and how they impact the ADMIN USER and
ADMIN PASSWORD specifications:
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= If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

= If the guests belong to different domains - In this case, you might
want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to Section
1.8.1.1 of this document.

= If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In
this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

Outputs of the | One set of results for every guest on the monitored virtual server
test

Measurements Measurement

made by the Measurement Unit Interpretation
test Free entries in Number The maximum number of System PTEs
system page table: that a server can have is set when the

server boots. In heavily-used servers,
you can run out of system PTEs. You
can use the registry to increase the
number of system PTEs, but that
encroaches into the paged pool area,
and you could run out of paged pool
memory. Running out of either one is
bad, and the goal should be to tune
your server so that you run out of both
at the exact same time. Typically, the
value of this metric should be above
3000.

Indicates the number of
page table entries not
currently in use by the
guest.

Pages read from disk: | Reads/Sec

Indicates the average
number of times per
second the disk was
read to resolve hard
fault paging.
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Pages written to
disk:

Indicates the average
number of times per
second the pages are
written to disk to free
up the physical
memory.

Writes/Sec

Memory page ins:

Indicates the number of
times per second that a
process needed to
access a piece of
memory that was not in
its working set,
meaning that the guest
had to retrieve it from
the page file.

Pages/Sec

Memory page outs:

Indicates the number of
times per second the
guest decided to trim a
process's working set
by writing some
memory to disk in order
to free up physical
memory for another
process.

Pages/Sec

This value is a critical measure of the
memory utilization on a guest. If this
value never increases, then there is
sufficient memory in the guest.
Instantaneous spikes of this value are
acceptable, but if the value itself starts
to rise over time or with load, it implies
that there is a memory shortage on the
guest.

Non-paged pool
kernel memory size:
Indicates the total size

of the kernel memory
non-paged pool.

MB

The kernel memory nonpage pool is an
area of guest memory (that is, memory
used by the guest operating system) for
kernel objects that cannot be written to
disk, but must remain in memory as
long as the objects are allocated.
Typically, there should be no more than
100 MB of non-paged pool memory
being used.
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Memory paged pool MB If the Paged Pool starts to run out of
size: space (when it's 80% full by default),
Indicates the total size the guest will automatically take some
of the Paged Pool. memory away from the System File

Cache and give it to the Paged Pool.
This makes the System File Cache
smaller. However, the system file cache
is critical, and so it will never reach
zero. Hence, a significant increase in
the paged pool size is a problem. This
metric is a useful indicator of memory
leaks in a guest. A memory leak occurs
when the guest allocates more memory
to a process than the process gives
back to the pool. Any time of process
can cause a memory leak. If the
amount of paged pool data keeps
increasing even though the workload on
the guest remains constant, it is an
indicator of a memory leak.

1.9.7 VsgNetworkTraffic — Windows Test

This is an internal test that monitors the incoming and outgoing traffic through each guest of an MS
Virtual server host.

Purpose Monitors the incoming and outgoing traffic through each guest of an MS VIrtual
server host

Target of the A Microsoft Virtual Server
test

Agent An internal agent
deploying the
test
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Configurable
parameters for
the test

AW N

TESTPERIOD - How often should the test be executed
HOST - The host for which the test is to be configured.
PORT - The port at which the HOST listens.

INSIDE VIEW USING - By default, this test communicates with every VM
remotely and extracts “inside view” metrics. Therefore, by default, the INSIDE
VIEW USING flag is set to Remote connection to VM (Windows).

Typically, to establish this remote connection with Windows VMs in particular,
eG Enterprise requires that the eG agent be configured with domain
administrator privileges. In high-security environments, where the IT staff might
have reservations about exposing the credentials of their domain
administrators, this approach to extracting “inside view” metrics might not be
preferred. In such environments therefore, eG Enterprise provides
administrators the option to deploy a piece of software called the eG VM Agent on
every Windows VM; this VM agent allows the eG agent to collect “inside view”
metrics from the Windows VMs without domain administrator rights. Refer to Section
1.2.2 for more details on the eG VM Agent. To ensure that the “inside view” of
Windows VMs is obtained using the eG VM Agent, set the INSIDE VIEW USING
flag to eG VM Agent (Windows). Once this is done, you can set the DOMAIN, ADMIN
USER, and ADMIN PASSWORD parameters to none.

DOMAIN, ADMIN USER, ADMIN PASSWORD, and CONFIRM PASSWORD - By
default, this test connects to each virtual guest remotely and attempts to collect
“inside view” metrics. In order to obtain a remote connection, the test must be
configured with user privileges that allow remote communication with the virtual
guests. The first step towards this is to specify the DOMAIN within which the
virtual guests reside. The ADMIN USER and ADMIN PASSWORD will change
according to the DOMAIN specification. Discussed below are the different values
that the DOMAIN parameter can take, and how they impact the ADMIN USER and
ADMIN PASSWORD specifications:

= If the VMs belong to a single domain : If the guests belong to a specific
domain, then specify the name of that domain against the DOMAIN
parameter. In this case, any administrative user in that domain will have
remote access to all the virtual guests. Therefore, an administrator account
in the given domain can be provided in the ADMIN USER field and the
corresponding password in the ADMIN PASSWORD field. Confirm the
password by retyping it in the CONFIRM PASSWORD text box.

= If the guests belong to different domains - In this case, you might
want to provide multiple domain names. If this is done, then, to access the
guests in every configured domain, the test should be configured with the
required user privileges; this implies that along with multiple DOMAIN
names, multiple ADMIN USER names and ADMIN PASSWORDS would also
have to be provided. To help administrators provide these user details
quickly and easily, the eG administrative interface embeds a special
configuration page. To access this page, simply click on the Click here
hyperlink that appears just above the parameters of this test in the test
configuration page. To know how to use the special page, refer to Section
1.8.1.1 of this document.
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= If the INSIDE VIEW USING flag is set to ‘eG VM Agent (Windows)’ - In
this case, the inside view can be obtained without domain administrator
privileges. Therefore, set the DOMAIN, ADMIN USER, and ADMIN PASSWORD
parameters to none.

Outputs of the | One set of results for every guest on the monitored virtual server

test

L CEEMCITEILS Measurement L CEEITCIENL Interpretation

made by the Unit P

test Incoming traffic: Mbps An abnormally high rate of incoming
Indicates the rate at traffic may require additional analysis.
which data (including
framing characters) is
received on a network
interface.
Outgoing traffic: Mbps An abnormally high rate of outgoing
Represents the rate at traffic may require additional analysis.
which data (including
framing characters) is
sent on a network
interface.
Max bandwidth: Mbps
An estimate of the
capacity of a network
interface.
Bandwidth used: Percent By comparing the bandwidth usage with
Indicates the the maximum bandwidth of an
percentage of interface, an administrator can
bandwidth used by a determine times when the network
network interface. interface is overloaded or is being a

performance bottleneck.

Output queue: Number If this is longer than 2, delays are being
Indicates the length of experienced and the bottleneck should
the output packet be found and eliminated if possible.
queue (in packets).
Outbound packet Number Ideally, number of outbound errors
errors: should be 0.

Indicates the number of
outbound packets that
could not be
transmitted because of
errors..
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Inbound packet Number Ideally, number of inbound errors
errors: should be 0.

Indicates the number of
inbound packets that
contained errors
preventing them from
being deliverable to a
higher-layer protocol.

1.10 Correlation between Applications in a Virtualized
Environment

Using the eG Enterprise administration console, administrators can add applications running on the
VMs for monitoring. To monitor these applications, agents can be installed in the guests, or an
agentless monitoring approach can be used. To effectively monitor the applications running in a
virtual environment, it is important to be able to determine which virtual server an application is
running. This mapping of applications to virtual servers is important for root-cause diagnosis - for
example, a problem with the virtual server (e.g., excessive disk slowdowns) can impact the
performance of all the applications running on the server’s virtual machines. eG Enterprise is able to
automatically determine the mapping of applications to virtual servers.

Whether eG Enterprise automatically determines the mapping of applications to virtual servers or not
is determined by the value of the AutoVirtualMapping variable in the [MISC] section of the eg_external.ini
configuration file in the <EG_INSTALL_DIR>\manager\config directory of the eG manager. If the value of
this variable is true, the eG manager auto-discovers the applications to virtual servers mapping.
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Note:

» For AutoVirtualMapping to work, the detailed diagnosis frequencies set globally (i.e.,
using the Configure -> Diagnosis menu sequence) should not be set to 0:0.

» As long as the AutolpNameCheck parameter in the eg_services.ini file (in the
<EG_INSTALL_DIR>\manager\config directory) is Yes (which is the default), eG Enterprise
can automatically identify the server applications executing on a virtual server host,
using the host/nick names that are mapped to the IP addresses discovered on the
host. If the AutolPNameCheck flag is set to No instead, then make sure that, while
managing a server application executing in a virtualized environment, the hostname
of the virtual machine is specified as the nick name of the corresponding server
application. If more than one server application is executing on the same virtual
machine, then any one of those server applications should have the virtual machine
name as its nick name.

To disable auto-discovery, set this value to false. In such a case, once a Virtual Server is added, then,
when adding any new server application using the eG administrative interface, you will be prompted to
manually set an association between the server application being added and the Virtual Server.

The mapping of applications to virtual servers is used by eG Enterprise for correlation - e.g., since the
application runs on the virtual server, it is most likely that a problem with the virtual server will impact
the performance of the application running on one of the guests. To view this application-virtual server
association, simply click on the VIRTUAL COMPONENTS link in the layer model page of the virtual server.

Note:

The VIRTUAL COMPONENTS link will also be available in the layer model page of those server
applications that are executing on virtual guests.

Doing so reveals Figure 34 depicting the Virtual Server and the server applications executing on it. By
clicking on any of the components in Figure 34, the user can drill down into specific layers of this
component for specific details on the performance of the component.
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Figure 34: Depicts the applications that have been deployed on the guest OS of a virtual server

The arrows in Figure 34 depict the dependencies between the virtual server host and the applications
running on it. Since the applications are hosted on one of the guests running on the host, they depend
on the virtual server host - i.e., any unusual resource usage on the virtual server host impacts the
applications running on any of the virtual guests. The dependency information between the virtual
server host and the applications hosted on it is used by eG Enterprise for end-to-end correlation.

1.11 Troubleshooting

If the VirtualMachineStatus test, VirtualMachineDetails test, and all the “inside view” tests for a
Microsoft Virtual server fail to run, then it could be owing to the inability of the eG agent to auto-
discover the IP addresses of the VMs on the Virtual Server and their state. This can be due to any of

the following reasons:

» Typically, the eG agent runs scripts on the virtual server and VMs to discover the IP addresses
of the VMs. If the Virtual Servers and the VMs have been configured to disallow the execution
of scripts, then the eG agent’s scripts will not execute, thereby resulting in the failure of VM

discovery.

To check whether scripts can execute on the virtual server and VMs, do the following:

@)

Login to the target Microsoft Virtual Server host as the user whose
credentials have been passed to the VsGuest test, VsGuestStatus test,
and the “inside view” tests.

Go to the command prompt.
Move to the <EG_AGENT_INSTALL_DIR>\lib directory.

The eG agent runs a script named guestinfoovbs in the
<EG_AGENT_INSTALL_DIR>\lib directory, which reports the names of the
VMs on the virtual server, the state of each VM, and the operating
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system of the VMs. To execute this script, issue the following
command at the command prompt:

cscript guestinfo.vbs

o If this script executes smoothly, then it will return the names of the
VMs, their state, and their operating system (0OS). A sample query
result is given below:

Machine Name:vm2#State:5#0S:Windowsr XP Professional
Service Pack 2

o On the other hand, if the query returns an error as displayed below,
then it indicates a problem in script execution.

The name of the guest 0OS could not be retrieved

o To verify whether the problem is because the virtual server does not
allow script execution, first, open the Microsoft Virtual Server
Administration Website using the menu sequence depicted by Figure 15.
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‘Windows Update

ia Accessories
) Realtek 2

Programs

é E Documents » ) Startup »
e , & Internet Explorer
pro Settings @ e
= utlook Express
5% Search » ;. Remote Assistance .
7] v > @] Getting Started Guide
g ‘ b eendateoat 7] &G Monitoring Suite » @] Installation Summary

= [T EditPlus 2 » &) Release Notes

@ Java 2 SDK Standard Edition v1.3.1 » | ‘irtual Machine Remote Control Client
f Log OFF:chrilegtest: \ﬁ Java 2 Runtime Environment » B
@ Virtual Server Administrator's Guide
Shut Down... @ Virtual Server Programmer's Guide

Figure 35: Opening the Virtual server Administration Website

o When figure 16 appears, click on the Master Status option in the left
panel to view the VMs configured on the Virtual server and their
current state in the right panel.
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® 2007 Microsoft Corporation. All rights reserved.
|&] pone ’7 [7 ’7 [7 ’7 ro Trusted sites

Figure 36: Viewing the names and state of VMs

o Make sure that all listed VMs are in an Off state. If not, right-click on

every VM, and pick the Turn Off option from the shortcut menu.

o Then, click on the Server Properties option from the Virtual Server section

in the left panel. Figure 17 then appears.
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Figure 37: The Server Properties

o In the Properties section in the right panel of Figure 17, look for the
Virtual Server scripts parameter. If it is set to Scripts disabled, then it
indicates that no scripts can be executed on the virtual server. To
enable script execution, click on the Virtual Server scripts link in the right
panel of Figure 17.

o In the Virtual Server Settings section of Figure 18 that appears, click on
the Enable scripts attached to this server and Enable scripts attached to the
virtual machines running on this server check boxes to enable script
execution on the virtual server and the VMs.

o Finally, click the OK button in Figure 18.
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Figure 38: Enabling script execution

o The status of the Virtual Server scripts parameter then changes to Scripts
enabled (see Figure 19).
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Figure 39: Change in the status of the Virtual Server scripts flag
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o Once this is done, return to the command prompt, and once again try
to execute the guestinfo.vbs script from the <EG_INSTALL_DIR>\lib directory.

o If the error persists, then proceed to check if this is a permission

issue.

The guestinfo.vbs script is used by the VsGuest test, VsGuestStatus test, and all “inside view”
tests for VM discovery. Typically, these tests should be configured with the credentials of a
user who has access to all the VMs on the virtual server. To check whether the configured user

indeed has the required privileges, follow the steps given below:

o Login to the Microsoft Virtual Server Administration Web Site, and click on

the Server Properties link in the right panel of the web site.

o Figure 19 appears. In the Properties section in the right panel of Figure
19, click on the Virtual Server security link. Figure 20 then appears.

B v server scty propris Miosttnemetbwloer ———————_————— —_mGg)
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The Virtual Server Security Settings page allows you to configure permissions for managing Virtual Server. These permissions apply to Virtual

Virtual Server Manager » Server and to vitual machine and virtual network configuration files stored in the default directories. You can add a permission entry for a user
account or group and configure permissions or you can remove a permission entry. Finer granularity of access to vitual machines, virtual hard

Virtual Machines 7] disks, and virtual networks is available through use of file system access controls. See the Virtual Server Administrator's Guide for more

information.
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Figure 40: Checking for user privileges

o In the Virtual Server Security Properties section of Figure 20, you will find a
Permission entry for every user who is allowed access to the virtual
server, and the type of access he/she is entitled to. Scan the
permission entries to determine whether the user who has been
configured to run the VsGuest test, VsGuestStatus test, and all the
“inside view” tests (i.e., the Vsg tests), is allowed Full access. If the
user name you are looking for is not available in the page depicted by
Figure 20, then it indicates that all the above-mentioned tests have
been run by a user with “insufficient access permissions”. To address

this issue, you have to do either of the following
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* Modify the test configuration, so that all the above-mentioned
tests are configured with the credentials of any other user in
Figure 20 with Full access;

= Grant Full access to the user, using whose credentials the tests
are already being executed - i.e., add a Permission entry for the
user. To achieve this, simply click on the Add Entry button in
Figure 20, provide the name of the user against User or Group,
set Type to Access, and then pick the Full check box against
Permissions (see Figure 21). Finally, click the OK button in

Figure 21.
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Figure 41: Adding a Permission entry

o Once the above steps are followed, the guestinfo.vbs script should
execute without a glitch.

» While the eG agent that monitors the virtual server uses the guestinfo.vbs script to determine
the state and OS of the VMs, it uses another script named Ipaddress.vbs to extract the IP
address of the VMs. Typically, the Ipaddress.vbs script, upon execution, returns the names of
the configuration files that correspond to the powered-on VMs on the virtual server. Upon
receipt of these details, the eG agent automatically opens each of the configuration files that
this script returns, reads the host names of the VMs from the files, and runs an nslookup on
each name to determine the IP address of the VMs. However, if your DNS server is improperly
configured, then nslookup will not be able to resolve the host name to IP address mappings.
Therefore, to check whether the VM discovery failed due to an DNS error, follow the steps

given below:

o Go to the command prompt, and once again switch to the
<EG_AGENT_INSTALL_DIR>\lib directory.

o Next, execute the command: cscript Ipaddress.vbs.

o The command will return a list of files named in the format
<VMName>.vmc. For instance, if the name of a powered-on VM is vm2,
then the name of its corresponding configuration file will be: vm2.vmc.
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o Open any of the configuration files, and search for the tag
<computer_name> in them (see Figure 22).
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arch Document Project Tools Window Help
[Fzd@RavydipaX|> Y aBEJp=s7 Oax x|
Di'eCtDWIEIipke)al ; 1 2 3 4 5 6 7 8 0 1 S

1 <2xml version="1.0" encoding="UTF-16"2> i—

IC] d 2 <!-- Microsoft Virtual Machine Options and Settings -->
(1 Online Services  « 3 <preferences>
D Dutlook Express 4 <version type="string">2.0</version>
(1 Realtek S <hardware>
(1 Windows Media Pla g SACROLTR . " . ; -
D Windows NT w <ram_size type="integer”>512</ram_size>
O WindowsUpdate <[ - ::;‘:f;:‘s’i

Al Files

<scsi_adapter>
<controller_count type="integer">0</controller_count>
<scsi_controller id="0">
<adapter_scsi_id type="integer">7</adapter_scsi_id>
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<adapter_scsi_id type="integer">7</adapter_scsi_id>
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</scsi_controller>
</scsi_adapter>
<wvideo_adapter>
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Figure 42: Searching for computer_name

Once the computer_name tag is found, copy the host name that is enclosed within the tags:

<computer_name> </computer_name> (see Figure 23).
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Directory Icﬁp[exll I 1 3 2l ] 7 - 0 1““+'j
<frequency type="integer">15</frequency>
[C:] A <threshold type="integer”>10</threshold>
(] Online Services & </host_time_sync>
(2 Outlook Express <mousez
(] Realtek <allow type="boolean">true</allow>
(21 Windows Media Pla C/pousey
(2 Windows NT <ve“mnzguesc 05>
(3 WindowsUpdate '+ T <build mumber type="string”>5.01.2600</build mmbers
| <long_name type="string">Windows® XP Professional</long_name>
<revision number type="string”>Service Pack 2</revision_mmber>
<short_name type="string”>Windows® XP Professional</short_name>
<computer_name type="string”>y . CHN . EGURKHA . COI T Wbl i oT-i a2
</quest_os>
<additions_number type="string”>013813</additions_number>
</version>
</microsoft>
</integration>
<properties>
<creator>
<build type="string”>1.1.603.0 EE RZ 5Pl</build>
<name type="string”>Microsoft Virtual Server</name>
</creator>
<modifier>
<build type="string”>1.1.603.0 EE RZ 5Pl</build>
<name type="string">Microsoft Virtual $erver</name>
</modifier>
</properties>
<settings>
<configuration>
<account>
<name type="string" />
</account>
<saved_state>
<path>
<abhsolute type="string” />
<relative type="string” />
</path>
</saved_state>
<next_id type="integer">2<{/next_id>
All Files (%) ¥

=
[ | _’l_l
(| ocuestinfowbs | o vm2.vme

For Help, press F1

[Mn1as [calo2 [239 [ac [Tpc,u [Rec ms/[ReaD
Figure 43: Determining the host name of the VM

Close the file, and return to the command prompt.

Issue the command: nslookup <VMHostName>. For instance, for the host name in Figure 23, the
command will be: nslookup vitxp2.CHN.EGURKHA.COM

If this command returns an IP address, it indicates that the DNS server is functioning properly. If
the command returns an error, it could indicate an issue with the DNS configuration.
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Conclusion

This document has described in detail the monitoring paradigm used and the measurement
capabilities of the eG Enterprise suite of products with respect to the Microsoft Virtual Server. For details
of how to administer and use the eG Enterprise suite of products, refer to the user manuals.

We will be adding new measurement capabilities into the future versions of the eG Enterprise suite. If
you can identify new capabilities that you would like us to incorporate in the eG Enterprise suite of
products, please contact support@eginnovations.com. We look forward to your support and
cooperation. Any feedback regarding this manual or any other aspects of the eG Enterprise suite can
be forwarded to feedback@eginnovations.com.
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