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Chapter 1: An Overview of the eG Enterprise Express

Logon Simulator for Microsoft AVD

This document provides an overview of the eG Enterprise Express Logon Simulator for Microsoft
AVD, its capabilities, and how it works, and also discusses the broad steps to be followed to install
and configure it.

1.1 Challenges in Troubleshooting User Logon Performance
Issues in Microsoft AVD Environments

For years, slow logons have been the most common complaint in Azure infrastructures. For an
Azure Virtual Desktop user, slow logons can lead to frustration, lower productivity and efficiency.
For an Azure Virtual Desktop administrator, logon slowness is a complex problem that takes a
long time to resolve. Here are the reasons why:

» N-tier logon process makes root-cause isolation difficult: There are dozens of steps
involved in the logon process and they involve multiple components — Azure Active Directory,
Azure Active Directory Connect Server, Azure Active Directory Domain Services Server,
Microsoft Azure and so on. Identifying exactly what is causing the slowdown is often time
consuming and laborious.

» Collection of logon metrics challenging: To ensure great Azure Virtual Desktop user
experience, administrators need to monitor their infrastructure proactively and be alerted to
issues in advance, before users notice and complain. In order to do so, administrators need a
consistent measure of Microsoft Azure Virtual Desktop logon performance — one that is
available 24x7, even when there are no users accessing the farm. Collecting logon metrics of
real user activity is challenging. Metrics have to be collected from the different tiers involved.
Even then, it is difficult to get a consistent assessment of Microsoft Azure Virtual Desktop logon
performance because different users have different profiles and policies associated with them.
Furthermore, there will be times when no one is logging in to the Microsoft Azure Virtual
Desktop, and at those times, it is important to know if Microsoft Azure Virtual Desktop logon is
working and whether users can launch their applications and desktops successfully.



Chapter 1: An Overview of the eG Enterprise Express Logon Simulator for Microsoft

1.2 The eG Enterprise Express Logon Simulator for Microsoft
Azure Virtual Desktop

The eG Enterprise Express Logon Simulator for Microsoft Azure Virtual Desktop (AVD), is a free
cloud-based, on-demand service that delivers proactive visibility into the logon performance in
Microsoft Azure infrastructures. This simulator emulates the exact same process that users go
through when they logon to Microsoft Azure Virtual Desktop, and measures user experience
during logon.

Using the metrics reported by this free simulator, users and administrators can:

» Receive a consistent, true picture of Microsoft Azure Virtual Desktop logon performance,
whether or not users are logged into the Microsoft Azure Virtual Desktop;

» Proactively capture potential logon slowness;

» Monitor the logon process end-to-end, across the different tiers involved in the process, and
accurately isolate where the process is bottlenecked;

If users to your Microsoft Azure infrastructure are frequently complaining of slowness or failures
when accessing their Azure Virtual Desktops, and such complaints are impacting your bottomline,
affecting productivity, and are a troubleshooting nightmare, you no longer have to wait for days to
procure and setup a monitoring system that can ease your troubleshooting pains. With the
eG Enterprise Express Logon Simulator for Microsoft Azure Virtual Desktop, you can have your
monitoring system up, running, reporting metrics, and pinpointing delivery bottlenecks in no time,
without investing even a dime on the hardware and resources required for configuring a full-
fledged monitoring infrastructure.

1.3 How Does the eG Enterprise Express Logon Simulator for
Microsoft AVD Work?

A light-weight eG Logon Simulator Agent drives the logon simulation. You only have to register
with a web-based Logon Simulator portal, download and install this agent on any Windows host in
your environment, and configure it to simulate accesses to an application/desktop. The agent
then periodically emulates the entire process of a user logging into a Microsoft Azure Virtual
Desktop and launching an application. Since the agent is what performs the simulation, let's call it
the simulator. To perform this simulation, the simulator has to be configured with the following:

» The URL for connecting to the AVD Web Client;
» The credentials using which it needs to log into the Microsoft Azure Virtual Desktop;

» The applications and/or desktops that it needs to launch
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Once the simulator is configured, it runs at a pre-configured frequency.
The simulation process is described below:

1. The simulator first opens the Chrome browser and connects to the configured URL that is
required to connect to the AVD Web Client

2. It then logs in through the web browser and captures the time taken to login. The
success/failure of the login is also determined.

3. The simulator next waits for the applications/desktops to be enumerated and records the
time it took for the enumeration to complete. The success/failure of this step is also
ascertained.

4. The configured application/desktop is then launched and the duration of the launch is
recorded. In the process, the simulator also figures out whether/not the launch was
successful.

5. Finally, the simulator closes the application and logs out of the session. The log out status
and duration is also captured.

6. Steps 1 to 5 are then repeated for every application/desktop that has been configured for
launching.

The simulator then automatically reports the metrics to a cloud-hosted eG management server,
which publishes the metrics on the Logon Simulator portal. The communication between the
simulator (i.e., the Logon Simulator Agent) and the eG management server is over the secure,
web-basedHTTP/S protocol. The other key features of this communication are as follows:

* One-way communication: The Logon Simulator Agent does not listen on any TCP port and
initiates all communication to the eG management server; this minimizes the security risk to the
systems hosting the agent.

» Firewall-friendly architecture: Since all the communication is web-based, and since the
agent initiates all communications to the manager, as long as users within your network can
browse the web from the systems on which the agents are deployed, the agents will be able to
communicate with the management server without needing any additional firewall
configuration.

* Monitoring support for multiple private networks: Since the Logon Simulator Agent
initiates all the communications, it can even be installed on systems that are assigned private
IP addresses, and on networks that are behind network address translation (NAT) devices.
That is, you do not have to have your agents on the Internet to use this service - the agents can
be in your Intranet.
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» Multi-tenancy support: Support for multi-tenancy is built in. Users receive personalized logins
and they can monitor the logon performance of only their Microsoft AVD infrastructure.

 Does not carry business-sensitive information: This free simulator does not monitor

business-related information (credit card information, etc.), and the information transmitted

between the agent and the manager can be audited by the IT administrators at any time, using

packet sniffers.

» Secure, authenticated access: Your data is securely maintained and all accesses to the
service are authenticated. You only have access to metrics, alerts, and reports from your

infrastructure.

1.4 Pre-requisites for eG Enterprise Express Logon Simulator for

Microsoft AVD

Before attempting to use this simulator, make sure that the following pre-requisites are fulfilled:

Category

Pre-requisites

Logon Simulator
Agent / Simulation
Endpoint

* The Logon Simulator Agent should be installed on a dedicated
endpoint. The dedicated endpoint should only run an English version
of Windows operating system.

* No other eG agent should exist on the same host on which the Logon
Simulator Agent has been installed.

« .NET Framework 4.5 (or above) should pre-exist on the system
hosting the Logon Simulator Agent.

+ The simulator requires a dedicated Microsoft Azure user account with
rights to launch applications/desktops.

* The simulator also requires a user account with local administrator
rights on the simulation endpoint - i.e., on the system hosting the
Logon Simulator Agent. This user should be logged in at all times for
the simulator to run continuously.

Environment

e The simulator will only work with AVD Web Client.

« The allocated desktop that is to be launched by simulation should be
powered on and also should be a dedicated desktop.

Browser

The eG Enterprise Express Logon Simulator for Microsoft AVD

mandates the presence of the Chrome browser v108 (and above). No
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other browser supports this simulation.
Note:

Chrome is capable of automatically applying updates and upgrading
itself to higher versions. Sometimes, when Chrome auto-upgrades,
some drivers that the eG Logon Simulator Agent uses may suddenly be
rendered incompatible with Chrome. This can cause problems in
simulation. To avoid this, the eG Enterprise Express Logon Simulator for
Microsoft AVD, by default, prevents Chrome upgrades/updates (both
automatic and manual) from being applied at the simulation endpoint.

However, whenever a new version of the eG agent with updated drivers
is released, you will have to manually upgrade Chrome to ensure
continued compatibility. In this case therefore, you will have to make
sure that the simulation endpoint allows Chrome upgrades. To achieve
this, before manually upgrading Chrome, follow the steps below:

* Login to the eG agent host.
¢ Open the Windows command prompt as Administrator.

¢ Switch to the <EG_AGENT INSTALL_DIR>\lib directory, and issue
the following command:

ChromeUpgradeHandler.exe enable

1.5 Installing and Configuring the eG Enterprise Express Logon
Simulator for Microsoft AVD

To install and configure the eG Enterprise Express Logon Simulator for Microsoft AVD, follow the
broad steps below:

1. Subscribe to the Simulation Service
2. Configure the Simulation

3. Download and Install the Logon Simulator Agent
The topics that follow will discuss each of these steps elaborately.
1.6 Subscribe to the Simulation Service

For this, first connect to https://logonsimulator.eginnovations.com. Figure 1.1 will appear.
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. eG Innovations

eG Enterprise Express -
Logon Simulator for Citrix, VMware Horizon and Microsoft AVD SOIVe User LOgOn |SSUeS. Free FOreVer.

SIGN IN REGISTER

SIGN IN

Figure 1.1: Connecting to the URL: logonsimulator.eginnovations.com

If you are an existing subscriber to the service, you can sign in using the Email ID and Password
you provided at the time of registering. If you are a first time user and want to subscribe to the
service, first take a look at the terms and conditions of the service by clicking the Terms and
conditions link at the bottom right corner of the SIGN IN page (as indicated by Figure 1.1).
Figure 1.2 will then appear.

Terms of Service

ﬁj Q \1( 1|of3 = + Automatic Zoom e _,lf’,_ E E’] I »

eG Enterprise Express Logon Simulator

Terms of Service

Effective: June 26, 2017

Thank you for your interest in the eG Enterprise Express Free Logon Simulator. This document
summarizes the Terms of Service that govern your use of and access to the eG Enterprise Express

Logon  Simulator and any related sites  (https://logonsimulator.eginnovations.com,
http://logonsimulator.eginnovations.com, ete. referred to as “Site” below) and eG Enterprise Agent

software, Documentation and Content {collectively referred to as “Services”). The Site and Services
are collectively referred to as “eG Innovations Properties” in this document.

Please review these Terms of Service carefully before using the Services.

1. Services

1.1 Privacy. The eG Innovations Privacy Policy https://www.eginnovations.com/company/privacy-
policy governs any of the personal information that you provide to us for accessing this service.

Figure 1.2: Terms and conditions of service
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After reading the terms and conditions of service, close the window and return to the SIGN IN
page of Figure 1.1. Then, to register, click on the REGISTER link in Figure 1.1. When Figure 1.3
appears, provide your First name, Last name, your valid Email ID and a unique password for

logging in.
Note:

For using eG Enterprise Express Logon Simulator for Microsoft AVD, a valid corporate email
address should be used during registration. The free logon simulator service will accept
registrations of up to three (3) unique email addresses per email domain. Not more than three (3)
unique user accounts can be created per valid corporate email domain.

Also, specify your company name, pick a Time zone, and enter your phone number. eG
Enterprise offers eG Enterprise Express Logon Simulator for Citrix VirtualApps / VirtualDesktops,
VMware Horizon and Microsoft AVD. Select the environment for which you wish to configure the
simulations from the Environment for Logon Simulation list. In our case you need to choose
Microsoft AVD from this list. Finally, click REGISTER to subscribe to the free service.

SIGN IN REGISTER

satheesh{@eginnovations.com

(UTC-11:00) Pacific/Miue

Microsoft AVD w

REGISTER

Figure 1.3: Signing up to use the eG Enterprise Express Logon Simulator for Microsoft AVD

A Verification code will be sent to the email address you specified in Figure 1.3. Upon receipt of
the code, copy and paste it in Figure 1.4 and click Verify.
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REGISTER

Enter the verification code sent to your
email address

Haven't received the code yet?

VERIFY

Figure 1.4: Specifying the verification code sent by email

Once the code is successfully verified, Figure 1.5 will appear, detailing the next steps for using
this simulator.

LOGON SIMULATOR

4 Simple Steps to Get Started I

F ¥ g

CONFIGURE INSTALL
Configure the simulations you want ® Extract the downloaded zip file.
1o execute periodically. You shal
specify a URL, credentials and * Execute the exiracted setup.bat
e e e fie as an administrator

want to launch

our i e
CHOOSE DOWNLOAD e o

Pick the simulator you want to use @ Download the agent which wil
(CitrogMware/Microsoft AVD). perform the simulation m

Figure 1.5: Home page of the eG Enterprise Express Logon Simulator for Microsoft AVD portal
1.7 Configure the Simulation

To configure the simulation, click Get Started Now in Figure 1.5. Figure 1.6 will then appear.
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LOGON SIMULATOR
E Choose Simulator Configure Simulation m Download Agent [ )
icrosoft AVD Logon Simulator Site URL | htps:#/rdweb.wvd.microsoft.comy/arm/webclient
x
u. m P d Confirm Password
‘Published resources eG_Beta_access Group\Word [g Isdisclaimer enabled? Yes No
Resource domain «egwvd local Rescurce username wivduser2
Resourcepassword | wesssssessss Confimn Password | esesssssssss

Figure 1.6: Configuring the simulation

Provide the following inputs in Figure 1.6:

1.

Site URL: The URL for connecting to the AVD Web Client.
Note:

¢ Only Microsoft AVD Host Pool is supported.

* The eG Enterprise Express Logon Simulator for Microsoft AVD supports only up to
one (1) URL that is connected to the AVD Web Client.

Username, Password and Confirm Password: Specify the credentials of the user is
authorized to access the applications/desktops via the AVD Web Client in the Username
and Password text boxes. Confirm the Password by retyping it in the Confirm Password
text box.

Published resources: Provide the name of a resource that is to be launched in the
Published resources text box. The resource can be an application / desktop. When
providing application/desktop names, make sure you provide the same name using which
the applications/desktops are displayed in the AVD web console and the AVD Web Client.
Also, make sure that the user you specify is authorized to launch all the
applications/desktops configured in the Published resources text box. To provide a comma-

separated list of Published resources, click on the [ icon against Published resources
(see Figure 1.6). To know how to configure the Published resources refer to Section 1.7.1.

Note:
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You can configure a comma-separated list of Published resources only if the resources
belong to the same domain. On the other hand, if you want to launch resources that belong
to different domains, then, ensure that you configure each resource separately by clicking
the Add more published resources button.

4. Is disclaimer enabled?: Some high-security AVD environments may have been configured
to display a 'disclaimer', whenever a user attempts to login to a server/desktop in the
environment. Such disclaimers typically include statements that delimit the scope of access,
uphold confidentiality or protect copyright laws, and mitigate the risk of virus infections or
data losses that may be caused by unauthorized access. If such a disclaimer is enabled for
your environment, then set this flag to Yes. In this case, the simulator will accept the
disclaimer and proceed with the simulation. If no such disclaimer has been configured for
your environment, set this flag to No.

5. Resource domain, Resource username, Resource password, and Confirm Password:
Specify the domain in which the resource (that is to be launched) is stored in the Resource
domain text box. Specify the credentials of the user who is authorized to access the
Resource domain in the Resource username, Resource password, and Confirm
Password text boxes. In case the target Microsoft AVD environment is SSO enabled (single
sign-on), then, specify none against the Resource domain, Resource username,
Resource password and Confirm password text boxes.

Note:

» The eG Enterprise Express Logon Simulator for Microsoft AVD supports a maximum
of only three (3) users for logon simulation.

Click Add More Users if you want to simulate accesses of another user launching an application /
desktop. However, the eG Enterprise Express Logon Simulator for Microsoft AVD supports a
maximum of three (3) Users only for the logon simulation. Likewise, a maximum of only three
applications/desktops can be launched by the eG Enterprise Express Logon Simulator. At any
point in time, click Update to save the changes. Clicking the Clear button will clear your
configuration.

1.7.1 Configuring Published Resources

Clicking on [ icon in Figure 1.6 will lead you to Figure 1.7 using which you can configure a
comma-separated list of Published resources.

10
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CONFIGURE PUBLISHED RESOURCES

Folder Name Application/Desktop
eG_Beta_access Group Word

Add More Update

Figure 1.7: Configuring the Published Resources

In Figure 1.7, specify the following:

1.

Application/Desktop: Specify the names of the applications/desktops to be launched.
Note:

The applications/desktops can be specified either in lower case or upper case or a
combination of both.

Folder Name: If the simulator is simulating accesses to AVD environment via the AVD Web
Client, then the All Resources page of the console will list the folders / groups that contain
the resources (i.e., applications / desktops) that are available for access. The application /
desktop that the simulator should launch may be in any of these folders / groups. By default,
this is set to none if you are launching a unique application / desktop from the All Resources
page. On the other hand, if the application / desktop to be launched is available in multiple
folders of the All Resources page, then you must specify the exact Folder Name within
which that application / desktop is present.

Note:
The Folder Name is not case-sensitive.

Finally, click the Add More button in Figure 1.7 to add more applications/desktops to be
launched. If you do not want to add any more applications/desktops, click the Update button
to save the changes.

11
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1.8 Download and Install the Logon Simulator Agent

Click on Download Agent tab page in 1.7 to download and install the Logon Simulator Agent.
From the list of agent packages displayed in Figure 1.8, click on the package that suits your
environment.

LOGON SIMULATOR

5] Choose Simulator {8} Configure Simulation (1] Dowaload Agent PN

64-bit 64-bit 64-bit 64-bit

Windows 11.x/2022 Windows 2019 ‘Windows 10.x/2016 Windows 8 x/2012

Figure 1.8: Downloading and installing the Logon Simulator Agent

A zip file will be downloaded to the location you specify. Extract the contents of the zip to any
folder of your choice. Run the setup.bat file (in that folder) as administrator to install the agent.

Note:

If the Logon Simulator Agent communicates with the Logon Simulator Portal via a Proxy server,
then make sure you follow the procedure detailed in Section 1.8.1 to install and configure the
Logon Simulator Agent.

Setup will first check whether the target agent host fulfills all pre-requisites for simulation. If setup
finds that a pre-requisite has not been fulfilled, it will highlight the failure in Red (as shown by
Figure 1.9).

Local Admin

Figure 1.9: Setup script where a pre-requisite has failed

12
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Use the pointers provided in Figure 1.9, just below the failed pre-requisite, to know how to fulfill
that requirement. Then, rerun setup.bat to make sure that all pre-requisites are fulfilled, and then
proceed with the installation.

If all pre-requisites are fulfilled, then setup will prompt you to press any key on the keyboard, so
that the agent installation can continue.

-NET Framevork:

Chrome Browser:

imulation end /M, make sure that you run the RDPSessionInteractiveTask.exe on the
ched the RDP sess VM.

Figure 1.10: All pre-requisites are fulfilled

If the agent installation is successful, then a message depicted by Figure 1.11 will appear.
eG Application is Installing ....

INTERRUPT TI

to continue . . .

ey to continue . . .

Figure 1.11: Successful installation of the Logon Simulator Agent

Once the agent is installed successfully, it automatically starts to perform the configured
simulation.

13
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1.8.1 Enabling the Logon Simulator Agent to communicate with the Logon
Simulator Portal via a Proxy server

If the Logon Simulator Agent communicates with the Logon Simulator Portal via a proxy server,
then you should ensure that the following steps are followed:

1. Download and extract the contents of the Logon Simulator agent zip file to any folder of your
choice. Open the command prompt as an administrator and execute the following command:

setup.bat -proxyEnabled Yes

2. The Pre-requisites for installing the agent will then be checked as explained in Section 1.8.
Once the agent is installed successfully, you will be required to configure the proxy server
settings. For this do the following:

» Open the command prompt as an administrator.

e Navigate to the <eG_ INSTALL_DIR>\eGurkha\lib directory and execute the
changeAgentSettings.bat file.

* Once the file is executed, you will be asked to specify the IP/hostname and port of the Logon
Simulator Portal. Here, specify the IP/Hostname as logonsimulator.eginnovations.com and
the port as 80.

Please enter the IP/Hostname of the eG Manager to which this agent should report:
logonsimulator.eginnovations.com

Please enter the Port on the eG Manager to which this agent should report: 80

» Then, when prompted to indicate whether/not the eG manager is SSLenabled, specify No. :

Please enter if the eG Manager is SSL enabled (Yes or No)? No

» Next, specify yes if the logon simulator agent should communicate with the logon simulator
portal using a proxy server.

Should the Agent use a Proxy server to communicate with the eG Manager (Yes/No)?

Yes

» Then, enter the credentials of the proxy server.

Please enter the proxy IP/Name:

Please enter the proxy port:

14
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» Specify Yes if the proxy server requires user authentication.

Does the proxy require user authentication (Yes/No)? Yes

» Then, specify the user credentials through which the logon simulator agent will access the
proxy server.

Please enter the proxy username:

Please enter the proxy password:

» Once you have specified the required credentials, you will see the following message in the
command prompt:

The settings have been changed successfully!

AR A AR AR AR A A A A AR AR A AR A AR AR A AR A A A AR AR A AR A AR AN A AR A A A AR A AR AR A ARk kK

Please execute the debugon.bat to run agent in debug mode or
debugoff.bat to run agent in debug off mode

and then restart the agent to effect the changes.

KA A AR AR AR A AR A AR AR A AR A AR AR A AR A A A AR AR A AR A AR AR A AR A AR AR A A A AR A Ak kA kKK

Press any key to continue...

» Execute the debugon.bat or debugoff.bat.

« Once the file is executed, restart the logon simulator agent.

1.9 Microsoft AVD Logon Simulator Caveat

By default, the browser interface to Microsoft AVD allows a user to disconnect his/her initiated
session rather than logout from the session completely. This is because, Microsoft AVD is
designed to retain the session by default, and let the user connect back to the session if he/she
connects again. Though this process is very simple to use from a user perspective, the logon
simulator will not be able to capture the entire logon simulator process until the user is logged out
of the session. This will therefore create a greater impact on how the user experience is measured
on the Microsoft Azure Virtual Desktop. For this, administrators should ensure that the user is
logged out after each simulation rather than the user session being in the disconnected state. To
ensure that the user used for simulation is automatically logged out after each simulation,
administrators should make the following changes on the Microsoft AVD host / Microsoft Azure
Active Directory host on which the AVD logon simulation is configured for execution.

15
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1. From the target Windows host, click the Group Policy Management that appears upon
navigating through the menu sequence: Start -> Windows Administrative Tools. Figure 1.12
then appears.

& Group Palicy Management - a x
= File Action View Window Help - 8

s 2mE 0O a| @

4 Group Policy Management || egwwvd.local

A - F°’°§“ st cal Status  Linked Group Policy Objects  Group Policy Inhertance  Delegation
v (5 Domains

v 33 egudla* :
3 9 AAD‘;[} Create 2 GPO in this domain, and Link it here.. SYSVOL replication for this domain as i relates to Group Policy.
4] Fslog  Link an Eisting GPO..
= Domi Block Inheritance
2 fslogi
= r—
@ No-p  Group Policy Modeling Wizard... e -
o Grouj New Organizational Unit
5 WMl
3 starte Search... omain
{8 Sites Elian os t e arkroli e ‘ructure status from all of the domain controllers in this domain
si¥ Group Policy Remove
« GroupPolicy  pctive Directary Users and Computers...
View %
New Window from Here
Refresh
Properties
Help
" . | | Detect Now |

Figure 1.12: The Group Policy Management Window

2. From Figure 1.12, right click on the domain in your environment and select Create a GPO in
this domain, and Link it here... option to create a new GPO. In Figure 1.13 that appears,
specify the Name of the GPO that you are about to create and then, click OK.

Mew GPO X
Mame; m
|.i.l.|1a-Lﬂ-9=u'f|
Source Starter GPO:
[none) v

[ok ][ cued

Figure 1.13: Creating a new GPO

3. The newly created GPO will then be listed as shown in Figure 1.14. The user associated with
this GPO i.e., the user performing the logon simulation will be listed in the Security Filtering
section.
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" Group Policy Management — O Ed
@ File Action View Window Help &
|2 X G| Hm

R rove Pocy Mameotmes. | [BRSTTRR
~ A\ Forest: egwvd.local Soope | Dx Setings | Dalagalion

v R ?Umam%

v & egwvdlocal Ak
+.] AADkerb Display links in this location: egwvdlocal =
wf Rutn-msnk The following stes. domains. and OUs are linked to this GPO.
41/ Default Dorftain F =
s/ FSlogix | Location Enforced  Link Encbled Path
21 Domain Controll{| | B8 egwvd local Mo Yes egwvdlocal
3] fslogix |
0 Ne-Policy
=t Group Policy Obj
WM Filters Secuity Filtering
3 Starter GPOs The seffings in this GPO can only apply to the following groups. users. and computers:
B Sites | Name -

¥ Group Policy Modeling

; &, AVD Smulation (avdsimuiation@egwvd local)
% Group Palicy Results

Add... Remave Properties

WM Filtering
This GPO is linked to the following WM | fiker.

<none> ~ Open
% >

Figure 1.14: Listing the newly created GPO

4. Now, right click the GPO in Figure 1.14 and click the Edit option as shown in Figure 1.15.

4 Group Policy Management = =] X
(& File Action View Window Help _ &l
e X G Hm
2 Geoup Poty Minspumase. ||Eo Bt
v 4 Forest: egwvd.local 50004 | e
v (34 Domains .
Links
v 33 egwvdlocal :
4 AADkerb Display ks n this location egwvdlocal =
il Auto-Loga™ — _ Us are inked to this GPO.
41/ Defult Dot i
4/ Fslogix Enforced Enforced Link Enabled Path
21 Domain Cc »  Link Enabled No Yes sgwvd local
@l filogix Save Report...
@ No-Policy
7 Group Poli« View >
5 WMIFiters  New Window from Here
7 Starter GPC 2pty to the following groups. users. and computers:
1 Sites Delete =
il Group Policy Mod Rename. )
%, Group Policy Resu Refresh
Help
Add... Remove Proparties
WM Filtering
This GPO is linked to the following WMI fiter.
| <none> ~ Open
< >

Figure 1.15: Editing the GPO

5. Figure 1.16 will then appear listing the Computer Configuration and User Configuration
nodes of the GPO.
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[ Group Policy Management Editor — =) X
File Action View Help
=M & e

| Auto-Logoff [ADVMEGWVD.LC | | Auto-Logoff [ADVM.EGWVD.LOCAL] Policy
v & Computer Configuration
| Palicies

Select an item to view its description.  MName
Preferences & Computer Configuration
v il U_—,&( enfiguration i, User Configuration
| Policies
| Preferences

< > i"\_&te_nq;_d./\\standagf

Figure 1.16: Editing the newly created GPO

6. Expand the User Configuration node in Figure 1.16 and navigate through Administrative
Templates -> Windows Components -> Remote Desktop Services -> Remote Desktop
Session Host. Clicking the Session Time Limits option will reveal Figure 1.17.

I Digital Locker
7 Edgell

Extended /{ Standard

Figure 1.17: Navigating to the Session Time Limits option

7. In Figure 1.17, right click on the Set time limit for disconnected sessions option and click
the Edit option as shown in Figure 1.18.
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I Digtal Locker " Session Time Limits
7 Edgell

3 7 File Explorer Set time limit for disconnected Setting State Comment

I File Revocation e limit for disconnected sessions " No
5 IME Dest SCTINS | No
7| Instant Search pelaedine. et time limit for active Remote Desktop Servi Filter On i No
> [ Intemet Explorer Requirements: d session when time limits are reached Fitter Options. i No
5 Location and Sensors Atleast Windows Server 2003
. Microsch Edge opeating syt or Windows 17
> [ Microsoft Management Console Al Tasks >
> 1 Microsoft User Experience Virtualization || Description: o
| Multitasking “This policy setting allaws youto e
> 1 NetMeeting configure a time fimit for
ot g
7 0oBE
I Presentation Settings You can use this policy setting to
(] Remote Desktop Services specify the maximurm amount of
5 RD Gatewey time that a disconnected session

remains active on the server. By
- RemoteDesktop Connection Cient | | (=190 et on e seneln By
v [ Remote Desktop Session Host allows users to disconnect from a

| Connections Remote Desktop Services session
| Printer Redirection without logging off and ending
) Remote Session Environment the session
| Session Time Limits

I RemoteApp and Desktop Connectior

When a session sina
disconnected state, running

RSS Feeds programs are kept active even
Search though the useris no longer
Sound Recorder actively connected. By defaul,

these disconnected sessions are

store mintained for an unlimited tme

> (] TabletPC

onthe server.
Task Scheduler
Windows Calendar If you ensble this policy setting,

disconnected s d v

Windows Color System
e L from the server
Extended St

Figure 1.18: Editing the Set time limit for disconnected sessions option

8. Figure 8 will then appear.

A/ Set time limit for disconnected sessions O X

E‘ Set time limit for disconnected sessions Next Setting

© Not Configured Comment:
() Enabled

() Disabled

Supported on Ay jeast Windows Server 2003 operating systems or Windows XP Professional

[Cpticns: Help:

This policy setting allows you to configure a time limit for
disconnected Remote Desktop Services sessions.

End a disconnected session

You can use this policy setting to specify the maximum amount
of time that a disconnected session remains active on the server,
By default, Remote Desktop Services allows users to disconnect
from a Remote Desktop Services session without logging off and
ending the session.

When a session is in a disconnected state, running programs are
kept active even though the user is no longer actively connected.
By default, these disconnected sessions are maintained for an
unlimited time on the server,

If you enable this policy setting, disconnected sessions are
deleted from the server after the specified amount of time, To
enforce the default behavior that disconnected sessions are
maintained for an unlimited time, select Never, If you have a
console session, disconnected session time limits do not apply.

Figure 1.19: Window to set time limit for disconnected sessions to logoff

9. In Figure 1.19, choose the Enabled radio button and select an option from the End a
disconnected session list box (see Figure 1.20). By default, Never will be displayed in this
list.
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A Set time limit for disconnected sessions [m] X

Ei Set time limit for disconnected sessions Next Setting

() Not Configured ~ COmment:

0 Enabled
() Disabled
Supported on: At east Windows Server 2003 operating systems or Windows XP Professional
Options: Help:
End a disconnected session | 5 minutes - This policy setting allows you to configure a time limit for

disconnected Remote Desktop Services sessions.

You can use this policy setting to specify the maximum amount
of time that a disconnected session remains active on the server.
By default, Remote Desktop Services allows users to disconnect
from a Remote Desktop Services session without logging off and
ending the session.

When a session is in a disconnected state, running programs are
kept active even though the user is no longer actively connected.
By default, these disconnected sessions are maintained for an
unlimited time on the server,

If you enable this policy setting, disconnected sessions are
deleted from the server after the specified amount of time. To
enforce the default behavior that disconnected sessions are
maintained for an unlimited time, select Never. If you have a
console session, disconnected session time limits do not apply.

Figure 1.20: Setting a time limit to end a disconnected session

10. This time limit set to end a disconnected session is now automatically applied to the user
performing logon simulation.

1.10 Fine-tuning the Simulation

One of the key pre-requisites for the simulation is a user account with local administrator rights on
the simulation endpoint. This user should also be logged in at all times for the simulator to run
continuously. Sometimes however, this user session may get disconnected. For instance, if the
simulation endpoint is rebooted due to automatic updates, scheduled reboots, power failure etc.,
the user session on the simulation endpoint may get disconnected.

Every time a session disconnect occurs owing to reasons cited above, the administrator will have
to login to the endpoint by manually providing the user credentials at the login prompt, while the
system boots. If this is not done, then the user session will not get up and running; consequently,
the simulation will not occur.

To save the time and effort involved in manually typing the login credentials everytime the
endpoint reboots, and to make sure that a user is always logged into the endpoint (even when it
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reboots) for the purpose of the simulation, you can automate a user login at the time of a reboot.
To achieve this, you can either run Autologon.exe or manually edit the windows registry.

Note:

Editing the windows registry or executing the Autologon.exe will not work if the Logon Banner
defined on the server either by a Group Policy object (GPO) or by a local policy appears before
the login screen.

1.10.1 Fine-tuning the simulation using Autologon.exe

If you wish to automate the user logon by executing Autologon.exe, follow the steps below:

1. Download the Autologon.zip file from the Download Autologon link from the following

location:

https://docs.microsoft.com/en-us/sysinternals/downloads/autologon

2. Extract the contents of the Autologon.zip file.

3. Once extracted, run the Autologon.exe file.

Autclogon License Agreement X

You can also use the /accepteula command-ine switch to accept the EULA.

Ll

SYSINTERNALS SOFTWARE LICENSE TERMS
These license terms are an agreement between Sysinternals (a wholly
owned subsidiary of Microsoft Corporation) and you. Please read them.
They apply to the software you are downloading from Systinternals.com,
which includes the media on which you received it, if any. The terms also
apply to any Sysinternals

updates,

supplements,

Internet-based services, and v

Print Decline

Figure 1.21: Agreeing to the Software License Terms

4. Figure 1.21 then appears. Click Agree to accept the Sysinternals Software License Terms.
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8.

Autologon - Sysinternals

Domain: eGLAPODZ23PC Disable

Password: sens

About

Figure 1.22: Provide the password in this form

In Figure 1.22 that appears next, the name of the user and the domain to which the user
belongs will be automatically populated against the Username and Domain fields. Specify the
password that should be used for automatic user logon against the Password text box.

Click the Enable button.

Ensure that the eGurkhaAgentServices are delayed for a period of 5 minutes (using
Automatic (Delayed Start) Service properties ) before restarting the simulation endpoint.

Finally, restart the simulation endpoint.

1.10.2 Fine-tuning the simulation by editing the windows registry

If you wish to automate the user login by editing the windows registry, follow the steps below:

1.
2.

Open the Windows Registry Editor.

Locate the following registry entry:

HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\Current Version\Winlogon

In this registry entry, add the following REG_SZ string values:

o AutoAdminLogon: To enable automatic user logon on the simulation endpoint, set this
string value to 1.

o DefaultUserName: Specify the name of the user who is authorized to login into the
simulation endpoint.

o DefaultPassword: Specify the password for the user mentioned in the DefaultUserName.
Note that the password should be entered in plain text.

o DefaultDomainName: Specify the domain to which the user belongs to.
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4. Ensure that the eGurkhaAgentServices are delayed for a period of 5 minutes (using
Automatic (Delayed Start) Service properties ) before restarting the simulation endpoint.

5. Finally, restart the simulation endpoint.

1.11 Browser launch hindered due to disabled chrome extensions

In highly secure environments, administrators may not want to load the chrome extensions on the
Chrome browser for all users. In such cases, a group policy may be applied to disable these
chrome extensions from loading on the Chrome browser. If simulation happens in such
environments, the Chrome browser may not be launched and an error message as shown in
Figure 1.23 appears.

Error Loading Extension *

Failed to load extension fram:
Ciillsers\ADMIM-~T\AppDatat LocalhTemphscoped_dird732_358%intern
al, Loading of unpacked extensions is disabled by the administrator,

s

Figure 1.23: Error message that appears when chrome extensions failed to load

For the Microsoft AVD Logon Simulator to launch the Chrome browser by overriding the group
policy settings that disabled the extensions, do the following:

1. Open the Windows Registry Editor.

2. Locate the following registry entry:
HKLM\Software\Policies\Google\Chrome\ExtensioninstallBlacklist
In this registry entry, delete all keys and values.

3. Locate the following registry entry:
HKCU\Software\Policies\Google\Chrome\ExtensioninstallBlacklist
In this registry entry, delete all keys and values.

4. Finally, restart the eG agent.

Ensure that the group policy is disabled on the simulation endpoint so that the Chrome
browser can be launched by the Microsoft AVD Logon Simulator at periodic intervals.
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1.12 Viewing and Interpreting the Simulation Results

Every time the Logon Simulator Agent performs a simulation, metrics on logon performance are
captured and sent to the eG manager. Metrics reported per simulation are then displayed in the
eG monitoring console. To view the metrics, simply click on the Monitor tab page in the eG user
interface. A Current Alarms window will first appear. If any of the simulations you have
configured has captured logon performance issues, then the Current Alarms window will report
these issues.

TYPE COMPONENT NAME DESCRIPTION LAYER START TIME

Q Microsoft AVD Logon Si... LogonSimulator_NLAUFJ Launch of Excel failed for Microsoft AVD Logon Simulator ... AVD User Experience Mar 31,2022 15:12 Q | 4 -

Figure 1.24: The Current Alarms window reporting logon performance issues

Closing the Current Alarms window will reveal the Microsoft AVD Simulator Dashboard (see
Figure 1.25).

Synthetic Monitoring

Simulations: | AVD Logon Simulaticn v | External Agents: | LogonSimulator NLAUR) +

) WEB LOGON (5] APPLICATION/DESKTOP

(2 APPLICATION/DESKTOR B smuLation @ WEBURL A user [ ENUMERATION

Availsbilty  Duretion (Secs) AVAILABILITY Launch Durstion (Sece)

@ Wordpad LogonSimulator_ NLAUFJ https: frdweb.wvd.microso. v v x [ ] Q
@ vord LogonSimulator_NLAUFJ htps. v 2312 v s QU
€ Excel LogonSimulater_NLAUR) Irips: frchw v v x [ ] Q

Figure 1.25: Metrics reported per simulation

The dashboard displays the applications/desktops accessed and metrics captured during each
simulation. This way, the simulations that failed and the precise failure points -whether login,
enumeration, application/desktop launch, or logoff - of each simulation can be instantly and
accurately isolated. You can even click on the 'magnifying glass' icon corresponding to a
simulation for a graphical view of the logon process. Figure 1.26 will then appear.
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[EZIETY veteits  Measure Graph | Summary Graph  Trend Graph | Fix History | Fix Feedback

Microsoft AVD Logon Simulator for LogonSimulator_NLAUFJ
at Mar 30, 2022 17:01:21

11.68 6.25
Authentication @ St Enumeration
rr
) )
= E 14.43
& Session
Web URL Access S
(@)
@ w12 ™ @ Establishment
Logon . l
16.18
79.28 appcaion
Total simulation time Launch
P
3.81 © © 1.75
Client Processing ﬂ Application/Deskiop
" launch complete
Tima sh onds 3373

Web URL
Target : Word

wvd.microsoft.com/. User:

@ success € Failure

Figure 1.26: The Simulator Dashboard in the eG monitoring console revealing at first glance, the root-cause
of logon slowness

A quick look at Figure 1.26 will reveal the total simulation time and the time taken at every step of
the logon process. Without engaging in any detailed analysis, administrators can rapidly and
accurately infer from Figure 1.26, which step of the logon process has caused the slowness.

Similarly, the dashboard can also reveal the exact step at which the simulation failed (see Figure
1.27).

Details ~ Measure Graph ~ Summary Graph | Trend Graph | Fix History | Fix Feedback

Microsoft AVD Logon Simulator for LogonSimulator_NLAUFJ
at Mar 31,2022 15:12:35

916 P
Authentication G

= Enumeration

)
() ©
. Session
Web URL Access ® @ Establishment
& 2709 LB lad
3 6 . 9 4 Application
Launch
Total simulation time
(@)
©@
. Application/Desktap
Client Processing 1aunch complete
“Time shw d 4.75
Logout
Web URL : http wvd.microsoft.com, User: onm.

Target - Wordpad

@ success @ Failure

Figure 1.27: The Simulator Dashboard showing that the simulation has failed
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Clicking on the % icon in Figure 1.27 will reveal the screenshot that was captured to support the

failure.

FAILURE SCREENSHOT

@ Remote Desktop Web Client X +
< (¢ 8 rdweb.wvd microsoft.com/arm/webclient/index html

Chrome is being controlled by automated test software,

=X All Resources Cx WVD-Spring X

Oops, we couldn’t connect to "Wordpad"

We couldn't connect because there are currently no available resources. Try again
later or if this keeps happening, ask your admin or tech support for help.

Reconnect

Figure 1.28: A failure screenshot captured by the logon simulator

For historical analysis of the simulated results, the eG Reporter provides a Logon Simulator
Report. This report can be generated for one/all applications (or desktops), or for one/all
Logon Simulation agents.

Use the Logon Simulator - By Application report to identify the problem- prone
application/desktop in your Microsoft Azure infrastructure, zoom into its logon performance, and
diagnose its root-cause. For instance, if you generate this report for all applications/desktops that
were launched by the simulator during a specified timeline, then Figure 1.29 will appear. A single
glance at this report will reveal the following:

» Which application/desktops the simulator attempted to launch during the said timeline?
* In which simulation were logon performance issues detected time and again?
» At which step of the logon process were issues often detected?

* What was causing the issues - was it because a particular operation failed frequently? or
was it because a particular operation was consistently taking longer than a configured
(acceptable) duration?

» Which operation (login, enumeration, or launch) is problem-prone?
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By Application / Desktop R ] * O
Zone - —-Default-- Component Type - Microsoft AVD Logon Simulator Application - All Timeline - Mar 30, 2022 16:23 hrs to Mar 31, 2022 16:23 hrs M
APPLICATION/DESKTOP
WEB LOGON ENUMERATION APPLICATION/DESKTOP LAUNCH
SIMULATION APPLICATION/DESKTOP
AVAILABILITY (%) D%Sggg?" AVAILABILITY (%) D?g?gg" AVAILABILITY (%) D%g?g;?"
Excel © 958 © 13 © 63
LogonSimulator_NLAUFJ Wordpad [ 95 | O 23 O aw @ 1586
Word o2 | Q@ 26 @ s Q

Figure 1.29: Logon Simulator - By Application Report

This way, you can rapidly identify the 'pain points' of your Microsoft AVD infrastructure. Zooming
into a particular application/desktop in Figure 1.29 will open Figure 1.30. Figure 1.30 provides a

quick summary of the results of all simulations performed by the simulator for the chosen
application/desktop.
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By Application / Desktop [EREY. ] * @
~

Zone - -Default-- Component Typ i AVD Logon Si ication - Word Timeline - Mar 29, 2022 17:23 hrs to Mar 30, 2022 17:23 hrs i

Simulations for Application/Desktop - Word

SIMULATIONS
EXTERNAL AGENT FAILED LOGONS FAILED ENUMERATIONS FAILED APPLICATION/DESKTOP LAUNCHES
TOTAL SUCCESSFUL FAILURE

LogonSimulator_NLAUFRJ 18 n 7 7 0 0

Web Logon Details

Availability Duration

Percentage (%)
Duration (Secs)

4:00
500
6:00
7:.00
8:00

Enumeration Details

Availability Duration

Percentage (%)
Duration (Secs)

00
500
16:00
7:00
8:00

700

Health(%)

Web Logons \pplication/Desktop Ei

W Critical - 38.69
m Normal - 100

W Mormal-61.11

Application/Desktop Launch

W Normal - 100

Figure 1.30: Deep dive diagnostics related to the simulations for a particular application/desktop

From Figure 1.30, you can instantly infer if simulations for the application/desktop have failed
more often than they have succeeded. If so, Figure 1.30 also points you to the probable cause of
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these failures - login? enumeration? or application launch? You can then use the graphs in Figure
1.30 to isolate exactly when during the given timeline, simulations for that application/desktop
failed or took longer than usual. Ascertain the overall application health during the specified
timeline using the Application Health doughnut in Figure 1.30. This will reveal whether the
application/desktop was healthy or in an abnormal state the majority of time.

The Logon Simulator - By Simulator Agent report (see Figure 1.31) is ideal if you have
configured multiple Logon Simulator Agents in different locations to perform the simulations.
Using this report, you can:

» Easily compare the historical simulation results of the different agents;
» Accurately identify the agent that has reported issues much frequently than the rest;

» Zoom into the simulations performed by that agent and figure out if the agent location is the
reason for the frequent issues;
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Figure 1.31: Zooming into the simulation results reported by a particular agent

Note:

The eG Enterprise Express Logon Simulator for Microsoft AVD maintains a rolling history of seven
(7) days for storing logon simulation monitoring data. The reports discussed in this topic are
generated using this data only. Data for any given day (stored by the free logon simulator) will be
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purged after a seven (7) day period, and will not be available to you for access via the logon
simulator portal or any other means.

1.13 Enabling Email Notifications for Issues

If you want the alerts raised in the eG Enterprise Express Logon Simulator for Microsoft AVD to be
sent over email, then you can do so using the USER PROFILE window. This window appears
when you click on the I€] icon in the tool bar of the eG Enterprise Express Logon Simulator for

Microsoft AVD.

Figure 1.32: Clicking the User Profile icon

In Figure 1.33 that appears, simply click Critical or Major or Minor or a combination of criticality
under the Alarms by Mail flag to receive email alerts on problematic conditions experienced
during the simulation process. In our example below, since Critical is chosen, the email
notifications are sent only when critical alarms are generated.

USER PROFILE
USER ID

satheesh@eginnovations.com (login does
not expire)

ALARMS BY MAIL

€ Critical

MAIL 1D

satheesh@eginnovations.com

Edit Profile

Figure 1.33: Setting the Alarms by Mail flag to Critical
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1.14 Benefits of the eG Enterprise Express Logon Simulator for
Microsoft AVD

The key benefits of the express simulator are as follows:

» Deliver great user experience for Microsoft Azure users: Provide fast and uninterrupted
services

» Proactively detect logon issues before end-users and business services are affected

» Speed up mean time to resolution (MTTR): Find and fix Microsoft Azure Virtual Dekstop
logon problems before users call the helpdesk

» Benchmark and optimize your Microsoft Azure infrastructure: Be the first to know if any
changes are impacting the logon experience in Microsoft Azure environments

» Complete visibility into Microsoft Azure Virtual Desktop logon performance: Monitor
real user logon experience and simulation results from a single console

1.15 Going Beyond the eG Enterprise Express Logon Simulator for
Microsoft AVD

The eG Enterprise Express Logon Simulator for Microsoft AVD is a useful tool for Microsoft Azure
administrators to simulate and proactively monitor logon simulation in their environments. You
can go beyond the capabilities of the free logon simulator and get comprehensive Microsoft Azure
monitoring, diagnosing and troubleshooting capabilities with eG Enterprise — a Microsoft Azure
Ready performance monitoring solution for any size Azure environment. eG Enterprise includes
logon simulation capabilities, as well as real user experience monitoring capabilities.

Comparison of Features of the eG Enterprise Express Logon Simulator for Microsoft AVD

and eG Enterprise Microsoft AVD Monitoring Suite

Key Features eG Enterprise Express eG Enterprise (Full-Featured
Logon Simulator for Microsoft ||Microsoft Azure Virtual
AVD Desktop Monitoring Solution)
[Logon Simulation |
Number of Microsoft Azure URLs ||Only one Unlimited
supported
Number of applications and Up to 3 applications or desktops ||Unlimited
desktops supported (1 per user)
[Number of users supported ||Up to 3 users ||Unlimited |
Historical data retention for trend- |[Rolling history of up to 7 days Unlimited

ing and reporting

|In-Depth Microsoft Azure Virtual Desktop Performance Monitoring |
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Simulate the entire Microsoft No Yes
Azure Virtual Desktop session
(including user access to pub-
lished applications)

Real user experience monitoring [|No Yes
(Blast Extreme/PColP/RDP)
Performance monitoring of No Yes

Microsoft Azure, Microsoft Azure
AD Connect, Microsoft Azure Sub-
scription Service etc.

Automatic correlation and root No Yes
cause diagnosis

Automatic dependency mapping |[|No Yes
and monitoring of the supporting
infrastructure (network, storage,
virtualization, cloud, etc.)

Out-of-the-box reports for capa- ||No Yes

city planning, forecasting and

right-sizing

Deployment options ||Only SaaS ||On-premises or SaaS
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About eG Innovations

About eG Innovations

eG Innovations provides intelligent performance management solutions that automate and
dramatically accelerate the discovery, diagnosis, and resolution of IT performance issues in on-
premises, cloud and hybrid environments. Where traditional monitoring tools often fail to provide
insight into the performance drivers of business services and user experience, eG Innovations
provides total performance visibility across every layer and every tier of the IT infrastructure that
supports the business service chain. From desktops to applications, from servers to network and
storage, from virtualization to cloud, eG Innovations helps companies proactively discover,
instantly diagnose, and rapidly resolve even the most challenging performance and user
experience issues.

eG Innovations is dedicated to helping businesses across the globe transform IT service delivery
into a competitive advantage and a center for productivity, growth and profit. Many of the world’s
largest businesses use eG Enterprise to enhance IT service performance, increase operational
efficiency, ensure IT effectiveness and deliver on the ROI promise of transformational IT
investments across physical, virtual and cloud environments.

To learn more visit www.eginnovations.com.

Contact Us

For support queries, email support@eginnovations.com.

To contact eG Innovations sales team, email sales@eginnovations.com.

Copyright © 2022 eG Innovations Inc. All rights reserved.

This document may not be reproduced by any means nor modified, decompiled, disassembled,
published or distributed, in whole or in part, or translated to any electronic medium or other means
without the prior written consent of eG Innovations. eG Innovations makes no warranty of any kind
with regard to the software and documentation, including, but not limited to, the implied warranties
of merchantability and fitness for a particular purpose. The information contained in this document
is subject to change without notice.

All right, title, and interest in and to the software and documentation are and shall remain the
exclusive property of eG Innovations. All trademarks, marked and not marked, are the property of
their respective owners. Specifications subject to change without notice.
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